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®  Read the installation guide thoroughly before you set up the router.

®  The router is a complicated electronic unit that may be repaired only be
authorized and qualified personnel. Do not try to open or repair the router
yourself.

® Do not place the router in a damp or humid place, e.g. a bathroom.

®  The router should be used in a sheltered area, within a temperature range of +5 to
+40 Celsius.

® Do not expose the router to direct sunlight or other heat sources. The housing and
electronic components may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock
hazards.

®  Keep the package out of reach of children.

®  When you want to dispose of the router, please follow local regulations on
conservation of the environment.

We warrant to the original end user (purchaser) that the router will be free from any

defects in workmanship or materials for a period of two (2) years from the date of

purchase from the dealer. Please keep your purchase receipt in a safe place as it serves

as proof of date of purchase. During the warranty period, and upon proof of purchase,

should the product have indications of failure due to faulty workmanship and/or

materials, we will, at our discretion, repair or replace the defective products or

components, without charge for either parts or labor, to whatever extent we deem

necessary tore-store the product to proper operating condition. Any replacement will

consist of a new or re-manufactured functionally equivalent product of equal value, and

will be offered solely at our discretion. This warranty will not apply if the product is

modified, misused, tampered with, damaged by an act of God, or subjected to abnormal

working conditions. The warranty does not cover the bundled or licensed software of

other vendors. Defects which do not significantly affect the usability of the product will

not be covered by the warranty. We reserve the right to revise the manual and online

documentation and to make changes from time to time in the contents hereof without

obligation to notify any person of such revision or changes.

Web registration is preferred. You can register your Vigor router via
http://www.DrayTek.com.

Due to the continuous evolution of DrayTek technology, all routers will be regularly
upgraded. Please consult the DrayTek web site for more information on newest
firmware, tools and documents.

http://www.DrayTek.com



European Community Declarations

Manufacturer:  DrayTek Corp.
Address: No. 26, Fu Shing Road, Hukou Township, Hsinchu Industrial Park, Hsinchu County, Taiwan 303
Product: Vigor2760 Series Router

DrayTek Corp. declares that Vigor2760 Series of routers are in compliance with the following essential
requirements and other relevant provisions of R&TTE 1999/5/EC, ErP 2009/125/EC and RoHS 2011/65/EU.

The product conforms to the requirements of Electro-Magnetic Compatibility (EMC) Directive 2004/108/EC by
complying with the requirements set forth in EN55022/Class B and EN55024/Class B.

The product conforms to the requirements of Low Voltage (LVD) Directive 2006/95/EC by complying with the
requirements set forth in EN60950-1.

This product is designed for the DSL and 2.4GHz/5GHz WLAN network throughout the EC region. Please see
the user manual for the applicable networks on your product.

Regulatory Information
Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one of the following measures:

®  Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

®  Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

®  Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

(1) This device may not cause harmful interference, and

(2) This device may accept any interference received, including interference that may cause undesired operation.

RF Exposure Warning

This equipment must be installed and operated in accordance with provided instructions and the antenna(s) used
for this transmitter must be installed to provide a separation distance of at least 20 cm from all persons and must
not be co-located or operating in conjunction with any other antenna or transmitter. End-users and installers must
be provide with antenna installation instructions and transmitter operating conditions for satisfying RF exposure
compliance.

Caution

Any changes or modifications not expressly approved by the grantee of this device could void the user's
authority to operate the equipment.

The antenna/transmitter should be kept at least 20 cm away from human body.
DrayTek Vigor2760 series VDSL2/ADSL2+ routers are compliant with 47 C.F.R. Part 68.

€ OFC

More update, please visit www.draytek.com.
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Introduction

Note: This is a generic International version of the
user guide. Specification, compatibility and features
vary by region. For specific user guides suitable for
your region or product, please contact local
distributor.

Vigor2760 series is a VDSL2 router. It integrates IP layer QoS, NAT session/bandwidth
management to help users control works well with large bandwidth.

With the development of NGN (Next Generation Network), you may recently hear the news
about FTTx deployment in your local area or even have already subscribed the unbundling last
mile service (e.g. VDSL2) from local ITSP for FTTx. As adopting FTTx, the main question
for end users is whether your legacy router could fully utilize its bandwidth or not.

DrayTek launches Vigor 2760 series — High speed router, perfectly complied with VDSL2
environment including Vigor2760, Vigor2760n and Vigor2760Vn for speed-wanted customers.
With high throughput performance and secured broadband connectivity provided by Vigor
2760 series, you can simultaneously engage these bandwidth-intensive applications, such as
high-definition video streaming, online gaming, and Internet telephony / access.

Note: This manual is written based on the standard firmware version of Vigor2760
series and suitable for all of the countries except for UK area. For product enquiries
in the UK, Ireland and Channel Islands, please contact the UK office.

DrayTek UK Office
Sales Tel: 020 8381 5500
Email: info@draytek.co.uk
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1.1 Features

ADSL2/2+ & Compliant with ITU-T G.993.2 & G.997.1
VDSL2 Support Band Plan 998 & 997
Support Annex A/ Annex B
VDSL2 Profile 8a/8b/8c/8d/12a/12hb/17a/30a
Capability Fall-back to ADSL2/2+
Multi-VLAN
Multi-PVC

Internet Support IPv4 & IPv6
Support PPPOE/PPPoA
Support DHCP/Static IP
Internet connection over 3G/4G USB Dongle
Multi-VLAN/Multi-PVC for triple play

VPN 2 VPN Tunnels
Built-in PPTP/L2TP/IPsec VPN server
VPN Passthough (PPTP/L2TP/IPsec)
IPsec Main/Aggressive Mode
IKE Authentication (PSK & X.509)
PPTP MPPE
L2TP over IPsec

Security Object-based Firewall
MAC Address Filter
SPI (Stateful Packet Inspection)
DoS/DDoS Prevention
IM/P2P Applications Filter
URL Content Filter
Global View Web Content Filter

Bind IP to MAC
NAT/Routing DMZ Host
Port Forwarding & Redirection
Route Policy
Static Route
RIPv2
Network Feature ®  Two subnets(VLAN)
® LAN Port Mirror
® Bandwidth/Session Management
® QoS by IP, Port, Applications
® Dynamic DNS
® LANDNS
® UPnP
® IGMP proxy & shooping
® \Wake on LAN
® Bonjour
®  Printer Sharing
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FTP Server for File Sharing by a USB Memory Stick/USB
HDD with FAT32 Format

Web Syslog

HTTP/HTTPS User Interface
CLI over Telnet/SSH/Web Ul
Configuration Backup/Restore
Administrator Access Control
Restricted User Mode

Flow Monitor

Built-in Diagnostic Function
E-mail/SMS Alert

SNMP vi/iv2c

TR-069 (Compliance with VigorACS SI)

System
Maintenance

Wireless AP (n
model)

Support 2T2R 2.4GHz, Single Band
IEEE802.11n Compliant

64/128-bit WEP, WPA/WPA2
WDS (Wireless Distribution System)
MAC Address Access Control

WPS

Wireless Client List

Access Point Discovery

Hidden SSID

Multiple SSID

WMM

Protocol: SIP, RTP/RTCP

6 SIP Registrars

G.168 Line Echo-cancellation
VoIP Status

PSTN Loop Through

Codec Features :

»  G.711 Alpu law

VoIP (V model)

> G.7231
> G.726
> G.729 A/B
» VAD/CNG
® DTMF Relay :
> InBand
»  Out Band (RFC-2833)
» SIP Info

® FAX/Modem Support :
»  G.711 Pass-through
»  T.38 for fax Sending/Receiving
®  Supplemental Services :
Call Hold/Retrieve
Call Waiting
CLIR (Calling Line Identification Restriction)
Call Forwarding (Always, Busy and No Answer)
Call Barring (Incoming / Outgoing)
Hotline

YVVVVYY
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> DND (Do Not Disturb)
»  Call Transfer
»  MWI (Message Waiting Indicator) (RFC-3842)

1.2 Package and Content

:

0 Antenna (n models)

|

9 CD 9 RJ-45 Cable 9 Quick Start Guide
(Ethernet)

9 The type of the power adapter depends on the country that the router will be installed. *
The maximum power consumption is 17-23 Watt.

UK-type Power Adapter EU-type Power Adapter

USA/Taiwan-type Power Adapter AU/NZ-type Power Adapter
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1.3 LED Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and connectors

first.
1.3.1 For Vigor2760

Vigor2760
| |
| |
| |
| |
| |
|
| ]
LED Status Explanation
Blinking The router is powered on and running normally.
(ACT) Off The router is powered off.
On The DSL port is connected.
Blinking The router is read
DSL (Green) (Slowly) y:
Blinking The connection is trainin
(Quickly) g
On (Green) The port is connected.
Blinking The data is transmitting.
LAN1/2/3/4 (Green)
_ On A USB device is connected and active.
USB1/2
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Interface Description

PWR

Connector for a power adapter.

/0

Power switch.

Factory Reset

Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

VDSL/ADSL Connector for accessing the Internet.

USB (1-2) Connector for USB storage device (Pen Driver/Mobile HD) or printer or
3G backup.

LAN (1-4) Connectors for local network devices.
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1.3.2 For Vigor2760n

Vigor2760n
LED Status Explanation
Blinking The router is powered on and running normally.
(Activity) Off The router is powered off.
On (Green) The wireless access point is ready.
Blinking ; e P ;
(Wireless LAN | (Green) The data is transmitting via wireless connection.
On/Off/WPS) | Blinking Blinks with one second cycle for two minutes. The WPS
(Orange) function is active.
Off The wireless access point is turned off.
On The DSL port is connected.
Blinking The router is read
DSL (Green) (Slowly) 4
Blinking The router is trying to connect to Internet
(Quickly) ying '
. On The port is connected.
Blinking The data is transmitting
LAN1/2/3/4 (Green) :
_ On A USB device is connected and active.
USB1/2

7 Vigor2760 Series User's Guide



Interface Description

PWR

Connector for a power adapter.

/0

Power switch.

Factory Reset

Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you see
the ACT LED begins to blink rapidly than usual, release the button. Then
the router will restart with the factory default configuration.

WLAN WLAN WPS - Press this button for 2 seconds to wait for client device making

ON/OFF/WPS network connection through WPS. When the LED lights up, the WPS connection
will be on.
WLAN ON/OFF - Press the button once to enable (WLAN LED on) or disable
(WLAN LED off) wireless connection.

VDSL/ADSL Connector for accessing the Internet.

USB (1-2) Connector for USB storage device (Pen Driver/Mobile HD) or printer or
3G backup.

LAN (1-4) Connectors for local network devices.
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1.3.3 For Vigor2760Vn

ey lex
Vigor2760Vn
LED Status Explanation
Blinking The router is powered on and running normally.
Off The router is powered off.
(ACT)

On A PSTN phone call comes (in and out). However, when
the phone call is disconnected, the LED will be off for
awhile.

(LINE) Off There is no PSTN phone call.

On The phone connected to this port is off-hook.

Off The phone connected to this port is on-hook.
(Phonel/Phore2) | Bjinking A phone call comes.

On (Green) The wireless access point is ready.

Blinking The data is transmitting via wireless connection.
(Wireless LAN (G_ree_n) . . .
On/Off/WPS) Blinking Blinks with one second cycle for two minutes. The WPS

(Orange) function is active.

Off The wireless access point is turned off.

On The DSL port is connected.

Blinking The router is ready.

DSL (Green) (Slowly)

Blinking The router is trying to connect to Internet.

(Quickly)

On The port is connected.

Blinking The data is transmitting.

LAN1/2/3/4 (Green)
On A USB device is connected and active.
USB1/2
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PWR OHIOFFAMWPS VDSL/ADSL usa2 Gigal Ak 4

Interface Description

PWR

Connector for a power adapter.

/0

Power switch.

Factory Reset

Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

WLAN WLAN WPS - Press this button for 2 seconds to wait for client device making

ON/OFF/WPS network connection through WPS. When the LED lights up, the WPS
connection will be on.
WLAN ON/OFF - Press the button once to enable (WLAN LED on) or disable
(WLAN LED off) wireless connection.

VDSL/ADSL Connector for accessing the Internet.

USB (1-2) Connector for USB storage device (Pen Driver/Mobile HD) or printer or
3G backup.

LAN (1-4) Connectors for local network devices.

Phonesi Phone2

Interface Description

LINE Connector for PSTN life line.

Phonel/Phone?2 Connector of analog phone for VolIP communication.
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1.4 Hardware Installation

Before starting to configure the router, you have to connect your devices correctly.

1. Connect the xDSL interface to the external XDSL splitter with an XDSL line cable for
all models. For Vigor2760Vn, also connect Line interface to external XDSL splitter.

2. Connect one port of 4-port switch to your computer with a RJ-45 cable. This device

allows you to connect 4 PCs directly.

Connect Phone port to a conventional analog telephone (for V model only).

4.  Connect detachable antennas to the router for Vigor2760 series (for n model only).

Connect one end of the power cord to the power port of this device. Connect the other

end to the wall outlet of electricity.

6. Power on the router.

7. Check the ACT and DSL, LAN LEDs to assure network connection.

(For the hardware connection, we take “n”” model as an example.)

Internet

n Land line jack (POTS)

ADSL Splitter or
{Microfilter)

Analog Phone

Analog Phone
Power Adapter

TR
Pl |77

Power Switch

11
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1.5 Printer Installation

You can install a printer onto the router for sharing printing. All the PCs connected this router
can print documents via the router. The example provided here is made based on Windows 7.
For installation on other Windows systems, please visit www.DrayTek.com.

\ .
Printer Name:192.168.1.1 \
Port Name: IP_192.168.1.1 *“

Router
(192.168.1.1)

Uy Uy Ty

Before using it, please follow the steps below to configure settings for connected computers
(or wireless clients).
1. Connect the printer with the router through USB/parallel port.

2. Open All Programs>>Getting Started>>Devices and Printers.

Internet

Printer

- ] .
— = Smart WPM Client
W Cormputer

_ir Getting Started
= Contral Panel

% Privatefirewall 7.0
Z and Printers

! Connectto a Projector
] ! Default Pragrams
)

T Calculator Help and Suppaort

Wind ouws Security

Log off |k

L &ll Prograrms
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3. Click Add a printer.

=5 Devices and Printers

e

(\ yL ;‘I r'ﬁ'& * Control Parnel = Hardware and Sound = Devices and Printe

Sdd a device | Add a printer

a Devices (D

4.  Adialog will appear. Click Add a local printer and click Next.

- Add Printer x|
() & Add Printer

What type of printer do you want to install?

=» Add a local printer

Use this option only if wou don't have a USBE printer, (dindows automatically installs USE printers
wehen you plug them ing

«» Add a network, wireless or Bluetooth printer

dake sure thatwour computer is connected to the network, or that your Bluetooth or wireless
prirter is turned an,

| Cancel |

5. Inthis dialog, choose Create a new port. In the field of Type of port, use the drop
down list to select Standard TCP/IP Port. Then, click Next.

- Add Printer x|

@ = Add Printer

Choose a printer port

& printer port is 3 type of connection that allows your computer to exchange information with a printer,

" Use an existing port: |LPT1: (Printer Port) J

iy

=

Type of port:

INext Cancel
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6. Inthe following dialog, type 192.168.1.1 (router’s LAN IP) in the field of Hostname or
IP Address and type 192.168.1.1 as the Port name. Then, click Next.

- Add Printer x|

@ = Add Printer

Type a printer hostname or IP address

Device type: ]TCP;’IP Dewvice ._]
Haosthame or IP address: |192.168.1.1
Port name: |192.168.1.1

[~ Querythe printer and autaomatically selectthe driver to use

Mext Cancel

7. Click Standard and choose Generic Network Card.

= Add Printer x|

@ i Add Printer

Additional port information required

The dewice is not found on the netwark, Be sure that:

. The device is turned on,

. The netwark is connected,

. The device is properly configured,

. The address on the prewvious page is correct,

R

If you think the address is not correct, click Back to return to the previous page, Then correct the
address and perform another search on the network, If you are sure the address is correct, select the
device type belows

Device Type -

(¢ Standard

i Custorm Hi

Mext Cancel
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8.

Now, your system will ask you to choose right name of the printer that you installed onto
the router. Such step can make correct driver loaded onto your PC. When you finish the

selection, click Next.

-+ Add Printer

6 o Add Printer

Install the printer driver

i

Choose your printer frorn the list. Click Windows Update to see more models,

x|

-
To install the driver from an installation CD, click Hawve Disk,
= E‘ [ El
| I
I Brother | ||:_'._;,Jamther DCP-116C
Canon gl Brother DCP-TIVC
DrayTek 5l Brother DCP-128C
Epson ol Brother DCP-129C
Fuii ¥erox > | ] Brother DCP-130C j

[5] This driver is digitally signed.

Tell rne why driver signing is important

Type a name for the chosen printer. Click Next.

= Add Printer

—
0 g Add Printer

Type a printer name

Windows Update |

Hawe Disk.., |

Mext

Cancel

Printer narme:

This printerwill be installed with the Brother DCP-116C driver,

15

Mext

Cancel

Vigor2760 Series User's Guide



10. Choose Do not share this printer and click Next.

i Add Printer x|
() & Add Printer
Printer Shating

If ywou weant to share this printer, you must provide a share name, You can use the suggested narme or
fype a new one, The share narme will be visible to other network users,

@+ Do not share this printer

" Share this printer so that others on your netwark can find and use it

Cancel

11. Then, in the following dialog, click Finish.

i Add Printer x|
() & Add Printer

You've successfully added Brother DCP-116C

I Setas the default printer

To check if wour printer is warking properly, or to see troubleshooting information for the printer, print a
testpage.

Print a test page

| Cancel

Vigor2760 Series User's Guide 16



12.

The new printer has been added and displayed under Printers and Faxes. Click the new
printer icon and click Printer server properties.

OO % * Control Panel = Hardware and Sound » Devices and Printer:

-

Add adevice  Add aprinter  See what's printin

Remove device

Print server properties |
ies for this print|

« Devices (3)

Gener\‘c’ ﬁ;n-PnP

[senver. |

Whweare Wirtual WM TP RO-SWR
Monitor disk SCSI Disk
Device
4 Printers and Faxes ()
s he
:‘.% f-
6F_Printer Adrn_Printer Microsoft XPS Brother

Document Writer DCP-116C

13. Edit the property of the new printer you have added by clicking Configure Port.

CEF Properties Remove device

¥

MM TP RO-5WR

Forms ~ Ports |Drivers| Securit_l,ll Advanced

Ports on this server

Part Description Printer Ij
Ts002 Inactive TS Part

=i TS001 Inactive TS Part
TP ThinPrint Print Port fo..
172.16.2.2... Standard TCP/IP Port af
LPR_local... Standard TCP/IP Port Adrm_Printer

:I LOE locs Stapdoed TCDAD Do GE Deinter
Standard TCP/IP Port Brother DCP-1160C
FsHor Local Fort ricrosort AP Document Witer -
Add Port.., Delete Port

Configure Port... | ]

Cancel

o]

Apply

17 Vigor2760 Series User’'s Guide



14. Select "LPR" on Protocol, type pl (humber 1) as Queue Name. Then click OK. Next
please refer to the red rectangle for choosing the correct protocol and LPR name.

WEF PrOperties MEMDWE HEWICE

| = Print Server Properties ﬂ

Forms Ports | Dirivvers | Security | Advanced |

Configure Standard TCP/IP Port Manitor ﬁ

Part Settings |

Port Name: |mz¢a&11

_ Printer Mame ar [P Address: |192.168.1.1

Protocol

" Rauw * LPR

Y Rawy Settings

|9100

LPR Settings
i Queue Marne: |p1|

[ LPR Byte Counting Enabled

[~ SMMP Status Enabled

|puh|ic

|1

ak | Cancel |

The printer can be used for printing now. Most of the printers with different manufacturers are
compatible with vigor router.
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Note 1: Some printers with the fax/scanning or other additional functions are not supported.
If you do not know whether your printer is supported or not, please visit www.draytek.com
to find out the printer list. Open Support >FAQ/Application Notes; find out the link of
USB>>Printer Server and click it.

Mylr’jgm- | Register | E-newsletier | DrayTek HQ | IMedia Center | |
DrayTek

SRR [US————
FAQ / Application You are here: Home » Supports » FAQ/ Application Notes » Printer Server
[=

usB

Printer Server

341G Internet
Connection

Then, click the What types of printers are compatible with Vigor router? link.

FAQ / Application You are here: Home » Supports » FAQ/ Application Notes » Printer Server

EI
Latest FAQ/Application
Basic Printer Server
Firmware Upgrade
What types of printers are compatible with Vigar router? 2012101412
WAN yp pi P el
IPv6 How do | configure LPR printing on Windows7? 2012/08/20
Tz Rly How do | configure LPR printing on My Windows Vista ? 2009/01/20
Dual VAN

Note 2: Vigor router supports printing request from computers via LAN ports but not WAN
port.
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1.6 Accessing Web Page

1. Make sure your PC connects to the router correctly.

You may either simply set up your computer to get IP dynamically from the router or set
up the IP address of the computer to be the same subnet as the default IP address of
Vigor router 192.168.1.1. For the detailed information, please refer to the later section -
Trouble Shooting of the guide.

2. Open aweb browser on your PC and type http://192.168.1.1. The following window
will be open to ask for username and password.

DrayTek

Username |admin |

Vig Or2760 Series

Password  seses |

Login

Copyright & 2013 DrayTek Corp. &ll Rights
Feserved.

3. Please type “admin/admin” as the Username/Password and click Login.

Notice: If you fail to access to the web configuration, please go to “Trouble
Shooting” for detecting and solving your problem.
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4.

5.

DrayTek

Dashboard
Online Status

Fireveall

Objects Setting

CSM

Bandwidth Management
Applications

VPN and Remote ACCEss
Certificate Management

Wireless LAN

USE Application
Systemn Maintenance
Disgnostics

Product Registration

Now, the Main Screen will appear.

: Va'gor2760 Series

Dashboard

System Informal
Model Name

AEMWE>

Vigor2760n

Router Hame
Firmware Version [ 3.7.8.1

DSL Version

P Address

ADSL f PPPoA

Disconnected

Address
00-S0-7F-EC-8B-F9

Current Time 2015 Mar 24 Tug 7:43:45
Build Date Time | Mar 22 2015 04:17:56

o 2 o

LAaN MAC Address| 00-S0-7F-EC-8BF8

Time
00:00:00

Ethemet / DHCP
Client

10.28.60.21

00-50-7F-EC-8B-FA

2:04:03

USB f -

Disconnected

00-50-7F-EC-8B-FB

00:00:00

&1l Rights Reserved,

Intérface

Adimin mode DSL Connected : Down Stream : 0Kbps [ Up Stream : Okbps
Status: Setlings Saved WAN |Connected :1, OWAN1 @WAN2 O WANI
L3 LAN Connacted : JLANL  pLANZ  JLAN3  LANS e

Note: The home page will be different slightly in accordance with the type of the
router you have.

The web page can be logged out according to the chosen condition. The default setting is
Auto Logout, which means the web configuration system will logout after 5 minutes
without any operation. Change the setting for your necessity.

1.7 Changing Password

Please change the password for the original security of the router.

1.

Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password.

Please type “admin/admin” as Username/Password for accessing into the web user
interface with admin mode.

Go to System Maintenance page and choose Administrator Password.
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Systemn Maintenance >> Administrator Password Setup

Administrator Password
Old Passward |

Mew Password | | (Max, 23 characters allowed)
Confirm Password | | {Max, 23 characters allowed)
Note:FPassword can contain only a-z A-Z20-9, ;"< >*+=4 | 2@ # ™ 1()

4.  Enter the login password (the default is “admin”) on the field of Old Password. Type
New Password and Confirm Password. Then click OK to continue.

Note: The maximum length of the password you can set is 23 characters.

5. Now, the password has been changed. Next time, use the new password to access the
Web user interface for this router.

DrayTek

Username admin |

Vi gor27 60 Series

Password  seses |

Login

Copyright & 2013 DrayTek Corp. &ll Rights
Reserved,

Note: Even the password is changed, the Username for logging onto the web user
interface is still “admin”.

1.8 Introducing Dashboard

Dashboard shows the connection status including System Information, IPv4 Internet Access,
IPv6 Internet Access, Interface (physical connection), Security and Quick Access.

Click Dashboard from the main menu on the left side of the main page.

Auto Logout

Dashboard

wizaras
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A web page with default selections will be displayed on the screen. Refer to the following

figure:
Dashboard 2
Sy T wic
ipune B F HOV e
& o< 7 ST e 2 L & @V W 6
Model Name Vigor2760vn System Up Time | 1:3:22
Current Time 2000 Jan 1 Sat 1:3:20

Build Date/Time | Mar 31 2014 10:02:56

3.7.8.1 (M3
LAN MAC Address] 00-10-A4-88-15-00

05-04-04-04-00-01

Firmware Version
DSL Version

IPv4 Internet Access

Line / Mode IP Address MAC Address Up Time
| WAN1 [ADSL /PPPOA Disconnected 00-10-AA-B8-15-01 00:00:00
| WAN2 [Ethemet /— Disconnected 00-10-AA-88-15-02 00:00:00
| wWAN3 [USE /- Disconnected 00-10-44-88-15-03 00:00:00
IPvE Internet Access

Mode Addiess Scope Up Thne
_LAN  [RADVD / DHCPv6 | FEBO::21D:AAFF:FEBS: 1500/64 | Link | ]

DSL Connected : Down Stream : OKbps / Up Stream : OKbps
WAN |[Connected :0, WWAN1 JWAN2 LWAN3
1LAN Connected :0, JLAN1 @ULAN2  JLAN3  JLANS 2

1.8.1 Virtual Panel

On the top of the Dashboard, a virtual panel (simulating the physical panel of the router)
displays the physical interface connection. It will be refreshed every five seconds.

o T I
Vigor®z Fa&EOn

(=m] o Ghn Gn

- &2 =2 ®

The LED lights or blinks according to the physical connection on the router. For detailed
information about the LED display, refer to 1.2 LED Indicators and Connectors.

1.8.2 Name with a Link

A name with a link (e.g., Router Name, Current Time, WAN1 and etc.) below means you can
click it to open the configuration page for modification.

# | [ #]

= Wigor2760n Asystem Un Time _L117:48:57
| Eo14)an 21 Tue 3:50:10
rware YVersion | 3.7.8.1 Build Date,/Time [Dec 31 2013 15:53:08
D5L Varsion Lan MAC Address | 00-10-A4-£9-5E-58
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1.8.3 Quick Access for Common Used Menu

All the menu items can be accessed and arranged orderly on the left side of the main page for
your request. However, some important and common used menu items which can be
accessed in a quick way just for convenience.

Look at the right side of the Dashboard. You will find a group of common used functions
grouped under Quick Access.

System Status

[ynamic DNS
TR-069

IM/P2P Block
Schedule

SysLog / Mail Alert
RADIUS

Firewall Ohject Setting
Data Flow Monitor

The function links of System Status, Dynamic DDNS, TR-069, IM/P2P Block, Schedule,
Syslog/Mail Alert, RADIUS, Firewall Object Setting and Data Flow Monitor are displayed
here. Move your mouse cursor on any one of the links and click on it. The corresponding
setting page will be open immediately.

In addition, quick access for VPN security settings such as Remote Dial-in User and LAN to
LAN are located on the bottom of this page. Scroll down the page to find them and use them if
required.

D5L Connected | Down Stream @ Okbps f Up Stream : Okbps
AN Connected 1, WANLT  @WANZ A3
AN Connected : 0, LAM1 LAk 2 A3 PLANS
1 PLAN | Connected 0
Connected @ 0, USE 1
LSk 0 JUSE 2
1WPH Connected @ 0 Remote Dial-inUser [ LANto LAN

Note that there is a plus ( H ) icon located on the left side of VPN/LAN/WLAN. Click it to
review the VPN/LAN/WLAN connection(s) used presently.

VPN Connected : 1 Remote Dial-in User / LAHN to LAN
Current Page: 1 Page MNo.
Name [/ User Type | Security Host IP Up Time
V2920 IPsec/3DES 172.16.2.145 0:0:20

User Mode is OFF now.

Host connected physically to the router via LAN port(s) will be displayed with green circles in
the field of Connected.

All of the hosts (including wireless clients) displayed with Host ID, IP Address and MAC
address indicates that the traffic would be transmitted through LAN port(s) and then the WAN
port. The purpose is to perform the traffic monitor of the host(s).

Vigor2760 Series User's Guide 24



1.8.4 GUI Map

All the functions the router supports are listed with table clearly in this page. Users can click
the function link to access into the setting page of the function for detailed configuration.
Click the icon on the top of the main screen to display all the functions.

GLI Map
Dashboard VPN and Remote Access
Wizards Remaote Access Caontrol
Quick Start Wizard FPP General Setup
Service Activation Wizard IPsec General Setup
WP Client YWizard IPzec Peer Identity
WP Server VWizard Remaote Dial-in User
Wireless Wizard LARM to LAM
WolP Wizard Connection Managerment
Online Status Certificate Management
Physical Connection Local Cetificate
Wirtual WA Trusted CA Cedificate
WAN Certificate Backup
General Setup Wireless LAN
Internet Access General Setup
Multi- e Security
LAN Access Control
General Setup WEE
Static Route WDES
WLAN Advanced Setting
Bind IF to WAC Wi Configuration
LAM Port Mirror AF Discovery
Web Portal Setup Station List
NAT USB Application
Fort Rediraction USB General Settings
DMZ Haost USB User Management
Open Ports File Explorer
Address Mapping USH Device Status
Fort Triggeting Modem Support List
Firewall System Maintenance
General Setup Systermn Status
Filter Setup TR-0F9
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1.8.5 Web Console

= HE S

It is not necessary to use the telnet command via DOS prompt. The changes made by using
web console have the same effects as modified through web user interface. The
functions/settings modified under Web Console also can be reviewed on the web user
interface.

Click the Web Console icon on the top of the main screen to open the following screen.

or 172.16.3.143:2760/oc/iconsole_him - GHTE

[ 172.16.3.143: 27680/ oc/console him Q +
Type 7 for comnand help

=

= 2

%3 Valid commands are:

adsl bpa cSm ddns dos exit
internet ip ipa ipt log mngt
msubnet obhject port portmaptime prn qos

quit show SEV switch sys testmail
f= upnp ush wighrg vlan wvpn

WA wptl wol appgos nand

o |
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1.8.6 Config Backup

= BB

Config Backup

There is one way to store current used settings quickly by clicking the Config Backup icon. It
allows you to backup current settings as a file. Such configuration file can be restored by using
System Maintenance>>Configuration Backup.

Simply click the icon on the top of the main screen and a pop up dialog will appear.

Wou have chosen to open;

V2760_20140402.cfg

which iz efg File (3.8 KB)
from: httpe172.16 3.1 332860

What showld Firefox do with this file?

O Gpnvt

()i Bawve File

OK | | Concel

Click Save to store the setting.
1.8.7 Logout

= wWE o

Click this icon to exit the web user interface.
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1.9 Online Status

onnection
N

1.9.1 Physical Connection

Such page displays the physical connection status such as LAN connection status, WAN
connection status, ADSL information, and so on.

Physical Connection for IPv4 Protocol

Online Status
Physical Connection System Uptime: 4days 23:49:27
1P IPvi
L AN Status Primary DNS: 10.39.0.1 Secondary DNS: 5.58.4.4
IP Address TX Packets RX Packets
192,168.1.1 623074 Se053
WAN 1 Status
Enable Line MHame Mode Up Time
Mo ADSL --- oo0:0o0:00
P GWIP TX Packets  TX Rate{Bps) RX Packets RX Rate{Bps)
- - ] ] 0 ]
WAN 2 Status =2 Release
Enable Line Name Maoidle Up Time
fes Ethernet DHCP Client 118:46:03
P GWIP TX Packets TX Rate(Bps) RX Packets RX Rate{Bps)
10,390,132 10,2901 44744 FE64 25837 520
WAN 3 Status
Enable Line MHame Mode Up Time Signal
es JSE - 0o:00:00 -
P GWIP TX Packets TX Rate(Bps) RX Packets RX Rate{Bps)
- - ] ] 0 ]
ADSL Information [ ADSL Firmnw are Yersion: )
ATM Statistics TX Cells RX Cells TXCRC errs RX CRC errs
0 u} u} 0
ADSL Status  Mode State Up Speed Down Speed SNR Margin Loop Att.
] ] ] ]
Note: If the firmware which supports Vectoring has been installed to your Vigor router,
you will see a short message of “with Vectoring support” near to VDLS2 Information.
Such feature is available for VDSL2 only.
WAN 3 Status
Enable Line Name Mode Up Time Signal
Yas USBE v 00:00: 00 )
IP GW IP TX Packets  TX Rate(Bps) RX Packets RX Rate(Bps)
=5 o= 0 0 0 0
VDSL2 Information {¥DSL2 Firmware Yersion: 05-06-06-02-00-07 | with Yectoring support ) |
Profile State UP Speed Down Speed SNR Upstream SNR Downstream
304 SHOWTIME 93998 (Khps) 101058 (Kbps) 6 (0.1dB) 19 (0.1d8)
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Physical Connection for IPv6 Protocol

Online Status

Physical Connection
IPv4

System Uptime: ddays 23:51:32

LAN Status
IP Address

1702 200

FE20:: 210 AAFFFEADSESE,/G4 (Link)
TX Packets RX Packets

TX Bytes RX Bytes
134202 45922

WAN IPvG Status

P

Enable Mode
Mo Offline

Up Time

Gateway IP

Detailed explanation (for IPv4) is shown below:

Item Description

LAN Status Primary DNS-Displays the primary DNS server address
for WAN interface.
Secondary DNS -Displays the secondary DNS server
address for WAN interface.
IP Address-Displays the IP address of the LAN interface.
TX Packets-Displays the total transmitted packets at the
LAN interface.
RX Packets-Displays the total received packets at the LAN
interface.

WAN1/WAN2/WAN3 Enable — Yes in red means such interface is available but

Status not enabled. Yes in green means such interface is enabled.

Line — Displays the physical connection (VDSL, ADSL,
Ethernet, or USB) of this interface.

Name — Display the name of the router.

Mode - Displays the type of WAN connection (e.g.,
PPPOE).

Up Time - Displays the total uptime of the interface.
IP - Displays the IP address of the WAN interface.
GW IP - Displays the IP address of the default gateway.

TX Packets - Displays the total transmitted packets at the
WAN interface.

TX Rate - Displays the speed of transmitted octets at the
WAN interface.

RX Packets - Displays the total number of received packets
at the WAN interface.

RX Rate - Displays the speed of received octets at the
WAN interface.
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Detailed explanation (for IPv6) is shown below:

Item Description
LAN Status IP Address- Displays the IPv6 address of the LAN
interface..

TX Packets-Displays the total transmitted packets at the
LAN interface.

RX Packets-Displays the total received packets at the LAN
interface.

TX Bytes - Displays the speed of transmitted octets at the
LAN interface.

RX Bytes - Displays the speed of received octets at the
LAN interface.

WAN IPv6 Status Enable — No in red means such interface is available but
not enabled. Yes in green means such interface is enabled.
No in red means such interface is not available.

Mode - Displays the type of WAN connection (e.g., TSPC).
Up Time - Displays the total uptime of the interface.
IP - Displays the IP address of the WAN interface.

Gateway IP - Displays the IP address of the default
gateway.

Note: The words in green mean that the WAN connection of that interface is ready for
accessing Internet; the words in red mean that the WAN connection of that interface is not
ready for accessing Internet.

1.9.2 Virtual WAN
Such page displays the virtual WAN connection information.
Virtual WAN are used by TR-069 management, VoIP service and so on.

The field of Application will list the purpose of such WAN connection.

Online Status
Yirtual YWWAN System Uptime: Oday 2:10:2
WAN 4 Status
Enable Line Hame Mode Up Time Application
Mo Ethernet{Wan2] -— 00:00:a0 Management
IP GW IP T¥ Packets  TX Rate{Bps) RX Packets RX Rate(Bps)
- - ] ] ] ]
WWAN 5 Status
Enahle Line Hame Mode Up Time Application
Mo Ethermet{WWakz2) -— oo0:oo0:a0 Management
P GWIP TX Packets TX Rate{Bps) RX Packets RX Rate(Bps)
- - ] ] ] ]
WAN 6 Status
Enable Line Hame Mode Up Time Application
Mo Ethernet('\WANZ) -—- o0:a0:00 Managerent
P GYWY IP TH Packets  TH Rate(Bps) FX Packets  RX Rate(Bps)
- - ] ] ] ]
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1.10 Saving Configuration

Each time you click OK on the web page for saving the configuration, you can find messages
showing the system interaction with you.

ﬁ

Ready indicates the system is ready for you to input settings.

Settings Saved means your settings are saved once you click Finish or OK button.
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This page is left blank.
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i Quick Setup

There are several setup wizards offered for you to configure the router simply and quickly.

Whzards

Quick Start Wizard — used for building network connection, Internet access.
Service Activation Wizard — used for activating the web content filter service.

VPN Client Wizard — used for establishing VPN tunnel; the router is treated as a VPN
client.

® VPN Server Wizard — used for establishing VPN tunnel; the router is treated as a VPN
server.

Wireless Wizard — used for building wireless LAN connection.
VolP Wizard — used for establishing VolP profile.

2.1 Quick Start Wizard

Quick Start Wizard can help you to deploy and use the router easily and quickly. The first
screen of Quick Start Wizard is entering login password. After typing the password, please
click Next.

Quick Start Wizard

Enter login password

Please enter an alpha-numeric string as your Password (Max 23 characters).

Old Password |u.u |
New Password |nn. |
Confirm Password |nn. |
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On the next page as shown below, please select the WAN interface that you use. If DSL
interface is used, please choose WANL1; if Ethernet interface is used, please choose WANZ2; if
3G USB modem is used, please choose WAN3. Then click Next for next step.

Quick Start Wizard

WAN Interface

WanN Interface: WYANT v
Display Mame:
Physical Mode: aDsSL / ¥DSL2
Physzical Type:
YWLAMN Tag insertion Enable

Tag value 0 {0~4095)

Pricrity 0 {0~7)

[ < Back ] [ Mext = ]

WAN1, WAN2, and WAN3 will bring up different configuration page. Refer to the following
sections for detailed information.
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2.1.1 For WAN1 (ADSL/VDSL?2)
WANL is specified for ADSL or VDSL2 connection.

Quick Start Wizard

WAN Interface

WaM Interface: WWANT (v
Display Mame:
Physical Mode: aDsSL / ¥DSL2
Physzical Type:
YWLAMN Tag insertion Enable
Tag value 0 {0~4095)
Pricrity 0 {0~7)
[<Back ] [[Mext> ]
Available settings are explained as follows:
Item Description
Display Name Type a name to identify such WAN.
VLAN Tag insertion The settings configured in this field are available for WAN1
and WAN2.

Enable — Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WANL1.

Disable — Disable the function of VLAN with tag.

Tag value — Type the value as the VLAN ID number. The
range is form O to 4095.

Priority — Type the packet priority number for such VLAN.
The range is from 0 to 7.

You have to select the appropriate Internet access type according to the information from
your ISP. For example, you should select PPPoE mode if the ISP provides you PPPoE
interface. In addition, the field of For ADSL Only will be available only when ADSL is
detected. Then click Next for next step.
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PPPOE/PPPOA

1. Choose WAN1 as WAN Interface and click the Next button; you will get the following
page.

Quick Start Wizard

Connect to Internet

WAN 1
Protacal FPFoE/PFPPoA bt
For ADSL Only:
Encapsulation PPPOE LLCISMAP +
WPI 0
I 33
Fized IP Oves @ MolDynamic IP)
IP Address
Subnet Mask
Default Gateway
Primary DMS 3.8.8.8
Second DNS 5.8.4.4
((=Back | [ Med= |
Available settings are explained as follows:
Item Description
Protocol There are two modes offered for you to choose for WAN1
interface.
PPFPoE / PPPoA v
EEET Ui am—

MPoA [ Static ar Dynamic IP

Choose PPPoE/PPPoA as the protocol.

For ADSL Only Such field is provided for ADSL only. You have to choose
encapsulation and type the values for VPI and VCI. Or, click
Auto detect to find out the best values.

FPFaE LLC/SNARP

PPPoE LLC/SHA,
FFFoE %C WLEK
FFPoA LLC/SMNAP
FFPFPoA T WL

Fixed IP Click Yes to enable Fixed IP feature.

IP Address Type the IP address if Fixed IP is enabled.

Primary DNS Type in the primary IP address for the router.
Secondary DNS Type in secondary IP address for necessity in the future.
Back Click it to return to previous setting page.
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Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.

After finished the above settings, simply click Next. Manually enter the
Username/Password provided by your ISP

Quick Start Wizard

Set PPPoE / PPPoA

WAN 1

Service Mame (Optional) 2760

Username 340057 54i@hinetnet
Password e

Confirm Password e

[(=Back | [ nMed= |
Available settings are explained as follows:
Item Description
Service Name Enter the description of the specific network service.
(Optional)
User Name Assign a specific valid user name provided by the ISP.

Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.

Note: The maximum length of the password you can set is 62
characters.

Confirm Password | Retype the password.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.
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3. After finished the above settings, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WA Interface: WIAR 1
Physical Mode: ADSL fwDSL2
WP a

WiCT 25

Protocal f Encapsulation: PPPOE fLLC
Fized IP: Mo

Primary DMNS: 3.2.8.8
Secondary DNS: 2.8.4.4

[_Finish | [ Cancel |

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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MPoA / Static or Dynamic IP
1. Choose WAN1 as WAN Interface and click the Next button; you will get the following
page.

Quick Start Wizard

Connect to Internet

WAN 1

Protocol IMFoA / Static or Dynamic IP %
For ADSL Only:

Encapsulation 1483 Bridged IP LLC hd
WCI 88

Fixed IP ®ves O MNo(Dynamic IP)

IP Address

Subnet Mask

Default Gateway

Primary DNS
Second DNS
(B ] [(Tee>
Available settings are explained as follows:
Item Description
Protocol There are two modes offered for you to choose for WAN1
interface.

MPoA S Static or Dynamic [P+

\PPPoE / PPPoA
WP oA F Static

Choose MPoA / Static or Dynamic IP as the protocol.

For ADSL Only Such field is provided for ADSL only. You have to choose
encapsulation and type the values for VPI and VCI. Or, click
Auto detect to find out the best values.

1483 Bridged [P LLC n

1483 Bridoed [P LLC

1483 Routed IP LLC

1483 Bridged IP % C-Mux

1483 Houted [P %C-Mux (IFPoA)
1483 Bridgad IP (IPoE)

T 7%es O RofDywhamic TP

Fixed IP Click Yes to enable Fixed IP feature.
IP Address Type the IP address if Fixed IP is enabled.
Subnet Mask Type the subnet mask.
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Primary DNS Type in the primary IP address for the router.
Secondary DNS Type in secondary IP address for necessity in the future.
Back Click it to return to previous setting page.

Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.

2.  Please type in the IP address/mask/gateway information originally provided by your ISP.
Then click Next for viewing summary of such connection.

Cuick Start Wizard

Please confirm your settings:

WAk Interface: WANL

Physical Mode: A0SL fwDsL2
WP a

WCT 35

Protocol f Encapsulation: 1483 Bridge LLC
Fixed IF: Mo

Prirary DMNS: £.8.8.8
Secondary DMNS: 8.8.4.4

[_Finish ] [ Cancel |

3. Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

4. Now, you can enjoy surfing on the Internet.
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2.1.2 For WAN2 (Ethernet)

WANS2 is dedicated to physical mode in Ethernet. If you choose WAN2, please specify
physical type. Then, click Next.

Quick Start Wizard

WAN Interface

WAN Interface: WANZ v
Display Mame:
Physical Mode: Ethernet
Physical Type: Auto negotiation v
YLAN Tag insertion Digable +
(<Baok ) (x>
Available settings are explained as follows:
Item Description
Display Name Type a name for the router.
VLAN Tag insertion The settings configured in this field are available for WAN1
and WAN2.

Enable — Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WAN?2.

Disable — Disable the function of VLAN with tag.

Tag value — Type the value as the VLAN ID number. The
range is form O to 4095.

Priority — Type the packet priority number for such VLAN.
The range is from 0 to 7.

On the next page as shown below, please select the appropriate Internet access type according
to the information from your ISP. For example, you should select PPPoE mode if the ISP
provides you PPPoE interface. Then click Next for next step.
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PPPoE

1. Choose WANZ2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Cuick Start Wizard

Connect to Internet

WWAN 2
Select one of the following Internet Access types provided by your ISP,
& PPPOE
O ppTPR
() Static IP
) DHCP

[ =Back | [ Mext- |

2.  Click PPPoE as the Internet Access Type. Then click Next to continue.

Quick Start Wizard

PPPoE Client Mode

WAN 2

Enter the user name and password provided by your ISP,
Service Mame (Optional) 2760
Username 4005657 @hinet.net
Password  fesesesss
Confirm Password

[ =pack | [ Met- |
Available settings are explained as follows:
Item Description
Service Name Enter the description of the specific network service.
(Optional)
User Name Assign a specific valid user name provided by the ISP.

Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.

Note: The maximum length of the password you can set is 62
characters.
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Confirm Password | Retype the password.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. Please manually enter the Username/Password provided by your ISP. Click Next for
viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: PPPoE

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

[ Finish ] [ Cancel l

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OR!

5. Now, you can enjoy surfing on the Internet.
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PPTP

1. Choose WANZ2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Cuick Start Wizard

Connect to Internet

WAN 2
Select one of the following Internet Access types provided by your ISP,
O PPPOE
® PPTR
O static 1P
O DHCP

(=Back ] [ Net> ]

2. Click PPTP as the Internet Access Type. Then click Next to continue.

Cuick Start Wizard

PPTP Client Mode

WAN 2

Enter the username, password, WakN IP configuration and PPTP server IP provided
by your ISP,

Jsername 5477aec

Password 0000 seessssss

Confirm Passwaord 0 e
WAl IP Configuration
() Obtain an IP address autornatically
) Specify an IP address

IP Address 10.39.0.13
Subnet Mask 25525525450
Gatew ay 10.39.01
Prirmary DMS 5.8.8.8
Second DNS 5.8.4.4

PRTP Server

[(=Back ] [ Med= ]
Available settings are explained as follows:
Item Description
User Name Assign a specific valid user name provided by the ISP.

Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.

Note: The maximum length of the password you can set is 62
characters.
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Confirm Password

Retype the password.

WAN IP
Configuration

Obtain an IP address automatically — the router will get an
IP address automatically from DHCP server.

Specify an IP address — you have to type relational settings
manually.

IP Address - Type the IP address.

Subnet Mask —Type the subnet mask.

Gateway — Type the IP address of the gateway.

Primary DNS —Type in the primary IP address for the router.

Second DNS -Type in secondary IP address for necessity in
the future.

PPTP Server Type the IP address of the server.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. Please type in the IP address/mask/gateway information originally provided by your ISP.
Then click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface:
Physical Mode:
Physical Type:
Internet Access:

WANZ

Ethernet

Auto negotiation
PPTP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

[ Finish ] [ Cancel ]

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OR!

5. Now, you can enjoy surfing on the Internet.
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Static IP

1. Choose WANZ2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 2
Select one of the following Internet Access types provided by your ISP,
O PPPoE
O pPTR
® Static IP
O DHCP

(=Back ] [ next= ]

2. Click Static IP as the Internet Access type. Simply click Next to continue.

Quick Start Wizard

Static IP Client Mode

WWAN 2

Enter the Static IP configuration provided by your ISP,

Wan IP 10.39.0.13

Subnet Mask 28525524550

Gateway 10.35.0.1

Prirary DMNS 2888

Secondary DNS 0844 (optional)

(=Back | [(Net= |

Available settings are explained as follows:

Item Description

WAN IP Type the IP address.

Subnet Mask Type the subnet mask.

Gateway Type the IP address of gateway.

Primary DNS Type in the primary IP address for the router.

Secondary DNS Type in secondary IP address for necessity in the future.

Back Click it to return to previous setting page.
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Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.

3. Please type in the IP address information originally provided by your ISP. Then click
Next for next step.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: Static IP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.,

[ Finish ] [ Cancel ]

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OHK!

5. Now, you can enjoy surfing on the Internet.
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DHCP
1. Choose WANZ2 as WAN Interface and click the Next button. The following page will be
open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 2
Select one of the following Internet Access types provided by your ISP,
) PPPOE
O PPTP
) Static IP
@& DHCP

[(=Pack ] [ Nex= |

Click DHCP as the Internet Access type. Simply click Next to continue.
Quick Start Wizard

2.

DHCP Client Mode

VWAN 2
If your ISP requires you to enter a specific host name or specific MAC address, please
enter it in.

Host Mame (optional)

MAC 00

10| -[aa] (a8 | BT | -[6A |ioptionan)

<Back | [ Mext>
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Available settings are explained as follows:

Item Description

Host Name Type the name of the host.

Note: The maximum length of the host name you can set is
39 characters.

MAC Some Cable service providers specify a specific MAC
address for access authentication. In such cases you need to
enter the MAC address.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. After finished the settings above, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: DHCP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

[ Finish ] [ Cancel ]

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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2.1.3 For WANS3 (USB)

WANS is dedicated to physical mode in USB. If WAN3 is selected, it is not necessary for you
to type any information for such connection.

1. Choose WAN3 as WAN Interface.

Quick Start Wizard

WAN Interface
WaMN Interface: WIANS
Display Mame:
Physical Mode: USE

(<Back ] [ Nex=- ]

2. Then, click Next for getting the following page.

Cuick Start Wizard

Connect to Internet

WAN 3
Internet Access 334G USE ModemiPFP mode) |+

35145 USE Modem(PPF mode)
3G/4G USB Modem(PPP mode) 4G USHE Moderm(DHCP mode)
SIM PIM code
Modem Initial String ATEFEOVIHTEDZECTS0=0

(Default ATRFEOVIX 120228C150=0)
APM Mame

(C<Back ] ((Next> ]

Available settings are explained as follows:

Item Description

Internet Access Choose one of the selections as the protocol of accessing the
internet.

3G/AG USB Modem SIM Pin code —Type PIN code of the SIM card that will be

(PPP mode) used to access Internet. The maximum length of the pin code
you can set is 15 characters.
Modem Initial String — Such value is used to initialize USB
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modem. Please use the default value. If you have any
question, please contact to your ISP. The maximum length of
the string you can set is 47 characters.

APN Name — APN means Access Point Name which is
provided and required by some ISPs. Type the name and

click Apply.
4G USB Modem SIM Pin code —Type PIN code of the SIM card that will be
(DHCP mode) used to access Internet.

Network Mode - Force Vigor router to connect Internet with
the mode specified here. If you choose 4G/3G/2G as network
mode, the router will choose a suitable one according to the
actual wireless signal automatically.

APN Name — APN means Access Point Name which is
provided and required by some ISPs.

Then, click Next for viewing summary of such connection.
Quick Start Wizard

Please confirm your settings:

WAk [nterface: WAND
Physical Mode: Lse
Internet Access: DHCP

Click Back to modify changes if necessary, Otherwise, click Finish to save the current
settings and restart the Vigor router,

[_Finish | [_cancel |

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.
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2.2 Service Activation Wizard

Service Activation Wizard can guide you to activate WCF service (Web Content Filter) with a
quick and easy way. For the Service Activation Wizard is only available for admin
operation, therefore, please type “admin/admin’” on Username/Password while Logging
into the web user interface.

Service Activation Wizard is a tool which allows you to use trial version or update the license
of WCF directly without accessing into the server (MyVigor) located on
http://myvigor.draytek.com. For using Web Content Filter Profile, please refer to later section
Web Content Filter Profile for detailed information.

Now, follow the steps listed below to activate WCF feature for your router.

Note: Such function is available only for Admin Mode.

1. Open Wizards>>Service Activation Wizard.

Wizards

2. The screen of Service Activation Wizard will be shown as follows. Choose the one you
need and click Next. In this case, we choose to activate free trail edition.

Service Activation Wizard

Select the service type that you want to activate

This wizard is used for activating
- Web Content Filter
Please choose the edition yvou need.

[ @ Free trial edition ]
O Formal edition with license key

Free trial edition: it offers a period of trial for you to get acquainted with WCF function.

Formal edition with license key: you can extend the license valid time manually.

Note: If you activate Formal edition with license key first, the free trial edition will
be invalid.
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3. Inthe following page, you can activate the Web content filter services at the same time
or individually. When you finish the selection, please click Next.

Service Activation Wizard

Select the service type that you want to activate

This product provides 30 days of free trial, please choose the item(s) you want to use.

WCF service:

O Web Content Filter (EPjM)
EFjM iz the web content filter based on service cperated in Germany. We recemmend enly users live in
Germany to try the BRjM WCF service. This is a free service without guarantee.

Activation Date :

& Web Content Filter (Commtouch) License

Agreement
Commtouch is the web content filker based on Commtouch operated in the worldwide, There is 2 20-day
trial period. After trizal, you can purchase DrayTek's prepared Commtouch Globalview WCF package from
retailing outlets.
Activation Date :
' Web Content Filter (fragFINM) License Activation
Agreement Date :

[ [#]1 have read and accept the above Agreement. (Please check this box). ]

Mote: The activation date is brought out by the server automatically and cannot be changed.

Commtouch is the web content filter based on Commtouch operated in the
worldwide. There is a 30-day trial period. After trial, you can purchase DrayTek's
prepared Commtouch GlobalView WCF package from retailing outlets.

BPjM is WCF for German Speaking users. The fragfINN is whitelist for German
Speaking users. The BPjM is ideal for your family to provide more Internet security
for youngsters.

The fragFINN is designed for protecting kids from inadequate web sites. More info
is available at http://www.draytek.de/jugendschutz .

4.  Setting confirmation page will be displayed as follows, please click Next.

Service Activation Wizard

Please confirm your settings

Sevice Type : Trial version
Sevice Activated : Web Content Filter { Commtouch )

Please click Back to re-select service type yvou to activate.

T (e )
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5. Wait for a moment till the following page appears.

Service Activation Wizard

Connection Succeeded!

Please check the following item(s) to enable services on your router.

Enable Web Content Filter

When such page appears, you can enable or disable these services for your necessity.
Then, click Finish.

Note: The service will be activated and applied as the default rule configured in
Firewall>>General Setup.

6. Now, the web page will display the service that you have activated according to your
selection(s). The valid time for the free trial of these services is one month.

Service Activation Wizard

Server Enabled!

DrayTek Service Activation

Service Name Start Date Expire Date Status
Web Content filtar 2013-02-18 2013-03-21 Commtouch

Flease check if the license fits with the service provider of vour signature. To ensure
normal operation for your router, update your signature again is recommended

Copyright @ DrayTek Corp. 2l Rights Reasarvad

Later, if you need to extend the license valid time for the same service, you can also use the
Service Activation Wizard again to reach your goal by clicking the radio button of Formal
edition with license key and clicking Next.
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Service Activation Wizard

Select the service type that you want to activate

This wizard is used for activating
- Web Content Filter
Please choose the edition you need.

O Free trial edition
(@ Formal edition with license key

Service Activation Wizard

Select the service type that you want to activate

Please choose the item you want to use.

VUCF service:
@ Web Content Filter (Commtouch) License Agreement

Cemmitouch is the web contsnt filter based on Commtouch cperated in the worldride.

Enter your License key: | | ctivation Date : M
C Web Content Filter (fragFINM) License Agreement

Enter your License key: [ | Activation Date : select

1 have read and accept the above Agreement. (Please check this box).

MNote: The activation date is brought out by the server automatically and cannot be changed.
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2.3 VPN Client Wizard

Such wizard is used to configure VPN settings for VPN client. Such wizard will guide to set
the LAN-to-LAN profile for VPN dial out connection (from server to client) step by step.

1. Open VPN and Remote Access>>VPN Client Wizard. The following page will appear.

VPN and Remote Access == VPN Client Wizard

Choose VPN Establishment Environment

LAM-to-LAN VPN Client Mode Selection: Route Mode |+

Please choose a LAN-to-LAN Profile: [Index] [Status] [MName] v

Note:For a typical LAN-to-LAN tunnel, please select Route Mode.
If the remote network is expecting only a single client or ip and is not configured to route the
subnet and then select MAT mode.
If in doubt then select Route Mode

Available settings are explained as follows:
Item Description
LAN-to-LAN Client | Choose the client mode.
Mode Selection Route Mode/NAT Mode — If the remote network only

allows you to dial in with single IP, please choose this
mode, otherwise please choose Route Mode.

Foute fode »

Please choose a There are 32 VPN profiles for users to set.
LAN-to-LAN Profile
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[Index] [Statu=s] [Hams] A
1 b4 Farar

2 hod Y
AT
4 b4 Farar

5 X arar

) = s

7 b4 Farar

a X arar

9 b4 A

10 b4 Y

11 = arary

12 b4 Farar

13 X arar

14 = s

15 b4 Farar

16 X arar

17 b4 A

18 b4 Y

19 = arary

20 b4 Farar

21 X arar

22 = s

23 b4 Farar

24 X arar

25 b4 A

26 b4 Y

27 = arary

28 b4 Farar

29 X N hl

2. When you finish the mode and profile selection, please click Next to open the following
page.

VPN and Remote Access == VPN Client Wizard

VPN Connection Setting

Security ranking (1 is the highest: 5 is the lowest) Throughput ranking (1 is the highest; 5 is the lowest)
1. L2ZTP over IPsec 1. PPTP (Mone Encryption)
2. IPsec 2. L2TP
3. PPTP (Encryption) 3. IPsec
4. L2TP 4. L2TP over IPsec
5. PPTP (None Encryption) 5. PPTP (Encryption)

Select VPN Type: | PPTP (Encryption) w
PPTP (Mone Encryption)
PPTP (Encryption
IPsec
L2TP

L2TP aver IPsec (Nice to Have)
L2TP over IPsec (Must}

EmarEs

In this page, you have to select suitable VPN type for the VPN client profile. There are
six types provided here. Different type will lead to different configuration page. After
making the choices for the client profile, please click Next. You will see different
configurations based on the selection(s) you made.
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Note: The following descriptions for VPN Type are based on the Route Mode
specified in LAN-to-LAN Client Mode Selection.

® When you choose PPTP (None Encryption) or PPTP (Encryption), you will see the
following graphic:

VPN Client Wizard

VPN Client PPTP None Encryption Settings

Profile Marme e
(1 always an
Server IP/Host Mame for WP
{e.q. draytek.com or 123.45.67.89) draytek.com
llsernamea marketing
F‘aSSWDrd ---------
Remote Network IP 19216816
Remote Network Mask 265.265.26850
(<Back ] [CNext- ]

® When you choose IPsec, you will see the following graphic:
VPN Client Wizard

VPN Client IPsec Settings
Profile Name 97

[T always on

Server IP/Host Mame for wPN
(2.0, draytek.com or 123.45.67.89)
IKE Authentication Method

& Pre-Shared Key
Canfirm Pre-Shared Key
) Digital Signature (¥.509)
Peer ID
Local ID
Alternative Subject Mame First

) subject Name First
IPsec Security Method

® Medium (aH)

O High (ESP)
Rermote Metwork IP 0.0.0.0
Remote Metwork Mask 265255 2850

[ =Back | [ Met- ]
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When you choose L2TP, you will see the following graphic:

VPN Client Wizard

VPN Client L2TP Settings

Profile Mame

O always on

Server IP/Host Mame for WPN
{e.q. draytek.com or 123.45.67.89)

Username

Password

Remote Metwork IP
Remote Metwork Mask

T

797

0.0.00
265.255.255.0

[ =Back | [ Met= |

Cancel

When you choose L2TP over IPsec (Nice to Have) or L2TP over IPsec (Must), you

will see the following graphic:

VPN Client Wizard

VPN Client L2TP over IPsec (Nice to Hawve) Settings

Profile Mame

O always on
Server IPfHost Name for VPN

IKE Authentication Method
® Pre-Shared Key
Confirm Pre-Shared Key
) Digital Signature (X.509)
Peer ID
Local ID

) Subject Mame First

IPsec Security Method

@ Medium (aH)

) High (ESP)
Usarname
Password
Remote Network IP
Remote Netwark Mask

{e.q. draytek.com or 123.45.67.89)

Alternative Subject Name First

Y

7Y

0.0.0.0
255.255.255.0

[(=Back ] [ Mest= |
Available settings are explained as follows:
Item Description
Profile Name Type a name for such profile. The length of the file is
limited to 10 characters.
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Always On

Check to enable router always keep VPN connection.

Server IP/Host Name
for VPN

Type the IP address of the server or type the host name for
such VPN profile.

IKE Authentication
Method

IKE Authentication Method usually applies to those are
remote dial-in user or node (LAN to LAN) which uses
dynamic IP address and IPsec-related VPN connections
such as L2TP over IPsec and IPsec tunnel.

Pre-Shared Key- Specify a key for IKE authentication.
Confirm Pre-Shared Key-Confirm the pre-shared key.

Digital Signature
(X.509)

Click Digital Signature to invoke this function.

Peer ID — Choose the peer ID selection from the drop down
list.

Local ID — Choose Alternative Subject Name First or
Subject Name First.

Local Certificate — Use the drop down list to choose one of
the certificates for using. You have to configure one
certificate at least previously in Certificate Management
>> | ocal Certificate. Otherwise, the setting you choose
here will not be effective.

IPsec Security
Method

Medium - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is active.

High - Encapsulating Security Payload (ESP) means
payload (data) will be encrypted and authenticated. You
may select encryption algorithm from Data Encryption
Standard (DES), Triple DES (3DES), and AES.

User Name

This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the use name is limited to 11 characters.

Password

This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the password is limited to 11 characters.

Remote Network IP

Please type one LAN IP address (according to the real
location of the remote host) for building VPN connection.

Remote Network
Mask

Please type the network mask (according to the real location
of the remote host) for building VPN connection.

3. After finishing the configuration, please click Next. The confirmation page will be shown
as follows. If there is no problem, you can click one of the radio buttons listed on the page
and click Finish to execute the next action.

Vigor2760 Series User's Guide 60



VPN and Remote Access == VPN Client Wizard

Please confirm your settings

LAN- to-LAM Index: 20

Profile Name: VPN-2

VPN Connection Type: LZTP over IPsec (Mice to Have)
VPN Dial-0Out Through: WANL First

Always on: No

Server IP/Host Name: 172.15.3.8

IKE Authentication Method: Pre-Shared Key

IPsec Security Method: AH-SHA1

Remote Network IP: 0.0.0.0

Remote Network Mask: 255.255.255.0

Click Back to modify changes if necessary. Otherwise, click Finish to save the current settings and
proceed to the following action:

® Go to the VPN Connection Management.
O Do another VPN Client Wizard setup.
O view more detailed configurations.

Finish ] [ Cancel

Available settings are explained as follows:

Item Description

Go to the VPN Click this radio button to access VPN and Remote

Connection Access>>Connection Management for viewing VPN

Management Connection status.

Do another VPN Click this radio button to set another profile of VPN Server

Server Wizard Setup | through VPN Server Wizard.

View more detailed Click this radio button to access VPN and Remote

configuration Access>>LAN to LAN for viewing detailed configuration.
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2.4 VPN Server Wizard

Such wizard is used to configure VPN settings for VPN server. Such wizard will guide to set
the LAN-to-LAN profile for VPN dial in connection (from client to server) step by step.

1. Open VPN and Remote Access>>VPN Server Wizard. The following page will appear.

VPN Server Wizard

Choose VPN Establishment Environment

WPM Server Mode Selection: Remote Dialin User (Telewaorker) |
Please choose a LAN-to-LAN Profile:

Flease choose a Dial-in User Accounts: 2 X 2772 w

Allowed Dial-in Type:
PPTP
IPzec

L2TP with IPsec Policy |Mone hd

Available settings are explained as follows:

Item Description

VPN Server Mode Choose the direction for the VPN server.
Selection Site to Site VPN — To set a LAN-to-LAN profile
automatically, please choose Site to Site VPN.

Remote Dial-in User —You can manage remote access by
maintaining a table of remote user profile, so that users can
be authenticated to dial-in via VPN connection.

Site to Site YN [LAN-to-LAN) |v'

‘Site to 3ite WEPR (LAN-to-LAN)
Remote Dialin User (Teleworker)

Please choose a This item is available when you choose Site to Site VPN
LAN-to-LAN Profile | (LAN-to-LAN) as VPN server mode. There are 32 VPN
profiles for users to set.
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Please choose a
Dial-in User
Accounts

This item is available when you choose Remote Dial-in
User (Teleworker) as VPN server mode. There are 32 VPN

tunnels for users to set.

Allowed Dial-in Type

This item is available after you choose any one of dial-in
user account profiles. Next, you have to select suitable
dial-in type for the VPN server profile. There are several
types provided here (similar to VPN Client Wizard).

PRTP

IPsec

L2TP with IPsec Policy | Mone i
Mice to Have
hust

Different Dial-in Type will lead to different configuration
page. In addition, adjustable items for each dial-in type will
be changed according to the VPN Server Mode (Site to Site
VPN and Remote Dial-in User) selected.

2. After making the choices for the server profile, please click Next. You will see different
configurations based on the selection you made.

Here we take the examples of choosing Site-to-Site VPN as the VPN Server Mode.
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®  When you check PPTP, you will see the following graphic:

VPN Server Wizard

VPN Authentication Setting

Profile Name |??? |
PPTP / L2TP / L2TP owver IPsec Authentication

LIsernarme |??? |

Password | |

Peer IP/VPN Client IP | |

Site to Site Information
Remote Metwork IP |D.D.D.D |

Remote Network Mask 265.256.255.0 |

[ < Back ] [ Mext = ]

® When you check PPTP & IPsec & L2TP (three types) or PPTP & IPsec (two types) or
L2TP with Policy (Nice to Have/Must), you will see the following graphic:

VPN Server Wizard

VPN Authentication Setting

Profile Mame |??? |
PPTP / L2TP / L2TP over IPsec Authentication

Uzernarme |??? |
Password | |

IPsec / L2TP over IPsec Authentication
Pre-Shared Key | |

Confirm Pre-Shared Key | |

[ pigital Signature (%, 509}
Pear ID | |
Local ID
Alternative Subject Mame First
QO subject Mame First
Peer IP/AYPN Client IP | |

Peer ID | |
Site to Site Information
Remote Network IP |D.D.D.D |
Remote Metwork Mask 255 255 255.0 |
[ < Back ] [ Next = ]
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®  When you check IPsec, you will see the following graphic:

VPN Server Wizard

VPN Authentication Setting

Profile Mame e
IPsec / L2TP over IPsec authentication
Pre-Shared Key
Confirm Pre-Shared Key
[ pigital Signature (¥.509)
Peer ID
Local ID
Alternative Subject Mame First
O subject Mame First
Peer IP/PM Client IP

Peer ID

Site to Site Information

Remote Metwork IP 0.0.0.0
Remote Network Mask 266.265.255.0
(<5 (o

Available settings are explained as follows:

Item Description

Profile Name Type a name for such profile. The length of the file is
limited to 10 characters.

User Name This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the name is limited to 11 characters.

Password This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the name is limited to 11 characters.

Pre-Shared Key For IPsec/L2TP IPsec authentication, you have to type a
pre-shared key.

The length of the name is limited to 64 characters.

Confirm Pre-Shared | Type the pre-shared key again for confirmation.

Key
Digital Signature Check the box of Digital Signature to invoke this function.
(X.509) Peer 1D — Choose the peer ID selection from the drop down

list.
Local ID — Choose Alternative Subject Name First or
Subject Name First.

Peer IP/VPN Client Type the WAN IP address or VPN client IP address for the
IP remote client.

Peer ID Type the ID name for the remote client.
The length of the name is limited to 47 characters.
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Remote Network IP

Please type one LAN IP address (according to the real
location of the remote host) for building VPN connection.

Remote Network
Mask

Please type the network mask (according to the real location
of the remote host) for building VPN connection.

3. After finishing the configuration, please click Next. The confirmation page will be shown
as follows. If there is no problem, you can click one of the radio buttons listed on the page
and click Finish to execute the next action.

VPN Server Wizard

Please Confirm Your Settings

WPMN Environment:
Index:

Profile Name:
Jsarname:

Allowed Service:

Peer IPAPM Client IP:
Pear ID:

Remote Metwork IP:
Remote NMetwork Mask:

Click Back to modify changes if necessary, Otherwise, click Finish to save the current settings
and proceed to the following action:

Site to Site WPN (LaN-to-LAN)
2

e

e

PPTP+LETP with IPsec Palicy

456
172.16.3.56
255.2533.255.0

* Go tothe VPN Connecton Management.
O Do another WPN Server Wizard setup.
O wiew moare detailed configurations,

[_Finish | [ cancel |

Available settings are explained as follows:

Item Description

Go to the VPN Click this radio button to access VPN and Remote
Connection Access>>Connection Management for viewing VPN
Management Connection status.

Do another VPN Click this radio button to set another profile of VPN Server

Server Wizard Setup

through VPN Server Wizard.

View more detailed
configuration

Click this radio button to access VPN and Remote
Access>>LAN to LAN for viewing detailed configuration.
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2.5 Wireless Wizard

The wireless wizard allows you to configure settings specified for a host AP (for home use or
internal use for a company) and specified for a guest AP (for any wireless clients accessing
into Internet).

Follow the steps listed below:
1. Open Wireless Wizard.

ard

2. The screen of wireless wizard will be shown as follows. This page will be used for internal
users in a company or your home.

Wireless Wizard

Host AP Configuration
Narme: |Dra\,fTek |
Mode: | Mixed(11b+11g+11n) + |
Channel: [Channel B, 2437WHz |
Passward: [ |

Note:The host AP configured here will be used for home or internal company use,

Available settings are explained as follows:
Item Description
Name Type the SSID name of this router. The default name is

defined with DrayTek. Change the name if required.

Mode At present, the router can connect to 11b Only, 11n Only, 119
Only, Mixed (11b+11g), Mixed (11g+11n), and Mixed
(11b+11g+11n) stations simultaneously. Simply choose Mix
(11b+11g+11n) mode.

67 Vigor2760 Series User's Guide



Mixed{11b+11g+11n)
11g Only

11n Only (2.4 GHz}
Mixed{11b+11g)
Wixed{11g+11n) L
Mixed{11b+11g+11n) [

Channel Means the channel of frequency of the wireless LAN. The
default channel is 6. You may switch channel if the selected
channel is under serious interference. If you have no idea of
choosing the frequency, please select Auto to let system
determine for you.

Password The wireless mode offered by this wizard is WPA2/PSK.
The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
“0x321253abcde...”).

Next Click it to get into the next setting page.

Cancel Exit the wireless wizard without saving any changes.

3. After typing the required information, click Next. The settings in the page limit the
wireless station (guest) accessing into Internet but not being allowed to share the LAN
network and VPN connection.

Wireless Wizard

Guest AP Configuration

(O Enable & Disahle

Name: DrayTek_Guest
Password: [y
Rate Caontraol: Enable Uploadzooon kbps Download{zoooo kbps

Note: The configured guest AP will not be able to access VWPH connections or
communicate with wireless devices connecting to the router's other APs, The guest
AP will be configured to be not able to connect to LAN interfaces also. Howewver if the
VLAM configurations were already made, then the guest 4P will be able to connect to
LaMN ports belonging in the same YLAN group, This AP interface is by default
configured for Internet access only.

[ =Pack | [ Mext= ]
Available settings are explained as follows:
Item Description
Enable/Disable Click it to enable or disable settings in this page.
Name Type the SSID name of this router. (SSID1)
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Password The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Rate Control It controls the data transmission rate through wireless
connection.

Upload — Check Enable and type the transmitting rate for
data upload. Default value is 30,000 kbps.

Download — Type the transmitting rate for data download.
Default value is 30,000 kbps.

Next Click it to get into the next setting page.

Cancel Exit the wireless wizard without saving any changes.

4. After typing the required information, click Next.

5. The following page will display the configuration summary for wireless setting.

Wireless Wizard

Configuration Summary

Basic Wireless Settings

Mode:Mixed{11lb+11g+11n)
Channel:Channel 6, 2437MHz

Host AP Configurations

Mare:DrayTek

Guest AP Configurations

Status:Disabled
Marne:DrayTek_Guest
Rate Control:Disabled

[_Finish ] [ Cancel ]
6. Click Finish to complete the wireless settings configuration.
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2.6 VolP Wizard

Vigor router offers a quick method to configure settings for VolP application. Follow the steps
listed below.

\ Note: This wizard is available for “V’” model only.

1. Open Wizards>>VolP Wizard.

2. The screen of VolP Wizard will be shown as follows.

VolP Wizard

Set VoIP service provider domain

YoIP service provider |drayte|.0rg V| |drayte|.0rg | {63 char max).
SIF Port 5060

Set Account quickly

Phone 1 (default mapping to Account 1)

Account Number/Mame | | (63 char maux).

Passwaord | | (63 char mawx).

Phone 2 (default mapping to Account 23

use the same Account as phonel

Account Number/Mame | | (63 char max).
Passwaord | | (63 char mawx).
Available settings are explained as follows:
Item Description
Set VoIP service VolIP service provider - Use the drop down list to choose
provider domain the ISP which offers the VVoIP service for your router.

SIP Port — Use the default setting (5060).
Set Account quickly | Account Number/Name — Type the account number/name
registered to your ISP.

Password — Type the password for the account registered to
your ISP.

Use the same Account as phone 1 — If you don’t need to
configure Phone 2 settings, simply check this box.

Next Click it to get into the next setting page.
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Cancel Click it to give up the quick start wizard.

3. After finished the settings above, click Next for viewing summary of such connection.

VolP Wizard

Please confirm your settings:

YolIP Service Provider draytel.org
SIP Port 060
Phone 1 Account 5060
Phone 2 Account 5060

Click Back to modify changes if necessary. Otherwise, click Finish to save current settings.

[ Finish ] [ Cancel

4. Click Finish. A page of VolP Wizard Setup OK!!! will appear.

VolP Wizard Setup OK!
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2.7 Registering Vigor Router

You have finished the configuration of Quick Start Wizard and you can surf the Internet at any
time. Now it is the time to register your Vigor router to MyVigor website for getting more
service. Please follow the steps below to finish the router registration.

1  Please login the web configuration interface of Vigor router by typing “admin/admin”
as User Name / Password.

DrayTek i tie Ry

Username |admin |

Password  |sesss |

Login

Copyright & 2013 DrayTek Corp. All Rights
Reserved.

2  Click Support Area>>Production Registration from the home page.

Product Regist

3 A Login page will be shown on the screen. Please type the account and password that
you created previously. And click Login.

Please take a moment to register.

Membership Registration entitles you to upgrade firmware
for your purchased product and receive news about
upcoming products and services!

UserMarne |james_fae |
Pagsward |u...... |
Auth Code : tixhddl Fxxhdd
Ifyou zannot read the word, click here
Forgotten passward? | Login

Don't have a MyVigor Account ? Create an account now

Ifyou are having difficulty logging in, contact aur customer service.
Customer Service : (B25)3 597 2727 or
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4 The following page will be displayed after you logging in MyVigor. From this page,
please click Add or Product Registration.

Dray ek ]

gearch "
My Information

jrbout U= Welcome, james_fae
Product Last Login Time : 2011-03-16 01:45:09
My Information Last Login From : 172.16.2.180

: Current Login Time : 2011-03-16 18:20:31
iR Current Login From : 172.16.3.148
VigorPro

Rowehio : Pagehlo : [ﬂ
I Product Registration I

Customer Survey

Regist

Your Device List

Serial Number/ Device Name
Host ID

L A

5  When the following page appears, please type in Nickname (for the router) and choose
the right registration date from the popup calendar (it appears when you click on the box
of Registration Date). After adding the basic information for the router, please click

Submit.
About Us My Product Search for this site ” co ]
Product
My Infermation Registration Device
VigorACS Sl
VigorPro Serial number :
Product Registration Nickname : * Vigor2760
Customer Survey Registration Date : |___03-16-2011
Usage : -- Select - V:
Product Rating : _W: ( Your opinion so far )
No. of Employees : WH:_ { In total within your company )
Supplier : | [ Where you bought it from )
Date of Purchase : | . { mm-dd-yyyy )
Internet Connection : *
] Cable [¥] ADSL 1 vosL [ Fiber
36 [ WiMAX [ LTE
._Pltlﬂ use |E 51‘)3r abave
ooy & Oray ok Cope (Canch] [Submit )

6  When the following page appears, your router information has been added to the
database.

Your device has heen successfully added to the database.

7 Now, you have finished the product registration.
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8  After clicking OK, you will see the following page. Your router has been registered to
myvigor website successfully.

If you have not activated web content filter service by using Service Activation Wizard,
you can activate the service from this step. Please click the serial number link.

About Us
Product

My Information
VigorACS SI
VigorPro
Customer Survey

60
My Information s

Welcome, james_fae

Last Login Time : 2011-03-16 01:45:09
Last Login From : 172.16.2.180

Current Login Time : 2011-03-16 18:20:31
Current Login From : 172.16.3.148

Rowho : PageNo : El

Your Device List

Vigor2760 Vigor2760 4

9 From the Device’s Service section, click the Trial.

About Us
Product

My Information
VigorACS Sl
VigorPro

Customer Survey

My Product
Device Information

Nickname : Vigor2760
Serial : 2011031609200201
Model : Vigor2760 Series

[ Rename || Transfer |[ Back |

" Device's Service Expired License

m Provider Action Status m Expired Date
¥ weF Commtoud On )

The Commtouch Glolnl\ﬂew Weh Filter is provided for Vigor router with only 1-month trial. After trial

BPiM is the web content filter based on service operated in Germany . We recommend only users live in Germany to
try the BRMWCF service This i a free service without guarantes

10 In the following page, check the box of “I have read and accept the above Agreement”.
The system will find out the date for you to activate this version of service. Then, click

Next.

About Us
Product

My Information
VigorACS SI|
VigorPro
Customer Survey
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Confirm Message

User Name : james_fae

Serial : 2011031609200201

Model : Vigor2760

[ LicenseNumber | ServiceProvider | Status |
End User License Agresment ~
PLEASE READ THIS SOFTWARE LICENSE AGREEMENT (?LICENSE?)

CAREFULLY BEFORE DOWNLOADING OR OTHERWISE USING THE SOFTWARE.

BY DOWNLOADING, INSTALLING CR USING THE SOFTWARE, YOU ARE

AGREEING TO BE BOUMND BY THE TERMS OF THIS LICENSE. IF YOU DO

NOT AGREE TO THE TERMS OF THIS LICENSE, YOU ARE NOT AUTHORIZED

TO DOWNLOAD OR USE THIS SOFTWARE.

1. Scope. e

I . I hawe read and accept the above Agreement. (Flease check this bln
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11  When this page appears, click Register.

Apply For A License Number

About Us

....... 18]

Product
My Information Service Mame:  WCF
VigorACS Sl STEP 2
e Activation Date (MM-DD-Y¥v); |03-16-2011 |[ Register ]
Customer Survey
12 Wait for a moment until the following page appears.
DrayTek Service Activation
Service Mame Start Date Expire Date Status
web Cantent filter 2011-03-28 2011-04-27 Commtouch

Please check if the license fits with the service provider of your signature, To ensure
narmal operation for your router, update your signature again is recommended,

13 Click Close.

Copyright ® DrayTek Corp. All Rights Reserved.

Close
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This page is left blank.
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‘ Advanced Configuration

This chapter will guide users to execute web configuration.

1. Open aweb browser on your PC and type http://192.168.1.1. The window will ask for
typing username and password.

2.  Please type “admin/admin” on Username/Password for administration operation.

Now, the Main Screen will appear. Note that different model will have different web pages.
DrayTek
6 | Dashboard

e e —— ﬁf@(r:

Dashboard 4
Wizards o

Online Status i F

@ 2 A T 2L W W e @™

Quick Access
Maodel Name Vigor2760Vn System Up Time | 1:3:22 S 3 S
Current Tine 2000 Jan 1 Sat 1:3:20
Firmwara Version | 3.7.8.1 Build Date/Time | Mar 31 2014 10:02:58
DSL Viersion 05-04-04-04-00-01 LAN MAC Address| 00-10-44-88.15-00
Line | Mode IP Addiess MAC Address Up Time
| WAN1 |ADSL/PPPo& Dusconnected 00-10-84-R8-15-01 00:00:00
WANZ | Ethernet /- Disconnected 00-10-2A-B8-15-02 00:00:00
[ wan3 [use /- Disconnected 00-10-AA-BE-15-03 00:00:00
prouctRoraton Ml PV et
Al Rights Reserved. [LAH  [RADVD J OHCPv6 | FEGQ::2 10:AAFF FERS: 1S00/64 [Link
Interface
DsL Connedted : Down Stream : Okbps [ Up Stream @ OKbps
WAN | C d:0, JWAN1 JWAN2 JWAN3
I LAN Connected :0, JLAN1 _ PLANZ  JLANI  JLANG ¥

3.1 WAN

Quick Start Wizard offers user an easy method to quick setup the connection mode for the
router. Moreover, if you want to adjust more settings for different WAN modes, please go to
WAN group.

3.1.1 Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANS), such as host PCs under the
management of a router since they do not need to be accessed by the public. Hence, the NIC
has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address
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As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with significant
ease of use. Meanwhile it provides access control, billing, and type of service according to
user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask for
a connection. Then a session will be created. Your user ID and password is authenticated via
PAP or CHAP with RADIUS authentication system. And your IP address, DNS server, and
other related information will usually be assigned by your ISP.

Network Connection by 3G USB Modem

For 3G mobile communication through Access Point is popular more and more, Vigor2760
adds the function of 3G network connection for such purpose. By connecting 3G USB Modem
to the USB port of Vigor2760, it can support HSDPA/UMTS/EDGE/GPRS/GSM and the
future 3G standard (HSUPA, etc). Vigor2760n with 3G USB Modem allows you to receive 3G
signals at any place such as your car or certain location holding outdoor activity and share the
bandwidth for using by more people. Users can use four LAN ports on the router to access
Internet. Also, they can access Internet via 802.11n wireless function of Vigor2760n, and
enjoy the powerful firewall, bandwidth management, VPN features of Vigor2760n series.

Internet

< VoIP
<« Web Surfing
< VPN

After connecting into the router, 3G USB Modem will be regarded as the third WAN port.
However, the original WAN1 and WANZ2 still can be used and Load-Balance can be done in
the router. Besides, 3G USB Modem in WANS also can be used as backup device. Therefore,
when WAN1 and WANZ2 are not available, the router will use 3.5G for supporting
automatically. The supported 3G USB Modem will be listed on DrayTek web site. Please visit
www.draytek.com for more detailed information.

Below shows the menu items for WAN.
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3.1.2 General Setup

This section will introduce some general settings of Internet and explain the connection modes
for WAN1, WAN2 and WANS3 in details.

This router supports multiple-WAN function. It allows users to access Internet and combine
the bandwidth of the multiple WANS to speed up the transmission through the network. Each
WAN port can connect to different ISPs, Even if the ISPs use different technology to provide
telecommunication service (such as DSL, Cable modem, etc.). If any connection problem
occurred on one of the ISP connections, all the traffic will be guided and switched to the
normal communication port for proper operation. Please configure WAN1, WAN2, and
WANS settings.

This webpage allows you to set general setup for WAN1, WAN2, and WANS respectively. In
default, WAN2 is disabled. If you want to enable it, simply click the WAN?2 link and select
Yes in the field of Enable.

WAN =>> General Setup

Setup
Physical
Index Enable Mode/Type
WAN1
WAN2 Y Ethernet/Auto negotiation
WAN3 Y USE/-

Note: WaN1 and WaANZ2 cannot work simultaneously, so when one of the interfaces is enabled, the other
will be disabled. WAN3 can only serve as the backup WaN for WaANL or WANZ, depending on
which is active.

Available settings are explained as follows:

Item Description

Index Click the WAN interface link under Index to access into the
WAN configuration page.

Enable V means such WAN interface is enabled and ready to be
used.

Physical Mode / Type Display the physical mode and physical type of such WAN
interface.

Note: In default, each WAN port is enabled.

After finished the above settings, click OK to save the settings.
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WAN1 with ADSL/VDSL

Vigor router will detect the physical line is connected by ADSL or VDSL2 automatically.
Therefore, this page allows you to configure settings for ADSL and VDSL?2 at one time. That
is, it is not necessary for you to configure different profile settings for ADSL and VDSL2
respectively.

WAN >> General Setup

WAN 1
Enable: Yeg ¥
Display Mame:
Physical Mode: ADSL
DSL Mode: Auto hi

Physical Type:

DSL Modem Code: Default A
WLAN Tag insertion (ADSL): Disable % |{Please configure Internet Access setting first)
Tag value: 0 {0~4095)
Priority: 0 (0~77
YLAN Tag insertion (¥YDSL2): Digable «
Tag wvalue: 0 {0~4095)
Priority: 0 (0~72

Note:

1, WaNL and WANZ cannot work simultaneously, so when one of the interfaces is enabled, the other will
be disabled. WAN3 can only serve as the backup WAaN for WANL or WANZ, depending on which is active.
2, In DSL auto mode, the router will reboot automatically while switching between YDSLE and ADSL
lines.

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such interface.

Physical Mode Display the physical mode of such interface. If VDSL2 is

detected, this field will display “VDSL2”; if ADSL is
detected, it will display “ADSL”.

DSL Mode Specify the physical mode (VDSL or ADSL) for such
router manually.

Physical Type For such interface, no type can be selected.

DSL Modem Code Choose the correct DSL modem code for ensuring the
network connection.

Default A
Default

AnnexA_560516_552011
AnnexA 545006 544401

If you have no idea about the selection, simply choose
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Default or contact the dealer for assistance.

VLAN Tag insertion The settings configured in this field are available for ADSL.
(ADSL) Enable — Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets
on the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WANL1.

Disable — Disable the function of VLAN with tag.

Tag value — Type the value as the VLAN ID number. The
range is form 0 to 4095.

Priority — Type the packet priority number for such VLAN.
The range is from 0 to 7.

VLAN Tag insertion The settings configured in this field are available for
(VDSL2) VDSL2.

Enable — Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets
on the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WANL1.

Disable — Disable the function of VLAN with tag.

Tag value — Type the value as the VLAN ID number. The
range is form O to 4095.

Priority — Type the packet priority number for such VLAN.
The range is from 0 to 7.

After finished the above settings, click OK to save the settings.
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WAN2 with Ethernet
The physical LAN4 port can be treated as a WAN interface, named WANZ2.

When WANZ2 is enabled, WAN1 (DSL) will be disabled automatically.

WAN >> General Setup

WAN 2
Enable: fes ¥
Display Mame:
Physical Mode: Ethernet
Physical Type: Auto negotiation v
YLAN Tag insertion : Disable * |(Please configure Internet Access setting first)
Tag value: 0 {0~4095)
Priority: 0 {0~7
Note:

1. WaM1 and WANZ2 cannot work simultanecusly, so when one of the interfaces is enabled, the other will
be dizabled, WANI can only serve as the backup WaN for WAN1 or WANZ, depending on which is active.

2. When WANZ is enabled, LAN P4 port will be used as WANZ,

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such WAN interface.

Physical Mode Display the physical mode of such WAN interface.

Physical Type You can change the physical type for WAN2 or choose

Auto negotiation for determined by the system.

Auto negotiation  |¥

Auto negotiation

100 half duplex
100 full duplex
1000 half duplex
1000 full duplex
10000 full duplex

VLAN Tag insertion Enable — Enable the function of VLAN with tag.
The router will add specific VLAN number to all packets on
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the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WANL1.

Disable — Disable the function of VLAN with tag.

Tag value — Type the value as the VLAN ID number. The
range is form 0 to 4095.

Priority — Type the packet priority number for such VLAN.
The range is from 0 to 7.

After finished the above settings, click OK to save the settings.

WANS3 with USB

To use 3G/4G network connection through 3G/4G USB Modem, please configure WAN3
interface.

WAN >> General Setup

WAN 3
Enable: VR
Display Name:
Physical Mode: LISB
Note:

WANL and WANZ cannot work simultaneously, so when one of the interfaces is enabled, the other will
be disabled. WAN3 can only serve as the backup WaAN for WANL or WANZ, depending on which is active.

[ Ok ] [ Cancel ]

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such WAN interface.

Physical Mode Display the physical mode of such WAN interface.

After finished the above settings, click OK to save the settings.
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3.1.3 Internet Access

For the router supports multi-WAN function, the users can set different WAN settings (for
WANI1/WAN2/WANS3) for Internet Access. Due to different Physical Mode for WAN
interface, the Access Mode for these connections also varies. Refer to the following figures.

WAN => Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

W AN ADSL / WDSL2 Mone i
WWAN2 Ethernat 'E / PPPoA

AN Lsh PI‘\\denDeA / Static ar Dynamic IP -

Note: Cnly one WaMN can support IPvb.

¥ou can configure DHCP client options here,

WAN == Internet Access

Internet Access

Index Display Mame Physical Mode Access Mode

W A1 ADSL f WDSL2

W M2 Ethernet Static or Dynamic 1P [+ [ Details Page ] [ P ]
WANZ UsE E;%EDE

Static or Dynamic [P
FPTP

¥ou can configure DHCP client options here.

Note: Cnly one YWAM can support IPva.

WAN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

W AN ADSL / WDSLE

WANZ Ethernet Static or Dynamic [P hd [ Details Page ] [ P ]

WANS USE Mone v
Note: Only one WAN can support IPvG,

4G USE Modem(DHCP mode)

YDu can configure DHCP client options here.

Available settings are explained as follows:

Item Description
Index Display the WAN interface.
Display Name It shows the name of the WAN1/WAN2/WAN3 that

entered in general setup.

Physical Mode It shows the physical connection for
WANZ1(ADSL/VDSL?2) /IWAN2 (Ethernet) /WAN3 (3G/4G
USB Modem) according to the real network connection.

Access Mode Use the drop down list to choose a proper access mode. The
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details page of that mode will be popped up. If not, click
Details Page for accessing the page to configure the

settings.

Details Page This button will open different web page (based on IPv4)
according to the access mode that you choose in WAN
interface.

Note that Details Page will be changed slightly based on
ADSL/VDSL2 physical mode specified on
WAN>>General Setup.

IPv6 This button will open different web page (based on Physical
Mode) to setup IPv6 Internet Access Mode for WAN
interface.

If IPv6 service is active on this WAN interface, the color of
“IPv6” will become green.

Advanced This button allows you to configure DHCP client options.

DHCP packets can be processed by adding option number
and data information when such function is enabled and
configured.

WAN >> Internet Access
DHCP Client Options Status

Qptions List
Enshle Incerface oprion Type Data

Enable:
Intert . Al WANL WANZ WANI WANS WANS WANG
f N o o o
Option Number:
DataType: @ ASCII Character (EX: Option: 18, Data:/path)
O Hexadecimal Digit (EX: Option: 18, Data:2f70617468)
O Address List (EX: Option:44, Data:172.16.2.10,172.16.2.20...)
Data:

Add Update Delete

Note:

Option 61 has been given a default walue.

You can configure option 61({Client Identifier) in "WaAN »> Internet Access" page.

If you choose to configure option 61 here, the settings in "WaN > Internet Access, Details Page” will be
averwritten.

Option 12 is reserved, you cannot configure it here but you can configure it in "Router Mame" field of "WaN »»
Internet Access”,

Enable/Disable — Enable/Disable the function of DHCP
Option. Each DHCP option is composed by an option
number with data. For example,

Option number:100

Data: abcd
When such function is enabled, the specified values for
DHCP option will be seen in DHCP reply packets.

Interface — Specify the WAN interface(s) that will be
overwritten by such function. WAN4 ~ WANG can be
located under WAN>>Multi-PVC.

Option Number — Type a number for such function.

Note: If you choose to configure option 61 here, the
detailed settings in WAN>>Interface Access will be
overwritten.

DataType — Choose the type (ASCII or Hex) for the data to
be stored.
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Data — Type the content of the data to be processed by the
function of DHCP option.

Details Page for PPPoE in WANL1 (Physical Mode: VDSL?2)

To choose PPPOE as the accessing protocol of the Internet, please select PPPoE from the
WAN>>Internet Access >>WANL1 page. The following web page will be shown.

WARN == Internet Access

WAN 1
PPPoE Static or Dynamic IP PPTP/L2TP IPv6
® Enable O Disable PPP/MP Setup

ISP Access Setup
Username
Passward

Index{1-15) in Schedule Setup:

=>

WAMN Connection Detection

PPP Authentication FAP or CHAR

IP Address Assignment Method (IPCP)

VAN IP Alias
Fixed IP: O Yes & Mo (Dynamic IP)
Fixed IP Address

® Default MAC Address

Mode ARP Detect v ) Specify a MAC Address
Ping IP MAC Address:
TTL:

MTU 1442 | (Max:1492)

[ Ok ] [ Cancel

Available settings are explained as follows:

ltem

Description

Enable/Disable

Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

ISP Access Setup

Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Username — Type in the username provided by ISP in this
field.

Password — Type in the password provided by ISP in this
field.

Index (1-15) in Schedule Setup - You can type in four sets
of time schedule for your request. All the schedules can be
set previously in Application >> Schedule web page and
you can use the number that you have set in that web page.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping
Detect.

Mode - Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.
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Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

MTU It means Max Transmit Unit for packet.

PPP/MP Setup PPP Authentication — Select PAP only or PAP or CHAP
for PPP.

IP Address Assignment Usually ISP dynamically assigns IP address to you each

Method (IPCP) time you connect to it and request. In some case, your ISP

provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function.

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 8 public IP addresses
other than the current one you are using.

'cr WANILIP Alias - NS

[ 172.16 31432880/ nefwipalias him ¥

WANT1 IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool

1.

2. 0.0.0.0

3 0.0.0.0

*

0.0.0.0

0.0.0.0

0.0.0.0

=

0.0.0.0

0.0.0.0

@

‘3DDDDDDD

P
I
=

| 1724 | 2532 == Next ==

[ ok | [clearan | [ Close |

Fixed IP — Click Yes to use this function and type in a
fixed IP address in the box of Fixed IP Address.

Default MAC Address — You can use Default MAC
Address or specify another MAC address by typing on the
boxes of MAC Address for the router.

Specify a MAC Address — Type the MAC address for the
router manually.
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Details Page for Static or Dynamic IP in WAN1 (Physical Mode: VDSL2)

MPOA is a specification that enables ATM services to be integrated with existing LANS,
which use either Ethernet, token-ring or TCP/IP protocols. The goal of MPoA is to allow
different LANS to send packets to each other via an ATM backbone.

To use Static or Dynamic IP as the accessing protocol of the Internet, select Static or
Dynamic IP from the WAN>>Internet Access >>WANL1 page. The following web page will

appear.

WARN == Internet Access

WAN 1
PPPoE

() Enable & Disable

Keep WAN Connection

[ Enable PING to keep alive

PING to the IP

PING Interval

WAN Connection Detection

Mode
Ping IP
TTL:

MTU

RIP Protocol
[ Enable RIP

minute(s)

Static or Dynamic IP PPTPFIL2TP IPv6

WAHN IP Network Settings | VAN IP Alias

(O Obtain an IP address automatically

Router Name Vigar *
Domain Name *
* 1 Required for some ISPs

® Specify an IP address
IP Address

ARP Detect Subnet Mask

Gateway IP Address

(® Default MAC Address

{Max:1500) O Specify a MAC Address

MAC Address:

DNS Server IP Address
Primary IP Address 58488

Secondary IP Address 5844

I QK ] [ Cancel

Available settings are explained as follows:

ltem

Description

Enable/Disable

Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

RIP Protocol

Routing Information Protocol is abbreviated as RIP
(RFC1058) specifying how routers exchange routing
tables information. Click Enable RIP for activating this
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function.

Bridge Mode If you choose Bridged IP as the protocol, you can check
this box to invoke the function. The router will work as a
bridge modem.

WAN IP Network This group allows you to obtain an IP address automatically
Settings and allows you type in IP address manually.

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 8 public IP addresses
other than the current one you are using. Notice that this
setting is available for WANL1 only. Type the additional
WAN IP address and check the Enable box. Then click OK
to exit the dialog.

f:' WANIIF Alias - Windows Intermet Explorex @|§|
] hip:4192 1681 1 =
WANT IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join HAT IP Pool

L

2. 0.0.0.0 O

3. O

4. O

5 O

5. O

7. O

8. O

[ oK | [ClearAl | [ Close |

Obtain an IP address automatically — Click this button to
obtain the IP address automatically.

® Router Name — Type in the router name
provided by ISP.

® Domain Name — Type in the domain name that
you have assigned.
Specify an IP address — Click this radio button to specify
some data.
® |P Address — Type in the private IP address.
® Subnet Mask — Type in the subnet mask.

® Gateway IP Address — Type in gateway IP
address.

Default MAC Address — Type in MAC address for the
router. You can use Default MAC Address or specify
another MAC address for your necessity.

Specify a MAC Address — Type in the MAC address for
the router manually.

DNS Server IP Address Type in the primary IP address for the router. If necessary,

89 Vigor2760 Series User's Guide



type in secondary IP address for necessity in the future.

After finishing all the settings here, please click OK to activate them.

Details Page for PPTP/L2TP in WAN1 (Physical Mode: VDSL?2)

To use PPTP/L2TP as the accessing protocol of the internet, please click the PPTP/L2TP tab.
The following web page will be shown.

WAN ==> Internet Access

WAN 1

PFPoE Static or Dynamic IP PPTPIL2TP IPvE

CEnable PPTP O Enable L2TP @ Disable PPP Setup
Server Address PPP Authentication PAP or CHAP v
Specify Gateway IP Address Idle Timeout second(s)

IP Address Assignment Method (IPCP)
WAN IP Alias

ISP Access Setup Fixed IP: O yes @& No (Dynamic IP)
Username Fixed IP Address
Password WAN IP Network Settings
Index(1-15) in Schedule Setup: O oObtain an IP address automatically

— ! .- i (® Specify an IP address

IP Address
MTU 1442 (Max:1460) Subnet Mask
[ Ok ] [ Cancel
Available settings are explained as follows:
Item Description
PPTP/L2TP Enable PPTP- Click this radio button to enable a PPTP
client to establish a tunnel to a DSL modem on the WAN
interface.

Enable L2TP - Click this radio button to enable a L2TP
client to establish a tunnel to a DSL modem on the WAN
interface.

Disable — Click this radio button to close the connection
through PPTP or L2TP.

Server Address - Specify the IP address of the PPTP/L2TP
server if you enable PPTP/L2TP client mode.

Specify Gateway IP Address — Specify the gateway IP
address for DHCP server.

ISP Access Setup Username -Type in the username provided by ISP in this
field.

Password -Type in the password provided by ISP in this
field.

Index (1-15) in Schedule Setup - You can type in four sets
of time schedule for your request. All the schedules can be
set previously in Application >> Schedule web page and
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you can use the number that you have set in that web page.

MTU It means Max Transmit Unit for packet. The default setting
is 1442,

PPP Setup PPP Authentication - Select PAP only or PAP or CHAP
for PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address Assignment WAN IP Alias - If you have multiple public IP addresses
Method(IPCP) and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 8 public IP addresses
other than the current one you are using.

o WANIIP Alias - HEIN®E === 00 (=[O x |
[ 172,16 31432860 ocdwipaliss him +
.Y
WAN1 IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool
1.

2, 0.0.0.0

3. 0.0.0.0

0.0.0.0

*

0.0.0.0

0.0.0.0

0.0.0.0

=

0.0.0.0

®

‘3DDDDDDD

\
M
=

| 1724 | 2532 == Next ==

[ ok | [claran | [ Close |

Fixed IP - Usually ISP dynamically assigns IP address to
you each time you connect to it and request. In some case,
your ISP provides service to always assign you the same IP
address whenever you request. In this case, you can fill in
this IP address in the Fixed IP field. Please contact your ISP
before you want to use this function. Click Yes to use this
function and type in a fixed IP address in the box.

Fixed IP Address -Type a fixed IP address.

WAN IP Network Obtain an IP address automatically — Click this button to
Settings obtain the IP address automatically.
Specify an IP address — Click this radio button to specify
some data.

® IP Address — Type the IP address.
®  Subnet Mask — Type the subnet mask.

After finishing all the settings here, please click OK to activate them.
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Details Page for PPPoE/PPPoA in WAN1 (Physical Mode: ADSL)

WAN == Internet Access

WAN 1
PPPoE / PPPoA MPoA / Static or Dynamic IP IPvt
@ Enable O Dizable ISP Access Setup

Service Mamal

Modem Settings (for ADSL only)

1
rUlti-PYC channel Channel 1 3 sSErmame
WPI 0 Password
DSeparate account for 4DSL
WiZT 33
; PPP authentication PAP or CHAP
Encapsulating Type LLC/SMNAP »
Protocol PPPOE + IP Address From ISP | WAN IP Aliag
Fired 1P O ves @ No (D ic 1P
Modulation Multirnode v = es o (Dynamic IF)

Fized IP address
PPPoE Pass-through
[ For wired LaN2 ® Default MAC Address

O For wireless LaN O Specify 3 MAC Address

MaAC Address: |00 | /1D | &4 BD | 56 | 09
WAN Connection Detection

Mode ARP Detect + Index{1-15) in Schedule Setup:
Ping IP == s . :
TTL:

MTU 1492 (Max: 1492

Notes

1. {(Cptional) Required for some ISPs, Leave blank if in doubt because the connection request might
be denied if "Service Name" is incorrect,

2: If this box is checked while using the PPPoA protocal, the router will behawe like a modem which
only serves the PPPoOE client on the LaN,

[ Mk’ 1 [ rancal |

Available settings are explained as follows:

Item Description

Enable/Disable Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

Modem Settings Set up the DSL parameters required by your ISP. These
(for ADSL only) settings configured here are specified for ADSL only.

Multi-PVC channel - The selections displayed here are
determined by the page of Internet Access >> Multi

PVCs. Select M-PVCs Channel means no selection will be
chosen.

VPI - Type in the value provided by ISP.

VCI - Type in the value provided by ISP.

Encapsulating Type - Drop down the list to choose the
type provided by ISP.

Protocol - Drop down the list to choose the one (PPPoE or
PPPoA) provided by ISP.
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If you have already used Quick Start Wizard to set the
protocol, then it is not necessary for you to change any
settings in this group.

Modulation —Default setting is Multimode. Choose the one
that fits the requirement of your router.

Modulation Multirmode w

T1.413

. Lite

. OMT
ADSLYG.992.3)
ADSL2 annex M
ADSL24H5.992.5)
ADSLE2+ annex M

MAultirode

PPPoE Pass-through The router offers PPPoE dial-up connection. Besides, you
also can establish the PPPoE connection directly from local
clients to your ISP via the Vigor router. When PPPoOA
protocol is selected, the PPPoE package transmitted by PC
will be transformed into PPPoA package and sent to WAN
server. Thus, the PC can access Internet through such
direction.

For Wired LAN - If you check this box, PCs on the same
network can use another set of PPPoE session (different
with the Host PC) to access into Internet.

For Wireless LAN - It is available for n model. If you
check this box, PCs on the same wireless network can use
another set of PPPoE session (different with the Host PC) to
access into Internet.

Note: To have PPPoA Pass-through, please choose PPPoA
protocol and check the box(es) here. The router will behave
like a modem which only serves the PPPOE client on the
LAN. That’s, the router will offer PPPoA dial-up

connection.
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

MTU It means Max Transmit Unit for packet.

ISP Access Setup Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Service Name - Type the description of the specific
network service.

Username — Type in the username provided by ISP in this
field.
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Password — Type in the password provided by ISP in this
field.

Separate Account for ADSL - In default, WAN1 supports
VDSL2/ADSL and uses the same PPPoE account and
password for connection. If required, you can configure
another account and password for ADSL connection by
checking this box. If it is checked, the system will ask you
to type another group of account and password additionally.

PPP Authentication — Select PAP only or PAP or CHAP
for PPP.

IP Address From ISP

Usually ISP dynamically assigns IP address to you each
time you connect to it and request. In some case, your ISP
provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function.

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 8 public IP addresses
other than the current one you are using.

e WANLIP Alies - HErMNEE = [=[O] x |

[ 172,16 31432860 ocdwipaliss him +
.Y
WAN1 IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool
1.

2, 0.0.0.0

3. 0.0.0.0

0.0.0.0

*

0.0.0.0

0.0.0.0

0.0.0.0

=

0.0.0.0

®

‘3DDDDDDD

\
M
=

| 1724 | 2532 == Next ==

[ ok | [claran | [ Close |

Fixed IP — Click Yes to use this function and type in a
fixed IP address in the box of Fixed IP Address.

Default MAC Address — You can use Default MAC
Address or specify another MAC address by typing on the
boxes of MAC Address for the router.

Specify a MAC Address — Type the MAC address for the
router manually.

Index (1-15) in Schedule Setup - You can type in four sets
of time schedule for your request. All the schedules can be
set previously in Applications >> Schedule web page and
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you can use the number that you have set in that web page.

After finishing all the settings here, please click OK to activate them.

Details Page for MPoA/Static or Dynamic IP in WAN1 (Physical Mode:
ADSL)

MPOA is a specification that enables ATM services to be integrated with existing LANS,
which use either Ethernet, token-ring or TCP/IP protocols. The goal of MPoA is to allow
different LANSs to send packets to each other via an ATM backbone.

To use MPoA/Static or Dynamic IP as the accessing protocol of the Internet, select MPoA
/Static or Dynamic IP from the WAN>>Internet Access >>WANL1 page. The following web
page will appear.

WARN == Internet Access

WAN 1
PPPoE / PPPoA MMPoA / Static or Dynamic IP IPv6
(O Enable ® Disable WARN IP Network Settings VWA 1P Alias

O Obtain an IP address automatically
Modem Settings (for ADSL only)

Router Name Wigor *
Multi-PVC channel Channel 2 v 9
Encapsulation Domain Name *
1483 Bridged IP LLC w * : Required for some ISPs
VPI 0 & Specify an IP address
IP Address
VI a8
. - Subnet Mask
Modulation Multimode v

Gateway IP Address
WAN Connection Detection

Mode ARP Detect @ Default MAC Address
Ping IP (0 Specify a MAC Address
TTL: MAC Address:
MTU 1442 (Max: 1500) DNS Server IP Address
i Primary IP Address 5.6.68
RIP Protocol

Secondary IP Address 5.844
[J Enable RIP

Bridge Mode
[0 Enable Bridge Mode

[ OK ] [ Cancel

Available settings are explained as follows:

Item Description

Enable/Disable Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

Modem Settings (for Set up the DSL parameters required by your ISP. These
ADSL only) settings configured here are specified for ADSL only.

Multi-PVC channel - The selections displayed here are
determined by the page of Internet Access >>Multi PVCs.
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Select M-PVCs Channel means no selection will be
chosen.

Encapsulating - Drop down the list to choose the type
provided by ISP.

VPI - Type in the value provided by ISP.

VCI - Type in the value provided by ISP.

Modulation —Default setting is Multimode. Choose the one
that fits the requirement of your router.

rModulation hultimode w

T1.413

. Lite

. OMT
ADSLYG.992.3)
ADSL2 annex M
ADSL24H15.992.5)
ADSLE2+ annex M

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

MTU

It means Max Transmit Unit for packet. The default setting
is 1492.

RIP Protocol

Routing Information Protocol is abbreviated as RIP
(RFC1058) specifying how routers exchange routing
tables information. Click Enable RIP for activating this

function.

Bridge Mode

If you choose Bridged IP as the protocol, you can check
this box to invoke the function. The router will work as a
bridge modem.

WAN IP Network
Settings

This group allows you to obtain an IP address automatically
and allows you type in IP address manually.

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 8 public IP addresses
other than the current one you are using. Notice that this
setting is available for WANL1 only. Type the additional
WAN IP address and check the Enable box. Then click OK
to exit the dialog.
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'cr WANILIP Alias - NS

[ 172.16 31432880/ nefwipalias him ¥

WANT1 IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool

1.

2. 0.0.0.0

3 0.0.0.0

*

0.0.0.0

0.0.0.0

0.0.0.0

=

0.0.0.0

0.0.0.0

@

‘3DDDDDDD

P
I
=

| 1724 | 2532 == Next ==

[ ok | [clearan | [ Close |

Obtain an IP address automatically — Click this button to
obtain the IP address automatically.

® Router Name — Type in the router name
provided by ISP.

® Domain Name - Type in the domain name that
you have assigned.

Specify an IP address — Click this radio button to specify
some data.

® IP Address — Type in the private IP address.

®  Subnet Mask — Type in the subnet mask.

® Gateway IP Address — Type in gateway IP
address.

Default MAC Address — Type in MAC address for the
router. You can use Default MAC Address or specify
another MAC address for your necessity.

Specify a MAC Address — Type in the MAC address for
the router manually.

DNS Server IP Address Type in the primary IP address for the router. If necessary,
type in secondary IP address for necessity in the future.

After finishing all the settings here, please click OK to activate them.
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Details Page for PPPoE in WAN2

To choose PPPOE as the accessing protocol of the Internet, please select PPPoE from the
WAN3>>Internet Access >>WANZ2 page. The following web page will be shown.

WAN == Internet Access

WAN 2
PPPoE

) Enable & Disable

ISP Access Setup
Username
Password

Index{1-15) in Schedule Setup:

==

WAMN Connection Detection
Mode
Ping IP
TTL:

MTU 1442

Static or Dynamic IP

ARP Detect v

PPTP/L2TP

PPP/MP Setup
PPP Authentication

IPv6

PAP or CHAP

Idle Timeout
IP Address Assignment Method (IPCP)
WAN IP Alias

Fixed IP: O Yes & No (Dynamic IP)

second(s)

Fixed IP Address

® Default MAC Address
O Specify a MAC Address

MAC Address:

(Max:1492)

[ oK ] [ Cancel

Available settings are explained as follows:

ltem

Description

Enable/Disable

Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

ISP Access Setup

Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Username — Type in the username provided by ISP in this
field.

The maximum length of the user name you can set is 63
characters.

Password — Type in the password provided by ISP in this
field.

The maximum length of the password you can set is 62
characters.

Index (1-15) in Schedule Setup - You can type in four sets
of time schedule for your request. All the schedules can be
set previously in Application >> Schedule web page and
you can use the number that you have set in that web page.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
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to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

MTU It means Max Transmit Unit for packet. The default setting
is 1492.

PPP/MP Setup PPP Authentication — Select PAP only or PAP or CHAP
for PPP.

Idle Timeout — Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address Assignment Usually ISP dynamically assigns IP address to you each
Method (IPCP) time you connect to it and request. In some case, your ISP
provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function.

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 8 public IP addresses
other than the current one you are using. Type the
additional WAN IP address and check the Enable box. Then
click OK to exit the dialog.

e WANZIP Alies - HErMNEE = [=[O] x |

[ 172.16.3.143:2860M ocdwipaliss him +
.Y
WAN2 IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool
1. 10.32.0.10

2, 10.39.0.150 O

3. 0.0.0.0

*

0.0.0.0

0.0.0.0

0.0.0.0

=

0.0.0.0

®

0.0.0.0

‘3DDDDDD!

\
M
=

| 1724 | 2532 == Next ==

[ ok | [claran | [ Close |

Fixed IP — Click Yes to use this function and type in a
fixed IP address in the box of Fixed IP Address.

Default MAC Address — You can use Default MAC
Address or specify another MAC address by typing on the
boxes of MAC Address for the router.

Specify a MAC Address — Type the MAC address for the
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router manually.

After finishing all the settings here, please click OK to activate them.

Details Page for Static or Dynamic IP in WAN2

For static IP mode, you usually receive a fixed public IP address or a public subnet, namely
multiple public IP addresses from your DSL or Cable ISP service providers. In most cases, a
Cable service provider will offer a fixed public IP, while a DSL service provider will offer a
public subnet. If you have a public subnet, you could assign an IP address or many IP address
to the WAN interface.

To use Static or Dynamic IP as the accessing protocol of the internet, please click the Static
or Dynamic IP tab. The following web page will be shown.

WAN == Internet Access

WARN 2
PPPcE Static or Dynamic IP PPTP/L2TP IPvE
@& Enable O Disable WAN IP Network Settings WAMN P Alias

O Obtain an IP address automatically
Keep WAN Connection

[ Enable PING to keep alive
PIMG to the IP

Router Name

Domain Name

* 1 Required for some ISPs

PING Interval 0 minute(s) DHCP Client Identifier for some ISP
WAN Connection Detection 0 Enable

Mode ARP Detect # Username

Ping 1P Password

TTL: @ Specify an IP address

IP Address 172.16.3.130

MTU 1442 | (Max:1500) Subnet Mask 255.255.0.0
RIP Protocol Gateway IP Address 172.16.11
[0 Enable RIP

& Default MAC Address
O Specify a MAC Address

MAC Address:

DMNS Server IP Address
Primary IP Address 168.95.11

Secondary IP Address 5844

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description

Enable / Disable Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

Keep WAN Connection Normally, this function is designed for Dynamic IP
environments because some ISPs will drop connections if
there is no traffic within certain periods of time. Check
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Enable PING to keep alive box to activate this function.

PING to the IP - If you enable the PING function, please
specify the IP address for the system to PING it for keeping
alive.

PING Interval - Enter the interval for the system to
execute the PING operation.

WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

MTU It means Max Transmit Unit for packet. The default setting
is 1492.
RIP Protocol Routing Information Protocol is abbreviated as RIP

(RFC1058) specifying how routers exchange routing
tables information. Click Enable RIP for activating this

function.
WAN IP Network This group allows you to obtain an IP address automatically
Settings and allows you type in IP address manually.

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 8 public IP addresses
other than the current one you are using.

‘o WANZIP Alias - EEHDS

[ 17216 3. 1432860 achwipalias him 3
M
WAN2 IP Alias { Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool
1. 10.33.0.10
2. 10.33.0.150 O
3. O 0000
4, O 0000
L. i 0000
&. O 0.0.0.0
7. i 0.0.0.0
8. O 0.0.0.0
<z 18 | 916 | 1724 | 2532 == Next ==
[ ok | [clearan | [ Close |
W

Obtain an IP address automatically — Click this button to
obtain the IP address automatically if you want to use
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Dynamic IP mode.

® Router Name: Type in the router name provided
by ISP.

® Domain Name: Type in the domain name that
you have assigned.

DHCP Client Identifier for some ISP

® Enable: Check the box to specify username and
password as the DHCP client identifier for some
ISP.

® Username: Type a name as username. The
maximum length of the user name you can set is
63 characters.

® Password: Type a password. The maximum
length of the password you can set is 62
characters.

Specify an IP address — Click this radio button to specify
some data if you want to use Static 1P mode.

® |IP Address: Type the IP address.
® Subnet Mask: Type the subnet mask.

® Gateway IP Address: Type the gateway IP
address.

Default MAC Address: Click this radio button to use
default MAC address for the router.

Specify a MAC Address: Some Cable service providers
specify a specific MAC address for access authentication.
In such cases you need to click the Specify a MAC
Address and enter the MAC address in the MAC Address
field.

DNS Server IP Address

Type in the primary IP address for the router if you want to
use Static IP mode. If necessary, type in secondary IP
address for necessity in the future.

After finishing all the settings here, please click OK to activate them.
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Details Page for PPTP/L2TP in WAN2

To use PPTP/L2TP as the accessing protocol of the internet, please click the PPTP/L2TP tab.
The following web page will be shown.

WAN >> Internet Access

WAN 2
PPPoE Static or Dynamic IP PPTP IPv6
(JEnable & Disable PPP Setup
PPTP Server PPP Authentication PAP or CHAP &
Specify Gateway IP Address Idle Timeout L1 second(s)
10.39.01 IP Address Assignment Method (IPCP)
Wish P Alias

ISP Access Setup Fixed IP: O ¥es @& Mo (Dynamic IP)

Fixed IP Address

Password WAN IP Network Settings
Index(1-15) in Schedule Setup:

Username

& 0btain an IP address automatically

== s ; ) ) Specify an IP address
IP Address 10.39.0.13
MTU Max: 1460
1460 | (Max:1460) Subnet Mask 255 255 255.0
[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

PPTP/L2TP Enable PPTP- Click this radio button to enable a PPTP
client to establish a tunnel to a DSL modem on the WAN
interface.

Enable L2TP - Click this radio button to enable a L2TP
client to establish a tunnel to a DSL modem on the WAN
interface.

Disable — Click this radio button to close the connection
through PPTP or L2TP.

Server Address - Specify the IP address of the PPTP/L2TP
server if you enable PPTP/L2TP client mode.

Specify Gateway IP Address — Specify the gateway IP
address for DHCP server.

ISP Access Setup Username -Type in the username provided by ISP in this
field. The maximum length of the user name you can set is
63 characters.

Password -Type in the password provided by ISP in this
field. The maximum length of the password you can set is
62 characters.

Index (1-15) in Schedule Setup - You can type in four sets
of time schedule for your request. All the schedules can be
set previously in Application >> Schedule web page and
you can use the number that you have set in that web page.

MTU It means Max Transmit Unit for packet. The default setting
is 1460.
PPP Setup PPP Authentication - Select PAP only or PAP or CHAP
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for PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address Assignment WAN IP Alias - If you have multiple public IP addresses
Method(IPCP) and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 8 public IP addresses
other than the current one you are using.

e WANZIP Alies - HErMNEE = [=[O] x |

[ 172.16.3.143:2860M ocdwipaliss him +

e

WAN2 IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool

1o 10.39.0.10

2, 10.39.0.150 O

3. 0.0.0.0
0.0.0.0
0.0.0.0

0.0.0.0

=

0.0.0.0

®

0.0.0.0

‘3DDDDDD!

\
M
=

| 1724 | 2532 == Next ==

[ ok | [claran | [ Close |

Fixed IP - Usually ISP dynamically assigns IP address to
you each time you connect to it and request. In some case,
your ISP provides service to always assign you the same IP
address whenever you request. In this case, you can fill in
this IP address in the Fixed IP field. Please contact your ISP
before you want to use this function. Click Yes to use this
function and type in a fixed IP address in the box.

Fixed IP Address -Type a fixed IP address.

WAN IP Network Obtain an IP address automatically — Click this button to
Settings obtain the IP address automatically.
Specify an IP address — Click this radio button to specify
some data.

® |P Address — Type the IP address.
®  Subnet Mask — Type the subnet mask.

After finishing all the settings here, please click OK to activate them.
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Details Page for 3G/4G USB Modem (PPP mode) in WAN3

To use 3G/4G USB Modem (PPP mode) as the accessing protocol of the internet, please
choose Internet Access from WAN menu. Then, select 3G/4G USB Modem (PPP mode) for
WANS. The following web page will be shown.

WAN >> Internet Access ) )
WAN 3 | Modem Support List |
3G/4G USE Modem(PPP mode) (JEnable ®Disable

SIM PIN code

WTEFENNVT 1 8D2ECTS0=0

Modem Initial Strin
& (Default ATRFEOV1X18:D28C150=0)

APM Mame
Maodem Initial String2 WT
Maodem Dial String WTDT=90#
(Default, ATOT*99#, COMAATDTH#TTZ, TD-
SCOMAATDT*O8* 1)
Service Name [Cptional)
PPP Username (Dptional)
PPP Password (Dptional)

PPP Authentication
Index(1-15) in Schedule Setup:
=> J Ll Ll

WAN Connection Detection
Mode
Ping IP
TTL:

[ ok | [ Cancel | [ Default |

Available settings are explained as follows:

Item Description

Modem Support List It lists all of the modems supported by such router.

3G /4G USB Modem (PPP | Click Enable for activating this function. If you click

mode) Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

SIM PIN code Type PIN code of the SIM card that will be used to access
Internet.
The maximum length of the PIN code you can set is 15
characters.

Modem Initial String Such value is used to initialize USB modem. Please use the
default value. If you have any question, please contact to
your ISP.

The maximum length of the string you can set is 47
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characters.

APN Name

APN means Access Point Name which is provided and
required by some ISPs. Type the name and click Apply.

The maximum length of the name you can set is 43
characters.

Modem Initial String2

The initial string 1 is shared with APN.

In some cases, user may need another initial AT command
to restrict 3G band or do any special settings.

The maximum length of the string you can set is 47
characters.

Modem Dial String

Such value is used to dial through USB mode. Please use
the default value. If you have any question, please contact
to your ISP.

The maximum length of the string you can set is 31
characters.

Service Name

Enter the description of the specific network service.

PPP Username

Type the PPP username (optional). The maximum length of
the name you can set is 63 characters.

PPP Password

Type the PPP password (optional). The maximum length of
the password you can set is 62 characters.

PPP Authentication

Select PAP only or PAP or CHAP for PPP.

Index (1-15) in Schedule
Setup

You can type in four sets of time schedule for your request.
All the schedules can be set previously in Application >>
Schedule web page and you can use the number that you
have set in that web page

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

After finishing all the settings here, please click OK to activate them.
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Details Page for 4G USB Modem (DHCP mode) in WAN3

To use 4G USB Modem (DHCP mode) as the accessing protocol of the internet, please
choose Internet Access from WAN menu. Then, select 4G USB Modem (DHCP mode) for
WANS. The following web page will be shown.

WAN >= Internet Access

WAN 3

o

| Modem Support List |

4G USB Modem(DHCFP mode)
SIM PIN code

Metwaork Maode

APN Mame

MTU

LTE software version
LTE hardware version

WAN Connection Detection
Mode
Ping IP
TTL:

®Enable ODisable

4G/3GI2G » | (Default:4G/3G/23G)

1380 {Default:1380)

ARF Detect »

[ ok | [ cancel |

Available settings are explained as follows:

ltem

Description

Modem Support List

It lists all of the modems supported by such router.

4G USB Modem (DHCP
mode)

Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

SIM PIN code

Type PIN code of the SIM card that will be used to access
Internet.

The maximum length of the PIN code you can set is 19
characters.

Network Mode

Force Vigor router to connect Internet with the mode
specified here. If you choose 4G/3G/2G as network mode,
the router will choose a suitable one according to the actual
wireless signal automatically.

APN Name

APN means Access Point Name which is provided and
required by some ISPs. Type the name and click Apply.
The maximum length of the name you can set is 47
characters.
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MTU It means Max Transmit Unit for packet. The default setting is

1380.
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

After finishing all the settings here, please click OK to activate them.

Details Page for IPv6 — Offline in WAN1/WAN2/WAN3
When Offline is selected, the IPv6 connection will be disabled.

VWARN ==> Internet Access

VAN 1
PFPcE Static or Dynamic IP PPTP IPvE
Internet Access lMode
Connection Type Offline hd
[ oK ] [ Cancel ]

Details Page for IPv6 — PPP in WAN1/WAN2

During the procedure of IPv4 PPPoE connection, we can get the IPv6 Link Local Address
between the gateway and Vigor router through IPv6CP. Later, use DHCPv6 or Accept RA to
acquire the IPv6 prefix address (such as: 2001:B010:7300:200::/64) offered by the ISP. In
addition, PCs under LAN also can have the public IPv6 address for Internet access by means
of the generated prefix.

No need to type any other information for PPP mode.

WARN == Internet Access

WAN 1
PPPoE Static or Dynamic IP PPTP 1PvE

Internet Access Mode

Connection Type PFP b

Note : IPv4 WAN setting should be PPPoE client.

[ Ok ] [ Cancel l

Below shows an example for successful IPv6 connection based on PPP mode.
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Note: At present, the IPv6 prefix can be acquired via the PPPoE mode connection which
is available for the areas such as Taiwan (hinet), the Netherlands, Australia and UK.

Details Page for IPv6 — TSPC in WAN1/WAN2/WAN3

Tunnel setup protocol client (TSPC) is an application which could help you to connect to IPv6
network easily.

Please make sure your IPv4 WAN connection is OK and apply one free account from hexago
(http://gogonet.gogo6.com/page/freenet6-account ) before you try to use TSPC for network
connection. TSPC would connect to tunnel broker and requests a tunnel according to the
specifications inside the configuration file. It gets a public IPv6 IP address and an IPv6 prefix
from the tunnel broker and then monitors the state of the tunnel in background.

After getting the IPv6 prefix and starting router advertisement daemon (RADVD), the PC
behind this router can directly connect to IPv6 the Internet.

WAN == Internet Access

WWAN 1
PPPoE Static or Dynamic IP PPTP IPvB

Internet Access Mode

Connection Type TSPC v

T5SPC Configuration

Username
Passwaord
Confirm Password

Tunnel Broker

[ oK ] [ Cancel

Available settings are explained as follows:
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ltem

Description

Username

Type the name obtained from the broker. It is suggested for
you to apply another username and password for
http://gogonet.gogo6.com/page/freenet6-account.

The maximum length of the name you can set is 63
characters.

Password

Type the password assigned with the user name.

The maximum length of the name you can set is 19
characters.

Confirm Password

Type the password again to make the confirmation.

Tunnel Broker

Type the address for the tunnel broker IP, FQDN or an
optional port number.

After finished the above settings, click OK to save the settings.

Details Page for IPv6 — AICCU in WAN1/WAN2/WAN3

WAN == Internet Access

WAN 2
PPPoE

Static or Dynamic IP PPTP IPvG

[ always on
Username

Password

Tunnel Broker
Subnet Prefix

Internet Access Mode
Connection Type

AICCU Configuration

Caonfirm Password

AlCCU v

tic.siwis net

Note: If "Always On" is not enabled, AICCU connection would anly retry three times.

[ ok | [ cancel |

Available settings are explained as follows:

Item Description

Always On Check this box to keep the network connection always.

Username Type the name obtained from the broker. Please apply new
account at http://www.sixxs.net/. It is suggested for you to
apply another username and password.
The maximum length of the name you can set is 19
characters.

Password Type the password assigned with the user name.

The maximum length of the password you can set is 19
characters.
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Confirm Password Type the password again to make the confirmation.

Tunnel Broker Type the address for the tunnel broker IP, FQDN or an
optional port number.

Subnet Prefix Type the subnet prefix address getting from service
provider.

The maximum length of the prefix you can set is 128
characters.

After finished the above settings, click OK to save the settings.

Details Page for IPv6 — DHCPv6 Client in WAN1/WAN2
DHCPv6 client mode would use DHCPv6 protocol to obtain IPv6 address from server.

WAHN == Internet Access

WAN 1

PPPoE Static or Dynamic IP EEE IPvB
Internet Access Mode

Connection Type DHCPwE Client »

DHCPv6 Client Configuration
Identity Association ® Prefix Delegation © MNon-temporary Address
IAID (Identity Association ID) |4230640032

[ 0K ] [ Cancel

Available settings are explained as follows:

Item Description

Identify Association Choose Prefix Delegation or Non-temporary Address as
the identify association.

IAID Type a number as IAID.

After finished the above settings, click OK to save the settings.
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Details Page for IPv6 — Static IPv6 in WAN1/WAN2
This type allows you to setup static IPv6 address for WAN interface.

VAN == Internet Access

WARN 1
PPPoE Static or Dynamic IP PPTP IPv6

Internet Access Mode

Connection Type Static IPv6 v

Static IPv6 Address configuration
IPvH Address / Prefix Length

Current IPv6 Address Table

Index IPvé Rddress/Prefix Length Bcope

Static IPve Gateway configuration
IPv6 Gateway Address

[ oK l [ Cancel

Available settings are explained as follows:

Item Description
Static IPv6 Address IPv6 Address — Type the IPv6 Static IP Address.
configuration Prefix Length — Type the fixed value for prefix length.

Add - Click it to add a new entry.
Delete — Click it to remove an existed entry.

Current IPv6 Address Display current interface IPv6 address.

Table

Static IPv6 Gateway IPv6 Gateway Address - Type your IPv6 gateway address
Configuration here.

After finished the above settings, click OK to save the settings.
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Details Page for IPv6 — 6in4 Static Tunnel in WAN1/WAN2
This type allows you to setup 6in4 Static Tunnel for WAN interface.
Such mode allows the router to access IPv6 network through IPv4 network.

However, 6in4 offers a prefix outside of 2002::0/16. So, you can use a fixed endpoint rather
than any cast endpoint. The mode has more reliability.

WAHN == Internet Access ﬂ

WWAN 1
PPPoE Static or Dynamic IP PPTP/L2TP IPv6

Internet Access Mode
Connection Type Gind Static Tunnel ¥

6ind Static Tunnel
Remote Endpoint IPv4 Address

6in4 IPv& Address /|64 (default:64)
LAN Routed Prefix /|64 (default:64)
Tunnel TTL 255 (default:255)

0K ] [ Cancel

Available settings are explained as follows:

Item Description

Remote Endpoint IPv4 Type the static IPv4 address for the remote server.
Address

6in4 IPv6 Address Type the static IPv6 address for IPv4 tunnel with the value

for prefix length.

LAN Routed Prefix Type the static IPv6 address for LAN routing with the value
for prefix length.

Tunnel TTL Type the number for the data lifetime in tunnel.

After finished the above settings, click OK to save the settings.
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Below shows an example for successful IPv6 connection based on 6in4 Static Tunnel mode.

Online Status

Physical Connection
IPvd

System Uptime: Oday 0:4:16

LAN Status
IP Address

2001:4DD0:FF00:83E4:21D:AAFF:FE83:11B4/64 (Global)
FEB0::21D:AAFF:FE83:11B4/64 (Link)

FES80::C0A8:651D/128 (Link)
TX Packets RX Packets
3 26

TX Packets RX Packets TX Bytes RX Bytes

14 80 1244 6815
WAN1 IPvé Status

Enable Mode Up Time

Yes 6ind Static Tunnel  0:04:07

IP Gateway IP

2001:4DD0:FF10:83E4::2131/64 (Global) =

TX Bytes RX Bytes
211 2302

Details Page for IPv6 — 6rd in WAN1/WAN2
This type allows you to setup 6rd for WAN interface.

WAN 1

PPPoE Static or Dynamic IP PPTP/L2TP IPv6

Internet Access Mode

Connection Type

6rd Settings
6rd Mode

Static 6rd Settings
IPv4 Border Relay:

IPv4 Mask Length:
6rd Prefix:
6rd Prefix Length:

érd [~]

@ Auto 6rd @ Static 6rd

192.168.101.111
0

2001:E41::

32

[ OK ] [ Cancel

Available settings are explained as follows:

ltem

Description

6rd Mode

Auto 6rd — Retrieve 6rd prefix automatically from 6rd
service provider. The IPv4 WAN must be set as "DHCP".

Static 6rd - Set 6rd options manually.

IPv4 Border Relay

Type the IPv4 addresses of the 6rd Border Relay for a given
6rd domain.

IPv4 Mask Length

Type a number of high-order bits that are identical across
all CE IPv4 addresses within a given 6rd domain.

It may be any value between 0 and 32.
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6rd Prefix Type the 6rd IPv6 address.

6rd Prefix Length Type the IPv6 prefix length for the 6rd IPv6 prefix in

number of bits.

After finished the above settings, click OK to save the settings.

Below shows an example for successful IPv6 connection based on 6rd mode.

Online Status

Physical Connectien

System Uptime: Oday 0:8:15

IPv4 IPv6

LAN Status

IP Address

2001:E41:A865:1D00:21D:AAFF:FE83:11B4/64 (Global)

FE80::21D:AAFF:FE83:11B4/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

15 113 1354 18040
WAN1 IPvE Status

Enable Mode Up Time

Yes ord 0:09:06

IP Gateway IP

2001:E41:A865:1D01:21D:AAFF:FE83:11B5/128 E=s
(Global)

FE80::C0A8:651D/128 (Link)

TX Packets RX Packets TX Bytes RX Bytes

13 29 967 2620
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3.1.4 Multi-PVC
This router allows you to create multi-PVC for different data transferring for using. Simply go
to Internet Access and select Multi-PVC page.
General

The system allows you to set up to eight channels which are ready for choosing as the first
PVC line that will be used as multi-PVC.

WAN => Multi- PVC

Multi PVC

General Advanced

Channel Enable WAN Type VPI'VCI  VLAN Tag Port-hased Bridge

1 Yes ADSL 8/35 MNone

2 Mo Ethernet{¥AN2) Mane

3 No ADSL 1/43 MNone

4. WaAN4 Mo ADSL 1744 Mane Enable P1 P2 P2l P4

5. WaNSE Mo ADSL 1/45 Mone Enahle pi pz pal | p4

6. WANG Mo ADSL 1/46 Mane Enable i Pz Ppal P4

1. Mo ADSL 1/47 Mone Enable = 'P1 P2 P3| P4

8. o ADSL 1/48 Mone Enable | P11l /p2 p3l [p4
[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description

Channel Display the number of each channel.

Channels 1 and 2 are used by the Internet Access web user
interface and can not be configured here.

Channels 4 ~ 8 are configurable.

Enable Display whether the settings in this channel are enabled
(Yes) or not (No).

WAN Type Displays the physical medium that the channel will use.

VPI/VCI Display the value for VPI and VCI.

VLAN Tag Displays the VLAN tag value that will be used for the

packets traveling on this channel.

Port-based Bridge The network traffic flowing on each channel will be
identified by the system via their VLAN Tags. Channels
using the same WAN type may not configure the same
VLAN tag value.

Enable - Check this box to enable the port-based bridge
function on this channel.

P1 ~ P4 — Check the box(es) to build bridge connection on
LAN.
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Click any index (7~8) to get the following web page:

WAN == Multi-PVC >> Channel 7

Multi-PvC Channel 7: @ Enable O Disable
General Settings ATM QoS
WPRI 1 Qos Type UBR
WCI 47 PCR 0
Protocol PPPol SCR 0
Encapsulation VO MUK v MBS 0
Oadd wLsN Header
WLAMN Tag 0
Priority 0
Bridge mode
CJEnable
Physical Members
P1 L Ilpe2 [ lp3 [ p4
[ Ok ] [ Cancel

Available settings are explained as follows:

ltem

Description

Multi-VLAN Channel 7/8

Enable - Click it to enable the configuration of this
channel.

Disable —Click it to disable the configuration of this
channel.

General Settings

VPI - Type in the value provided by your ISP.

VCI - Type in the value provided by your ISP.

Protocol - Select a proper protocol for this channel.
Encapsulation - Choose a proper type for this channel. The

types will be different according to the protocol setting that
you choose.

1483 Route IP LLC bt
1433 Bridged IP LLC
1483 Foute IP LLC
1483 Bridged IP % C-Mux

1483 Houted [P %C-Mux(IPoA)
LLC/ASHAR 1433 Bridged IP{IFoE)

Add VLAN Header — Check the box to enable the
following two options.

VLAN Tag - Type the value as the VLAN ID number.
Valid settings are in the range from 1 to 4095. The network
traffic flowing on each channel will be identified by the
system via their VLAN Tags. Channels using the same
WAN type may not configure the same VLAN tag value.

Priority — Choose the number to determine the packet
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priority for such VLAN. The range is from 0 to 7.

ATM Oo0S Such option is available only when WANL1 is connected
with the type of ADSL.

QoS Type - Select a proper QoS type for the channel.

Type the values for PCR, SCR and MBS respectively.

Bridge mode Enable — Click it to enable Bridge mode for such channel.

Physical Members — Group the physical ports by checking
the corresponding check box(es) for applying the bridge
connection.

After finished the above settings, click OK to save the settings.

WAN links for Channel 4, 5 and 6 are provided for router-borne application such as TR-069.
The settings must be applied and obtained from your ISP. For your special request, please
contact with your ISP and then click WAN link of Channel 4, 5 and 6 to configure your router.
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WAN == Multi-PVC >> Channel 4

Multi-PvC Channel 4: @ Enable O Disable

General Settings ATM QoS
VPRI 1 Qos Type UER
YCI 44 PCR 0
Protocal PPPoA, SCR 0
Encapsulation WO MU W MBS 0

[ add vLAM Header
YLaN Tag 0

Priority 0

O Open Port-based Bridge Connection for this Channel
Physical Members
P1 Pz P3 P4

[C10pen WAN Interface for this Channel
WaN Application: | Management %

WaN Connection Detection

Mode ARP Detect »

Ping IP
PPPoE/PPPoA Client MPoA (RFC1483/2684)
ISP Access Setup Obtain an IP address automatically
ISP Mame Router Mame igar *
Username Domain Mame *
Password *! Required for some [SPs
PPP &uthentication Specify an IP address

[P Address
Always On

Idle Timeout 1 second(s) Subnet Mask
IP Address From ISP Gateway IP Address
Fixed IP Yes Mo {Dynamic IP) DNS Server IP Address
Fized IP Address Primary IP Address ER= RN

Secondary IP Address 8.8.4.4

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description
Multi-VLAN Channel Enable — Click it to enable the configuration of this
4/5/6 channel.
Disable —Click it to disable the configuration of this
channel.
General Settings VPI - Type in the value provided by your ISP.
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VCI - Type in the value provided by your ISP.
Protocol - Select a proper protocol for this channel.

Encapsulation - Choose a proper type for this channel. The
types will be different according to the protocol setting that
you choose.

WEMUE W

LLC/SNAP

Add VLAN Header — Check the box to enable the
following two options.

VLAN Tag - Type the value as the VLAN ID number.
Valid settings are in the range from 1 to 4095. The network
traffic flowing on each channel will be identified by the
system via their VLAN Tags. Channels using the same
WAN type may not configure the same VLAN tag value.

Priority — Choose the number to determine the packet
priority for such VLAN. The range is from 0 to 7.

Open Port-based Bridge
Connection for this
Channel

The settings here will create a bridge between the LAN
ports selected and the WAN. The WAN interface of the
bridge connection will be built upon the WAN type selected
using the VLAN tag configured.

Physical Members — Group the physical ports by checking
the corresponding check box(es) for applying the port-based
bridge connection.

Open WAN Interface for

Check the box to enable relating function.

this Channel WAN Application —
® Management — It can be specified for general
management (Web configuration/telnet/TR069). If
you choose Management, the configuration for this
VLAN will be effective for Web
configuration/telnet/TR069.
® IPTV - The IPTV configuration will allow the WAN
interface to send IGMP packets to IPTV servers.
® VolIP - The VolIP configuration will allow the WAN
interface to send VolP packets to servers.
ISP Access Setup for Enter your allocated username, password and authentication

PPPoE/PPPoA Client

parameters according to the information provided by your
ISP.

ISP Name — Type in the name of your ISP.

Username — Type in the username provided by ISP in this
field. The maximum length of the name you can set is 80
characters.

Password — Type in the password provided by ISP in this
field. The maximum length of the password you can set is
48 characters.

PPP Authentication — Select PAP only or PAP or CHAP
for PPP.

Always On — Check it to keep the network connection
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always.

Idle Timeout — Set the timeout for breaking down the
Internet after passing through the time without any action.

Fixed IP — Click Yes to use this function and type in a
fixed IP address in the box of Fixed IP Address.

WAN IP Network Obtain an IP address automatically — Click this button to

Settings for Static or obtain the IP address automatically.

Dynamic IP ® Router Name — Type in the router name provided by
ISP.

® Domain Name — Type in the domain name that you
have assigned.

Specify an IP address — Click this radio button to specify
some data.

® IP Address — Type in the private IP address.
® Subnet Mask — Type in the subnet mask.
® Gateway IP Address — Type in gateway IP address.

DNS Server IP Address - Type in the primary IP address
for the router if you want to use Static IP mode. If
necessary, type in secondary IP address for necessity in the
future.

After finished the above settings, click OK to save the settings and return to previous page.

Advanced

Such configuration is applied to upstream packets. Such information will be provided by ISP.
Please contact with your ISP for detailed information.

Note that such web page is available only when ADSL is selected as WAN type.

WAHN => Multi-PVCs

Multi-PVCs
General Advanced
ATM QoS
Channel QoS Type PCR SCR MBS PVC to PVC Binding
1l UBR  + 0
2.
3. Disable v

Note:1.If the parameters in the ATM QoS settings are set to zero,then their default settings will be used.
Also,PCR{max)=ADSL Up Speed /53/8 .

2.Multiple channels may use the same ADSL channel link through the PVC Binding configuration. The PVC
Binding configuration is only supported for channels using ADSL,please make sure the channel that you are
binding to is using ADSL as its WAN type.The binding will work only under PPPoE and MPoA 1483 Bridge
mode.

QK ] [ Cancel
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Available settings are explained as follows:

Item Description

QoS Type Select a proper QoS type for the channel according to the
information that your ISP provides.

LIBR

PCR It represents Peak Cell Rate. The default setting is “0”.

SCR It represents Sustainable Cell Rate. The value of SCR must
be smaller than PCR.

MBS It represents Maximum Burst Size. The range of the
value is 10 to 50.

PVC to PVC Binding It allows the PVVC channel to use the same ADSL

connection settings of another PVC channel. Please choose
the PVC channel (must be enabled first) via the drop down
list.

This option is available only when the PVC channel is
enabled on the General tab.

After finished the above settings, click OK to save the settings

3.2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design of
network structure is related to what type of public IP addresses coming from your ISP.

3.2.1 Basics of LAN

The most generic function of Vigor router is NAT. It creates a private subnet of your own. As
mentioned previously, the router will talk to other public hosts on the Internet by using public
IP address and talking to local hosts by using its private IP address. What NAT does is to
translate the packets from public IP address to private IP address to forward the right packets
to the right host and vice versa. Besides, Vigor router has a built-in DHCP server that assigns
private IP address to each local host. See the following diagram for a briefly understanding.
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Internet

DHCP Server
Public IP Address

Private Subnet }
Router IP Address:192.168.1.1 2

192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13

In some special case, you may have a public IP subnet from your ISP such as
220.135.240.0/24. This means that you can set up a public subnet or call second subnet that
each host is equipped with a public IP address. As a part of the public subnet, the Vigor router
will serve for IP routing to help hosts in the public subnet to communicate with other public
hosts or servers outside. Therefore, the router should be set as the gateway for public hosts.

Internet
Public IP Address: m
220.135.240.207 \
Private Subnet S
Router IP Address:192.168.1.1 Publlc Subnet
192.168.1.22 192.168.1.11 220.135.240.210 220.135.240.209

What is Routing Information Protocol (RIP)

Vigor router will exchange routing information with neighboring routers using the RIP to
accomplish IP routing. This allows users to change the information of the router such as IP
address and the routers will automatically inform for each other.

What is Static Route

When you have several subnets in your LAN, sometimes a more effective and quicker way for
connection is the Static routes function rather than other method. You may simply set rules to
forward data from one specified subnet to another specified subnet without the presence of
RIP.
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What are Virtual LANs and Rate Control

You can group local hosts by physical ports and create up to 8 virtual LANSs. To manage the
communication between different groups, please set up rules in Virtual LAN (VLAN) function
and the rate of each.

3.2.2 General Setup

This page provides you the general settings for LAN. Click LAN to open the LAN settings
page and choose General Setup.

There are six subnets provided by the router which allow users to divide groups into different
subnets (LAN1 — LANZ2). In addition, different subnets can link for each other by configuring
Inter-LAN Routing. At present, LAN1 setting is fixed with NAT mode only. LAN2 can be
operated under NAT or Route mode. IP Routed Subnet can be operated under Route mode.

LAN == General Setup

General Setup
Index Status DHCP IP address
LAN 1 v v 192.168.1.1
LAN 2 O 10.39.0.13
IP Routed Subnet O 192.168.0.1

You can configure DHCP server options here.

CIForce router to use "DNS server IP address” settings specified in
Inter-LAN Routing

Subnet LAN 1 LAN 2
LAN 1
LAN 2

Note: LAM 2 is available when VLAN is enabled.

Available settings are explained as follows:

Item Description

General Setup Allow to configure settings for each subnet respectively.
Index - Display all of the LAN items.

Status- Basically, LANL1 status is enabled in default.
LAN2 -LANG6 and IP Routed Subnet can be observed by
checking the box of Status.

DHCP- LANL1 is configured with DHCP in default. If
required, please check the DHCP box for each LAN.

IP Address - Display the IP address for each LAN item.
Such information is set in default and you can not modify it.

Details Page - Click it to access into the setting page. Each
LAN will have different LAN configuration page. Each
LAN must be configured in different subnet.

IPv6 — Click it to access into the settings page of IPv6.

Advanced DHCP packets can be processed by adding option number
and data information when such function is enabled.
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LAN >> General Setup

DHCP Options Status

© Enable @ Disable
Options List

Index Cption Number Lscii/Hex Data

Option Number:
DataType: ®ascii O'Hex (Example of Hex Data Type Input Format:0xff 0x00 0xc0 0xa8)

Mote: Maximum number of custom DHCP option is five.

Enable/Disable — Enable/Disable the function of DHCP
Option. Each DHCP option is composed by an option
number with data. For example,

Option number:100
Data: abcd

When such function is enabled, the specified values for
DHCP option will be seen in DHCP reply packets.

Option Number — Type a number for such function.

DataType — Choose the type (ASCII or Hex) for the data to
be stored.

Data — Type the content of the data to be processed by the
function of DHCP option.

Data:

Force router to use DNS Force Vigor router to use DNS servers configured in
server IP address ..... LANI/LAN2/LAN3/LAN4/LANS/LANG instead of DNS
servers given by the Internet Access server (PPPoE, PPTP,
L2TP or DHCP server).

Inter-LAN Routing Check the box to link two or more different subnets (LAN
and LAN).

When you finish the configuration, please click OK to save and exit this page.
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Details Page for LAN1 — Ethernet TCP/IP and DHCP Setup

There are two configuration pages for LAN1, Ethernet TCP/IP and DHCP Setup (based on
IPv4) and IPv6 Setup. Click the tab for each type and refer to the following explanations for
detailed information.

LAN => General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup LAN 1 IPv6 Setup
Network Configuration DHCP Server Configuration
For NAT Usage @ Enable Server O Disable Server
IP address 192.168.1.1 CEenable relay agent
Subnet Mask 55 D55 255 [ Start IP Address 192.168.1.10
IP Pool Counts 200
RIP Protocaol Contral Disable

Gateway IP Address 192.168.1.1
Mote: Disable LAN & Enable LAN shouldn't be in the
same subnet. Lease Time 36400 3

Retrieve IPs from inactive clients periodically

DNS Server IP Address
Primary IP Address

Secondary IP Address

Available settings are explained as follows:

Item Description

Network Configuration For NAT Usage,

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

RIP Protocol Control,

Disable - deactivate the RIP protocol. It will lead to a
stoppage of the exchange of routing information between
routers. (Default)

Enable — activate the RIP protocol.

DHCP Server DHCP stands for Dynamic Host Configuration Protocol.
Configuration The router by factory default acts a DHCP server for your
network so it automatically dispatch related IP settings to
any local user configured as a DHCP client. It is highly
recommended that you leave the router enabled as a DHCP
server if you do not have a DHCP server for your network.

If you want to use another DHCP server in the network
other than the Vigor Router’s, you can let Relay Agent help
you to redirect the DHCP request to the specified location.
Enable Server - Let the router assign IP address to every
host in the LAN.

Disable Server — Let you manually assign IP address to
every host in the LAN.

Enable Relay Agent —Specify which subnet that DHCP
server is located the relay agent should redirect the DHCP
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request to.

® DHCP Server IP Address — It is available when
Enable Relay Agent is checked. Set the IP address of
the DHCP server you are going to use so the Relay
Agent can help to forward the DHCP request to the
DHCP server.

Start IP Address - Enter a value of the IP address pool for
the DHCP server to start with when issuing IP addresses. If
the 1st IP address of your router is 192.168.1.1, the starting
IP address must be 192.168.1.2 or greater, but smaller than
192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that
you want the DHCP server to assign IP addresses to. The
default is 50 and the maximum is 253.

Gateway IP Address - Enter a value of the gateway IP
address for the DHCP server. The value is usually as same
as the 1st IP address of the router, which means the router is
the default gateway.

Lease Time - Enter the time to determine how long the IP
address assigned by DHCP server can be used.

Retrieve IPs from inactive clients periodically —
Whenever a DHCP client requests an IP address from the
LAN DHCP server, the server will give out an IP to this
client for a certain amount of time (e.g., 1 day). However,
even if this client only uses the IP for say 5 minutes, the
server still "reserves” 1 day for that client. Because a DHCP
server only has a limited number of IPs to lease to its
DHCP clients, soon enough all the IPs will be used out and
then no one will be able to get any IPs from this server
anymore. Therefore, this feature is used to get the IP back
from inactive clients (i.e. doesn't use the IP but the server
still reserves the IP for him).

DNS Server IP Address

DNS stands for Domain Name System. Every Internet host
must have a unique IP address, also they may have a
human-friendly, easy to remember name such as
www.yahoo.com. The DNS server converts the
user-friendly name into its equivalent IP address.

Primary IP Address -You must specify a DNS server IP
address here because your ISP should provide you with
usually more than one DNS Server. If your ISP does not
provide it, the router will automatically apply default DNS
Server IP address: 194.109.6.66 to this field.

Secondary IP Address - You can specify secondary DNS
server IP address here because your ISP often provides you
more than one DNS Server. If your ISP does not provide it,
the router will automatically apply default secondary DNS
Server IP address: 194.98.0.1 to this field.

The default DNS Server IP address can be found via Online
Status:
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Online Status

Physical Connection System Uptime: 22:22:45

IPv4 IPvE
LAN Status Primary DNS: §.8.8.8 Secondary DNS: 8.5.4.4
IP Address TX Packets RX Packets
192.168.1.1 o 41533

If both the Primary IP and Secondary IP Address fields are
left empty, the router will assign its own IP address to local
users as a DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS
cache, the router will resolve the domain name immediately.
Otherwise, the router forwards the DNS query packet to the
external DNS server by establishing a WAN (e.g.
DSL/Cable) connection.

When you finish the configuration, please click OK to save and exit this page.

Details Page for LAN1 — IPv6 Setup

There are two configuration pages for LAN1, Ethernet TCP/IP and DHCP Setup (based on
IPv4) and IPv6 Setup. Click the tab for each type and refer to the following explanations for
detailed information. Below shows the settings page for IPv6.

LAN == General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup LAN 1 IPv6 Setup

Router Advertisement Server
® Enahble O pisable
advertisement Lifetime (1300 Seconds (Range : 600 - 90003

DHCPvE Server

OEnable Server @ Disable Server
Start [Pvg Address
End IPv6 Address

DNS Server IPv6 Address
Primary DNS Server

Secondary DNS Server

Static IPv6 Address

IPv6E Address / Prefix Length

/ Add
Current IPv6 Address Table
Index IPv6d Address/Prefix Length Scope
1 FES0::21D: AAFF:FEES: 1500/ 64 Link

It provides 2 daemons for LAN side IPv6 address configuration. One is RADVD(stateless)
and the other is DHCPV6 Server (Stateful).

Available settings are explained as follows:
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Item Description

Router Advertisement Enable — Click it to enable router advertisement server. The
Server router advertisement daemon (radvd) sends Router
Advertisement messages, specified by RFC 2461, to a local
Ethernet LAN periodically and when requested by a node
sending a Router Solicitation message. These messages are
required for IPv6 stateless auto-configuration.

Disable — Click it to disable RADVD server.

Advertisement Lifetime - The lifetime associated with the
default router in units of seconds. It's used to control the
lifetime of the prefix. The maximum value corresponds to
18.2 hours. A lifetime of 0 indicates that the router is not a
default router and should not appear on the default router
list.

DHCPV6 Server Enable Server —Click it to enable DHCPv6 server.
DHCPv6 Server could assign IPv6 address to PC according
to the Start/End IPv6 address configuration.

Disable Server —Click it to disable DHCPV6 server.

Start IPv6 Address / End IPv6 Address —Type the start
and end address for IPv6 server.

DNS Server IPv6 Address | Primary DNS Sever — Type the IPv6 address for Primary
DNS server.

Secondary DNS Server —Type another IPv6 address for
DNS server if required.

Static IPv6 Address IPv6 Address —Type static IPv6 address for LAN.
configuration Prefix Length — Type the fixed value for prefix length.
Add - Click it to add a new entry.

Delete — Click it to remove an existed entry.

Current IPv6 Address Display current used IPv6 addresses.
Table

When you finish the configuration, please click OK to save and exit this page.
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Details Page for LAN2

LAN => General Setup

LAN 2 Ethernet TCP / IP and DHCP Setup

Network Configuration
QEnable @ Disatle
@ Far NAT Usage

O Far Routing Usage

IP Address 192.168.2.1 Start IP address 192.168.2.10
Subnet Mask 256.266.2565.0 IP Pool Counts 100
Mote: Disable LAN & Enable LaMN shouldn't be in the Gateway IP Address 192.165.2.1
same subnet.
Lease Time 259200 (=)

DHCP Server Configuration
@& Enable Server O Disable Server
ClEnahle Relay Agent

Retrieve IPs from inactive clients periodically

DNS Server IP Address

Primary IP Address 0.0.0.0

Secondary IP Address  |0.0.00

Available settings are explained as follows:

ltem

Description

Network Configuration

Enable/Disable - Click Enable to enable such
configuration; click Disable to disable such configuration.

For NAT Usage - Click this radio button to invoke NAT
function.

For Routing Usage - Click this radio button to invoke this
function.

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol.
The router by factory default acts a DHCP server for your
network so it automatically dispatch related IP settings to
any local user configured as a DHCP client. It is highly
recommended that you leave the router enabled as a DHCP
server if you do not have a DHCP server for your network.

Enable Server - Let the router assign IP address to every
host in the LAN.

Disable Server — Let you manually assign IP address to
every host in the LAN.

Enable Relay Agent - If you want to use another DHCP
server in the network other than the Vigor Router’s, you can
let Relay Agent help you to redirect the DHCP request to
the specified location.

DHCP Server IP Address — It is available when Enable
Relay Agent is checked. Set the IP address of the DHCP
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server you are going to use so the Relay Agent can help to
forward the DHCP request to the DHCP server.

Start IP Address - Enter a value of the IP address pool for
the DHCP server to start with when issuing IP addresses. If
the 1st IP address of your router is 192.168.1.1, the starting
IP address must be 192.168.1.2 or greater, but smaller than
192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that
you want the DHCP server to assign IP addresses to. The
default is 50 and the maximum is 253.

Gateway IP Address - Enter a value of the gateway IP
address for the DHCP server. The value is usually as same
as the 1st IP address of the router, which means the router is
the default gateway.

Lease Time - Enter the time to determine how long the IP
address assigned by DHCP server can be used.

Retrieve IPs from inactive clients periodically —
Whenever a DHCP client requests an IP address from the
LAN DHCP server, the server will give out an IP to this
client for a certain amount of time (e.g., 1 day). However,
even if this client only uses the IP for say 5 minutes, the
server still "reserves" 1 day for that client. Because a DHCP
server only has a limited number of IPs to lease to its
DHCP clients, soon enough all the I1Ps will be used out and
then no one will be able to get any IPs from this server
anymore. Therefore, this feature is used to get the IP back
from inactive clients (i.e. doesn't use the IP but the server
still reserves the IP for him).

DNS Server IP Address

DNS stands for Domain Name System. Every Internet host
must have a unique IP address, also they may have a
human-friendly, easy to remember name such as
www.yahoo.com. The DNS server converts the
user-friendly name into its equivalent IP address.

Primary IP Address -You must specify a DNS server IP
address here because your ISP should provide you with
usually more than one DNS Server. If your ISP does not
provide it, the router will automatically apply default DNS
Server IP address: 194.109.6.66 to this field.

Secondary IP Address - You can specify secondary DNS
server IP address here because your ISP often provides you
more than one DNS Server. If your ISP does not provide it,
the router will automatically apply default secondary DNS
Server IP address: 194.98.0.1 to this field.

The default DNS Server IP address can be found via Online
Status:

Online Status

Physical Connection System Uptime: 22:22:45
IPv4 IPvé
LAN Status Primary DNS: 8.8.8.8 Secondary DNS: 8.8.4.4
IP Address TX Packets RX Packets
192.168.1.1 a 41533

If both the Primary IP and Secondary IP Address fields are
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left empty, the router will assign its own IP address to local
users as a DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS
cache, the router will resolve the domain name immediately.
Otherwise, the router forwards the DNS query packet to the
external DNS server by establishing a WAN (e.g.
DSL/Cable) connection.

When you finish the configuration, please click OK to save and exit this page.

Details Page for IP Routed Subnet

LAN => General Setup

TCP/IP and DHCP Setup for IP Routed Subnet

Network Configuration
CEnable  ®Disable
For Routing Usage

the same subnet.

IP Poal Counts a {max. 323
IP Address 192.168.0.1
Lease Time 259200 (s)
Subnet Mask 26552552550
O use LaN Part P1 Pz
; Use MAC Address
RIP Protocol Control Disable

Mote: Disable LAN & Enable LAN shouldn't be in

DHCP Server Configuration
Start IP Address

Index Matched MAC Address

given IP Address

MAC Address .

[Add] [Delete| [Edit] [Cancel]

Available settings are explained as follows:

ltem

Description

Network Configuration

Enable/Disable - Click Enable to enable such
configuration; click Disable to disable such configuration.

For Routing Usage,

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

RIP Protocol Control,

Disable - deactivate the RIP protocol. It will lead to a
stoppage of the exchange of routing information between
routers. (Default)

Enable — activate the RIP protocol.

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol.
The router by factory default acts a DHCP server for your
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network so it automatically dispatch related IP settings to
any local user configured as a DHCP client. It is highly
recommended that you leave the router enabled as a DHCP
server if you do not have a DHCP server for your network.

If you want to use another DHCP server in the network
other than the Vigor Router’s, you can let Relay Agent help
you to redirect the DHCP request to the specified location.

Start IP Address - Enter a value of the IP address pool for
the DHCP server to start with when issuing IP addresses. If
the 1st IP address of your router is 192.168.1.1, the starting
IP address must be 192.168.1.2 or greater, but smaller than
192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that
you want the DHCP server to assign IP addresses to. The
default is 50 and the maximum is 253.

Lease Time - Enter the time to determine how long the IP
address assigned by DHCP server can be used.

Use LAN Port — Specify an IP for IP Route Subnet. If it is
enabled, DHCP server will assign IP address automatically
for the clients coming from P1 and/or P2. Please check the
box of P1 and P2.

Use MAC Address - Check such box to specify MAC
address.

MAC Address: Enter the MAC Address of the host one by
one and click Add to create a list of hosts to be assigned,
deleted or edited IP address from above pool. Set a list of
MAC Address for 2" DHCP server will help router to
assign the correct IP address of the correct subnet to the
correct host. So those hosts in 2™ subnet won’t get an IP
address belonging to 1* subnet.

Add - Type the MAC address in the boxes and click this
button to add.

Delete — Click it to delete the selected MAC address.
Edit — Click it to edit the selected MAC address.

Cancel — Click it to cancel the job of adding, deleting and
editing.

When you finish the configuration, please click OK to save and exit this page.
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3.2.3 Static Route

Go to LAN to open setting page and choose Static Route. The router offers IPv4 and IPv6 for
you to configure the static route. Both protocols bring different web pages.

Static Route for IPv4

LAMN == Static Route Setup

1Pvd4 IPvE | Setto Factory Default | View Routing Table |
Index Destination Address Status Index Destination Address Status
1. 777 ? 6. 777 ?
2. 77 ? 1. 7?7 ?
3. 777 ? 8. 777 ?
4. 77 ? 9. 7?7 ?
5, 777 ? 10. 777 ?
Status: v --- Active, ¥ --- Inactive, ? --- Empty

Available settings are explained as follows:

Item Description

Index The number (1 to 10) under Index allows you to open next
page to set up static route.

Destination Address Displays the destination address of the static route.

Status Displays the status of the static route.

Set to Factory Default Clear all of the settings and return to factory default
settings.

Viewing Routing Table Displays the routing table for your reference.

Diagnostics >> View Routing Table

Current Running Routing Table IPv6 Routing Table | Refresh |
~

Hey: C - connected, 5 - stasic, R - RIF, = - defauls, ~ - private

192.168.1.0/ 255.255.255.0 directly connected LAN1

Vigor2760 Series User's Guide 134



Add Static Routes to Private and Public Networks

Here is an example (based on IPv4) of setting Static Route in Main Router so that user A and
B locating in different subnet can talk to each other via the router. Assuming the Internet
access has been configured and the router works properly:

® use the Main Router to surf the Internet.

@ create a private subnet 192.168.10.0 using an internal Router A (192.168.1.2)

® create a public subnet 211.100.88.0 via an internal Router B (192.168.1.3).

® have set Main Router 192.168.1.1 as the default gateway for the Router A 192.168.1.2.

Before setting Static Route, user A cannot talk to user B for Router A can only forward
recognized packets to its default gateway Main Router.

Internet
Set
Router C Static Route
192.168.1.1
Router A Router B
192.168.1.2 192 168 1.3

(Gateway:192.168.1.1)

Private subnet Private subnet
192.168.10.0/24 E@ @211.10.880;‘24
UserA UserB

1. Goto LAN page and click General Setup, select 1st Subnet as the RIP Protocol
Control. Then click the OK button.

Note: There are two reasons that we have to apply RIP Protocol Control on 1st
Subnet. The first is that the LAN interface can exchange RIP packets with the
neighboring routers via the 1st subnet (192.168.1.0/24). The second is that those
hosts on the internal private subnets (ex. 192.168.10.0/24) can access the Internet via
the router, and continuously exchange of IP routing information with different
subnets.
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2. Click the LAN >> Static Route and click on the Index Number 1. Check the Enable
box. Please add a static route as shown below, which regulates all packets destined to
192.168.10.0 will be forwarded to 192.168.1.2. Click OK.

LAN == Static Route Setup

Index No. 1
Enable

Destination IP Address 192.168.1.10

Subnet Mask

255.255.255.0

Gateway IP Address 192.168.1.2

Network Interface LANT »

Available settings are explained as follows:

Item Description

Enable Click it to enable this profile.

Destination IP Type an IP address as the destination of such static route.
Address

Subnet Mask

Type the subnet mask for such static route.

Network Interface

Use the drop down list to specify an interface for such static
route.

3. Return to Static Route Setup page. Click on another Index Number to add another
static route as show below, which regulates all packets destined to 211.100.88.0 will be
forwarded to 192.168.1.3. Click OK.

LAN => Static Route Setup

Index No. 2
Enable

Destination IP Address 211.100.85.0

Subnet Mask

255.255.255.0

Gateway IP Address 192.168.1.3

MNetwork Interface LANT

MNote: WalN4, WARNE, WANG are router-borne WAaMs,
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4.  Go to Diagnostics and choose Routing Table to verify current routing table.

Diagneostics == View Routing Table

Current Running Routing Table IPv6 Routing Table | Refresh |
Key: C - connec static, R - RIP, * - default, ~ - private ~
S~ 192.168. 55.255.255.0 via 1%2.168.1.2 LAN1
C~ 18z2.16 55.255.255.0 directly connected
S~ 211.100.88.0/ 255.255.255.0 wvia 192.168.1.3

Static Route for IPv6

You can set up to 40 profiles for IPv6 static route. Click the IPv6 tab to open the following
page:

LAN == Static Route Setup

1Pvd4 IPvG | Setto Factory Default | View IPvE Routing Table |
Index Destination Address Status Index Destination Address Status

1. B ® 11. 10 ¥
2. ::/0 ® 12, B ¥
3 ::/0 ® 13 B ¥
4. B b 14. /0 "
5. B ® 15. 10 ¥
6. ::/0 ® 16. B ¥
i. B % 1i. /0 "
a. B ® 18. /0 ¥
ER ::/0 ® 19. B ¥
10. B b 20. /0 "

< 1-20 ] 21 -40 == Next

Status: v --- Active, x --- Inactive, ? --- Empty

Available settings are explained as follows:
Item Description
Index The number (1 to 40) under Index allows you to open next
page to set up static route.

Destination Address Displays the destination address of the static route.

Status Displays the status of the static route.

Set to Factory Default Clear all of the settings and return to factory default

settings.
Viewing IPv6 Routing Displays the routing table for your reference.
Table

Click any underline of index number to get the following page.
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LAN == Static Route Setup

Index No. 1
] Enable

Destination IPvo Address / Prefix Len /|0

Gateway IPve Address

Network Interface

LAN #

[

QK l [ Cancel ] [ Delete

Available settings are explained as follows:

Item Description

Enable Click it to enable this profile.

Destination IPv6 Address | Type the IP address with the prefix length for this entry.
/ Prefix Len

Gateway IPv6 Address

Type the gateway address for this entry.

Network Interface

Use the drop down list to specify an interface for this static
route.

LAM  [w

LAN |
VAN
VAN

When you finish the configuration, please click OK to save and exit this page.
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3.2.4 VLAN

With the 6-port Gigabit switch on the LAN side, Vigor router provides extremely high speed
connectivity for the highest speed local data transfer of any server or local PCs. On the
Wireless-equipped models (Vigor2760n/Vigor2760Vn), each of the wireless SSIDs can also
be grouped within one of the VLANS.

Port-Based VLAN

Relative to tag-based VLAN which groups clients with an identifier, port-based VLAN uses
physical ports (P1 ~ P4) to separate the clients into different VLAN group.

Virtual LAN function provides you a very convenient way to manage hosts by grouping them
based on the physical port. The multi-subnet can let a small businesses have much better
isolation for multi-occupancy applications. Go to LAN page and select VLAN. The following
page will appear. Click Enable to invoke VLAN function.

Below is an example page in Vigor2760n:

LAN == VLAN Configuration

VLAN Configuration

¥ Enatle
LAN Wireless LAN

Pl P2 P3 P4  SSIDI SSID2 SSID3 SSID4 Subnet
VLANO O LAN T &
VLAN1 O o O 1 O 1 O LAN 2 v
VLAN2 [ R [ R | O O O O LAN 1 v
VLAN3 O o o O O O O O LAN 1
VLAN4 O o o O [ [ [ O LAN 1 v
VLAN5 O o o O 1 O 1 O LAM 1 v
VLANG [ R [ R | O O O O LAN 1 v
VLANT O o o O O O O O LAN 1

[ Ok ] [ Clear ] [ Cancel ]

Note: Settings in this page only applied to LAN port but not WAN port.

Available settings are explained as follows:

Item Description

Enable Click it to enable VLAN configuration.

LAN P1 - P4 — Check the LAN port(s) to group them under the
selected VLAN.

Wireless LAN SSID1 - SSID4 — Check the SSID boxes to group them

under the selected VLAN.

Subnet Choose one of them to make the selected VLAN mapping
to the specified subnet only. For example, LAN1 is
specified for VLANO. It means that PCs grouped under
VLANO can get the IP address(es) that specified by the
subnet.
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LAMN T |»

LAMN 2

Note: Leave one VLAN untagged at least to prevent from not connecting to Vigor router
due to unexpected error.

Vigor2760 series features a hugely flexible VLAN system. In its simplest form, each of the
Gigabit LAN ports can be isolated from each other, for example to feed different companies or
departments but keeping their local traffic completely separated.

Configuring port-based VLAN for wireless and non-wireless clients

1. All the wire network clients are categorized to group VLANO in subnet 192.168.1.0/24
(LANZ1).

2. All the wireless network clients are categorized to group VLANL in subnet
192.168.2.0/24 (LAN2).

3. Open LAN>>VLAN Configuration. Check the boxes according to the statement in step
1 and Step 2.

LAN >> VLAN Configuration

VLAN Configuration

[¥]Enable
LAN Wireless LAN
P1 P2 P3 P4 SSID1 SSID2 SSID3 SSID4 Subnet
VLANO L il O O LAN 1w
VLAN1 O O 0O 0O LAN 2w
VLAN2 TR ] [P [ [ | ¥l ¥ O O LAMN 1w
VLAN3 O 0O 0O O O O O O LAN 1w
VLAN4 IR [ [ I [ ] ] LAN 1w
VLANS O O 0O 0O O O O O LAN T w
VLANG I (] B [ [ | L il O O LAN 1w
VLAN7 O 0O 0O O O O O O LAN 1w
[ ok ] [ clear | [ cancel |
4, Click OK.

5. Open LAN>>General Setup. If you want to let the clients in both groups communicate
with each other, simply activate Inter-LAN Routing by checking the box between
LAN1 and LAN2.
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LAN == General Setup

General Setup

Index Status DHCP IP Address
LAN 1 W W 192.168.1.1
LN 2 O 192.168.2.1

IP Routed Subnet F 192.168.0.1

[Advanced |You can configure DHCP server options here,

[JFarce router to use "DNS server IP address" settings specified in
Inter-LAN Routing

Subnet LAN 1 LAN 2
LaN 1
LAM 2

MNote: LAMN 2 is available when YLAN is enabled.

Vigor router supports up to six private IP subnets on LAN. Each can be independent
(isolated) or common (able to communicate with each other). This is ideal for
departmental or multi-occupancy applications.
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3.2.5Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthening control
in network. When this function is enabled, all the assigned IP and MAC address binding
together cannot be changed. If you modified the binding IP or MAC address, it might cause

you not access into the Internet.

Click LAN and click Bind IP to MAC to open the setup page.

LAN == Bind IP to MAC

Bind IP to MAC

C Enable & Disable O Strict Bind

ARP Table | Select All | Sort | Refresh | IP Bind List { Limit: 300 entries ) | Select All | Sort |
IP Address Mac Addrezs Index IP Address Mac Address
10.28.60.12 00-50-7F-22-33-43

Add or Update

1P Address

Mac Address

Camment

[ show Comment
Update

Note: IP-MAC binding presets DHCP allocations,

If you select Strict Bind, unspecified LAMN clients cannot access the Internet,

Backup IP Bind List .

Upload From File: |#iSigE | RISEE

Available settings are explained as follows:

Item Description

Enable Click this radio button to invoke this function. However,
IP/MAC which is not listed in IP Bind List also can connect
to Internet.

Disable Click this radio button to disable this function. All the
settings on this page will be invalid.

Strict Bind Click this radio button to block the connection of the
IP/MAC which is not listed in IP Bind List.

ARP Table This table is the LAN ARP table of this router. The
information for IP and MAC will be displayed in this field.
Each pair of IP and MAC address listed in ARP table can
be selected and added to IP Bind List by clicking Add
below.

Select All Click this link to select all the items in the ARP table.

Sort Reorder the table based on the IP address.
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Refresh Refresh the ARP table listed below to obtain the newest
ARP table information.

Add or Update IP Address - Type the IP address that will be used for the
specified MAC address.

Mac Address - Type the MAC address that is used to
bind with the assigned IP address.

Comment - Type a brief description for the entry.

Show Comment - Check this box to display the comment
on IP Bind List box.

IP Bind List It displays a list for the IP bind to MAC information.

Add It allows you to add the one you choose from the ARP table
or the IP/MAC address typed in Add and Edit to the table
of IP Bind List.

Update It allows you to edit and modify the selected IP address and

MAC address that you create before.

Delete You can remove any item listed in IP Bind List. Simply
click and select the one, and click Delete. The selected item
will be removed from the IP Bind List.

Backup Store the configuration for Bind IP to MAC as a file.
Restore Restore the previously stored configuration file and apply to
such page.

Note: Before you select Strict Bind, you have to bind one set of IPMAC address for one
PC. If not, no one of the PCs can access into Internet. And the web user interface of the
router might not be accessed.

When you finish the configuration, click OK to save the settings.
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3.2.6 LAN Port Mirror

LAN port mirror can be applied for the users in LAN. Generally speaking, this function copies
traffic from one or more specific ports to a target port. This mechanism helps manager track
the network errors or abnormal packets transmission without interrupting the flow of data

access the network. By the way, user can apply this function to monitor all traffics which user
needs to check.

There are some advantages supported in this feature. First, it is more economical without other
detecting equipments to be set up. Second, it may be able to view traffic on one or more ports
within a VLAN at the same time. Third, it can transfer all data traffics to be mirrored to one
analyzer connect to the mirroring port. Last, it is more convenient and easy to configure in
user’s interface.

LAN == LAN Port Mirror

LAN Port Mirror

Port Mirror:
® Enable ODisable
Mirrar port:
Op1 Opz Cpa Ope
Mirrored port:
Op1 ez ez []=F
Available settings are explained as follows:
Item Description
Port Mirror Check Enable to activate this function. Or, check Disable
to close this function.
Mirror Port Select a port to view traffic sent from mirrored ports.
Mirrored Port Select which ports are necessary to be mirrored.

After finishing all the settings here, please click OK to save the configuration.
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3.2.7 Web Portal Setup

This page allows you to configure a profile with specified URL for accessing into or display a
message when a wireless/LAN user connects to Internet through this router. No matter what
the purpose of the wireless/LAN client is, he/she will be forced into the URL configured here
while trying to access into the Internet or the desired web page through this router. That is, a
company which wants to have an advertisement for its products to users can specify the URL
in this page to reach its goal.

LAN => Web Portal Setup

Web Portal Table:

Profile Status Interface
1. Disable None
2. Disable MNone
3. Disable None
4. Disable MNone

Each item is explained as follows:

Item Description

Profile Display the number link which allows you to configure the
profile.

Status Display the content (Disable, URL Redirect or Message) of the
profile.

Interface Display the applied interfaced of the profile.

Preview Open a preview window according to the configured settings.

To configure the profile, click any index number link to open the following page.

LAN == Web Portal Setup

Profile Index: 1

® Disable

O URL Redirect http:
e.g. http: /fwww . draytek.com

OMESS?IQE <hlx><font color="red"=Vigor</font></hl><hZ> - Reliahle
connectivity</hZ><hZ> - Robust firewall protection</hZ:
<hZ> - Multi-site secure comounication</hz:

{Max 511 characters)
Applied Interfaces

LAN1 LAN2
2.4G 551D SSID1 SsIDz2 SSID3 SSID4
[ [B]%4 ] [ Cancel

Available settings are explained as follows:
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Item Description

Disable Click this button to close this function.

URL Redirect Any user who wants to access into Internet through this router
will be redirected to the URL specified here first. It is a useful
method for the purpose of advertisement. For example, force
the wireless user(s) in hotel to access into the web page that the
hotel wants the user(s) to visit.

Message Type words or sentences here. The message will be displayed
on the screen for several seconds when the wireless users
access into the web page through the router.

Applied Interfaces Check the box(es) representing different interfaces to be
applied by such profile.

The advantage is that each SSID (1/2/3/4) for wireless network
can be applied with different web portal separately.

After finishing all the settings here, please click OK to save the configuration.

3.3 Route Policy

Route Policy (Cisco called it "policy-based routing") is a feature where a set of rules or
"policies" are defined first. Then, if there comes a packet that matches any one of the
"policies", it will be directed to the specified interface.

Route Policy L‘_'
Route Policy | Setto Factory Default |
Src  Dest Dest Dest Dest
Index Enable Protocol Interface I:td?jrface Ssrtc:y: P 1P 1P Port Port MSVE glm"e
ress Stam end start End Start End P C°%"
1 Any WWANL == Down
2 Ay WAMNL -— UP Down
3 Ay WART -—- UP Down
4 Ay WARNT -—- UP Down
5 Ay WARNL -—- UP Down
6 Ay WAMNL -—- UP Down
T Ay WANL -—- UP Down
8 Ay WART -—- UP Down
9 Ay WAL -—- UP Down
10 Any WARNL -—- UP Down
@ wizard Mode: most freguently used settings in three pages
O advance Mode: all settings in one page
Available settings are explained as follows:
Item Description
Index Click the number of index to access into the configuration
web page.
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Enable Check this box to enable this policy.

Protocol Display the protocol used for this policy.

Interface Display the interface to send packets to once the policy is
matched.

Interface Address Display the WAN IP or WAN IP alias address which is
used as source IP of the outgoing packets.

Src IP Start Displays the IP address for the start of the source IP.

Src IP End Displays the IP address for the end of the source IP.

Dest IP Start Displays the IP address for the start of the destination IP.

Dest IP End Displays the IP address for the end of the destination IP.

Dest Port Start Displays the IP address for the start of the destination port.

Dest Port End Displays the IP address for the end of the destination port.

Move UP/Move Down Use Up or Down link to move the order of the policy.

Wizard Mode Allows to configure frequently used settings of route policy

via three setting pages

Advance Mode Allows to configure detailed settings of route policy.

To use Wizard Mode, simple do the following steps:

1. Click the Wizard Mode radio button.
2. Click Index 1. The setting page will appear as follows:

Route Policy

Index: 1 Criteria

Load-Balance/Route Policy applies to packets that meet the following criteria
Source IP @ Any
O src 1P Start Src 1P End
Destination IP O Any
® Dest IP Start Dest IR End
192 168.1.6 ~ 1921681 66
Available settings are explained as follows:
Item Description
Source IP Any — Any IP can be treated as the source IP.

Src IP Start - Type the source IP start for the specified
WAN interface.
Src IP End - Type the source IP end for the specified

WAN interface. If this field is blank, it means that all the
source IPs inside the LAN will be passed through the WAN
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interface.

Any — Any IP can be treated as the destination IP.

Dest IP Start- Type the destination IP start for the
specified WAN interface.

Dest IP End - Type the destination IP end for the specified

WAN interface. If this field is blank, it means that all the
destination IPs will be passed through the WAN interface.

Destination IP

3. Click Next to get the following page.

Route Policy

Index: 1 Interface

Load-Balance/Route Policy directs the packets to the interface below

Interface VAN bt
LAN1 ~
LANZ

Cancel

- Back ] [ Mext =

WO A

Available settings are explained as follows:

Item Description

Use the drop down list to choose a WAN or LAN interface
or VPN profile. Packets match with the above criteria will
be transferred to the interface chosen here.

Interface

4. After specifying the interface, click Next to get the following page.

Route Policy

Index: 1 NAT or Routing

Based on the settings in the previous pages, we guess you want to have: Force

MNAT

The current setting is:

O] Farce NAT

) Force Routing

Available settings are explained as follows:

Item Description
Force NAT /Force It determines which mechanism that the router will use to
Routing forward the packet to WAN.
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5. After choosing the mechanism, click Next to get the summary page for reference.

6.

Route Policy

Index: 1 Configuration Summary

Criteria

Source IP

Interface
Wil 1
More options

Force MAT

Destination IP

Ay

192.1658.1.6 ~ 192.165.1.66

[ Finish | [cCancel |

If there is no error, click Finish to complete wizard setting.

Route Policy

Route Policy

o

| Setto Factory Default |

Ay
Ay
faYalty
any
ARy
fatally
faYalty
any
Any
Ay

|3 @ 88 |~ (S U e e N =

Index Enable Protocol Interface

WAN1
WANT
VAN
WAN1
WAN1
WANT
VAN
WAN1
WAN1
WANT

Interface
Address

Start End

Dest Dest
Dest IP End Port Port
Start End

Any Any 192.168.1.6 192.168.1 66 Any Any Down
Down
Down
Down

Src Src

P Ip Dest IP

Start

Move Move
Down

=
=

Down
Down
Down
Down
Down
Down

cSEEEEEEEE
|'U |'U |'U |'U |'U |'l:l |'U |'U |'U

& wizard Mode: most frequently used settings in three pages
O Adwance Mode: all settings in one page
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To use Advance Mode, do the following steps:

1. Click the Advance Mode radio button.

2. Click Index 1 to access into the following page.

Index: 1
Enable
Criteria
Protocol Any w
Source IP @ Any
() SrcIP Start Src IP End
Destination IP &) Any
(> Dest IP Start Dest IP End
@ any
Destination Port (> Dest Port Start Dest Port End
Send to if Criteria Matched
Interface WA v
Gateway IP & Default Gateway
O Specific Gateway
More Options
[ Auto Failover to the Other WanN
Packet Forwarding to WaN @ Force NAT
i3 (" Force Routing
[ ok ] [ cClear | [ Cancel |

Note: 1. Force NAT(Routing): MAT(Routing) will be performed on outgoing packets, regardless of
which type of subnet (NAT or IP Routing) they originate from.
2, Please use the "any" with caution. The settings applied here have higher priority than
the static routes rules and the routes in the routing table,

Available settings are explained as follows:

Item Description

Enable Check this box to enable this policy.

Protocol Use the drop-down menu to choose a proper protocol for
the WAN interface.

amy b
TCP

UDP
TCP/UDP
ICMP

Source IP Any — Any IP can be treated as the source IP.

Src IP Start - Type the source IP start for the specified
WAN interface.

Src IP End - Type the source IP end for the specified
WAN interface. If this field is blank, it means that all the
source IPs inside the LAN will be passed through the WAN
interface.

Vigor2760 Series User's Guide 150



Destination IP Any — Any IP can be treated as the destination IP.
Dest IP Start- Type the destination IP start for the
specified WAN interface.

Dest IP End - Type the destination IP end for the specified
WAN interface. If this field is blank, it means that all the
destination IPs will be passed through the WAN interface.

Destination Port Any — Any port number can be treated as the destination
port.

Dest Port Start - Type the destination port start for the
destination IP.

Dest Port End - Type the destination port end for the
destination IP. If this field is blank, it means that all the
destination ports will be passed through the WAN interface.

Send to if criteria Interface — Use the drop down list to choose a WAN or

matched LAN interface or VPN profile. Packets match with the
above criteria will be transferred to the interface chosen
here.

Gateway IP — Specific gateway is used only when you
want to forward the packets to the desired gateway.
Usually, Default Gateway is selected in default.

More options Auto Failover To The Other WAN — Check this button to
lead the data passing through other WAN automatically
when the selected WAN interface is down.

Packet Forwarding to WAN via — Choose Force NAT or
Force Routing.

When you finish the configuration, please click OK to save and exit this page.

Route Policy %) ]
Route Policy | Setto Factory Default |
Index Enable Protocol Interface I.I?Ellajf;scse Src IP Start  Src IP End DSe:atrItP Dest IP End E'tgls'::: [F)'gls':: Mo;e 513;?1
art End

1 Any Wam 1 = ANy Any 192,168.1.6 192.168.1.66 Any Any Down

2 TCP WANZ - 192.168.1.11 192.168.1.11 any any any Any  UP Down

3 &Ny AN 1 UP  Down

4 any WAN L UP  Down

5 Any WANL UP  Down

6 any AN UP  Down

7 any AN UP  Down

8 Any AR L UP  Down

9 any WAN1 UP  Down
10 Any WANL UP  Down

O wizard Mode: most frequently used settings in three pages
@ advance Mode: all settings in one page
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3.4 NAT

Usually, the router serves as an NAT (Network Address Translation) router. NAT is a
mechanism that one or more private IP addresses can be mapped into a single public one.
Public IP address is usually assigned by your ISP, for which you may get charged. Private IP
addresses are recognized only among internal hosts.

When the outgoing packets destined to some public server on the Internet reach the NAT
router, the router will change its source address into the public IP address of the router, select
the available public port, and then forward it. At the same time, the router shall list an entry in
a table to memorize this address/port-mapping relationship. When the public server response,
the incoming traffic, of course, is destined to the router’s public IP address and the router will
do the inversion based on its table. Therefore, the internal host can communicate with external
host smoothly.

The benefit of the NAT includes:

®  Save cost on applying public IP address and apply efficient usage of IP address.
NAT allows the internal IP addresses of local hosts to be translated into one public IP
address, thus you can have only one IP address on behalf of the entire internal hosts.

® Enhance security of the internal network by obscuring the IP address. There are
many attacks aiming victims based on the IP address. Since the attacker cannot be aware
of any private IP addresses, the NAT function can protect the internal network.

Note: On NAT page, you will see the private IP address defined in RFC-1918. Usually we
use the 192.168.1.0/24 subnet for the router. As stated before, the NAT facility can map one
or more IP addresses and/or service ports into different specified services. In other words,
the NAT function can be achieved by using port mapping methods.

Below shows the menu items for NAT.

3.4.1 Port Redirection

Port Redirection is usually set up for server related service inside the local network (LAN),
such as web servers, FTP servers, E-mail servers etc. Most of the case, you need a public IP
address for each server and this public IP address/domain name are recognized by all users.
Since the server is actually located inside the LAN, the network well protected by NAT of the
router, and identified by its private IP address/port, the goal of Port Redirection function is to
forward all access request with public IP address from external users to the mapping private 1P
address/port of the server.

Vigor2760 Series User's Guide 152



Internet Destined to
220.135.240.207
Port 213

192.168.1.22 DMZ FTP Server Web Server
192.168.1.11 192.168.1.12  192.168.1.13

Port 21 Port 80

The port redirection can only apply to incoming traffic.

To use this function, please go to NAT page and choose Port Redirection web page. The
Port Redirection Table provides 40 port-mapping entries for the internal hosts.

NAT == Port Redirection

Port Redirection | Setto Factory Default |
Index Service Name WAN Protocol Public Port Private IP Status
Interface

1. All b
2. All e
3. All b
4. All e
5. All b
6. All e
1. all %
8. All e
9. All b
10. All e

<< 110 | 1120 | 2130 | 3140 == Next ==

Note:The configured ports in the Managementand SSL VPN webUls will be used by the router and not be
sent to the local computer defined here.

Each item is explained as follows:

Item Description

Index Display the number of the profile.

Service Name Display the description of the specific network service.
WAN Interface Display the WAN IP address used by the profile.
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Protocol Display the transport layer protocol (TCP or UDP).

Public Port Display the port number which will be redirected to the
specified Private IP and Port of the internal host.

Private IP Display the IP address of the internal host providing the
service.

Status Display if the profile is enabled (v) or not (x).

Press any number under Index to access into next page for configuring port redirection.

NAT => Port Redirection

Index No. 1

1 Enable
Mode

Service Name
Protocol
WAaN IP
Public Port
Private IP

Private Port

Range |+

Single
Rangs
— W

1Al »
0

a

Note: In "Range" Mode the End IP will be calculated automatically once the Public Port and Start IP have

been entered.

Ok l [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description
Enable Check this box to enable such port redirection setting.
Mode Two options (Single and Range) are provided here for you

to choose. To set a range for the specific service, select
Range. In Range mode, if the public port (start port and end
port) and the starting IP of private IP had been entered, the
system will calculate and display the ending IP of private IP
automatically.

Service Name

Enter the description of the specific network service.

Protocol

Select the transport layer protocol (TCP or UDP).

WAN IP

Select the WAN IP used for port redirection. There are
eight WAN IP alias that can be selected and used for port
redirection. The default setting is All which means all the
incoming data from any port will be redirected to specified
range of IP address and port.

Public Port

Specify which port can be redirected to the specified
Private IP and Port of the internal host. If you choose
Range as the port redirection mode, you will see two boxes
on this field. Simply type the required number on the first
box. The second one will be assigned automatically later.
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Private IP

Specify the private IP address of the internal host providing
the service. If you choose Range as the port redirection
mode, you will see two boxes on this field. Type a complete
IP address in the first box (as the starting point) and the
fourth digits in the second box (as the end point).

Private Port

Specify the private port number of the service offered by
the internal host.

After finishing all the settings here, please click OK to save the configuration.

Note that the router has its own built-in services (servers) such as Telnet, HTTP and FTP etc.
Since the common port numbers of these services (servers) are all the same, you may need to
reset the router in order to avoid confliction.

For example, the built-in web user interface in the router is with default port 80, which may
conflict with the web server in the local network, http://192.168.1.13:80. Therefore, you need
to change the router’s http port to any one other than the default port 80 to avoid conflict,
such as 8080. This can be set in the System Maintenance >>Management Setup. You then
will access the admin screen of by suffixing the IP address with 8080, e.g.,
http://192.168.1.1:8080 instead of port 80.

System Maint

nce >> M g t

IPv4 Management Setup

IPv6 Management Setup

Router Mame

[J Default:Disable suto-Logout

Internet Access Control
allow management from the Internet
O FTP server
HTTP Server
HTTPS Server
Telnet Server
[ Tross server
[ ssH server
[ pisable PING from the Internet

LAN Access Control
Allow management from LAN
S5H Server
Apply To
MLanz
1P Routed Subnet

FTP Server
HTTP Server
HTTPS Server

Telnet Server

Access List from the Internet
List P

1

Subnet Mask

2

3

W

b

b

Management Port Setup
® user Define Ports

Telnet Port 23
HTTP Port 8276
HTTPS Port 443
FTP Port 21
TRO&9 Port 2069
S5H Port 22

External Device Control

[ o respond to External Device

O Dpefault Ports

{(Default: 23)

{Default: 30)
(Default: 443)
{Default: 21)
{Default: 3069)

(Default: 22)

Note: LAN1 is always allowed to access all the router services regardless of "LAN Access Control”

settings.
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3.4.2 DMZ Host

As mentioned above, Port Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP address/port of host in the LAN. However, other IP
protocols, for example Protocols 50 (ESP) and 51 (AH), do not travel on a fixed port. Vigor
router provides a facility DMZ Host that maps ALL unsolicited data on any protocol to a
single host in the LAN. Regular web surfing and other such Internet activities from other
clients will continue to work without inappropriate interruption. DMZ Host allows a defined
internal user to be totally exposed to the Internet, which usually helps some special
applications such as Netmeeting or Internet Games etc.

Destined to

Internet 220.135.240.207
Protocol: Any
Port: Any

192.168.1.22 DMZ FTP Server Web Server
192.168.1.11 192.168.1.12 192.168.1.13
Port 21 Port 80

The security properties of NAT are somewhat bypassed if you set up DMZ host. We suggest
you to add additional filter rules or a secondary firewall.

Click DMZ Host to open the following page. You can set different DMZ host for each WAN
interface. Click the WAN tab to switch into the configuration page for that WAN.

NAT => DMZ Host Setup

DMZ Host Setup

WAN1 WAN2 WAN3
WAN 1
Private IP I:I

MAC Address of the True IP DMZ Host 00 | oo | joo Koo |- joo |

Note: \When a True-IP DMZ host is turned on, it will force the router's Wak connection to be
always on,
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Available settings are explained as follows:

Item Description

WAN 1 Choose Private IP or Active True IP first.
Mone Active True IP selection is available for WANL1 only.
MNone
Private IP

Active True IP

I.

Private IP Enter the private IP address of the DMZ host, or click Choose
PC to select one.
Choose PC Click this button and then a window will automatically pop

up, as depicted below. The window consists of a list of private
IP addresses of all hosts in your LAN network. Select one
private IP address in the list to be the DMZ host.

A s [2)[0K)

192.168.1.10
192.168.1.18

When you have selected one private IP from the above dialog,
the IP address will be shown on the following screen. Click
OK to save the setting.

NAT >> DMZ Host Setup

DMZ Host Setup
WAN1 WAN2 WAN3
WAN 1
Private IP K
Private IP 192.168.1.49 {Choose PC
MAC Address of the True IP DMZ Host

Note: When a True-IP DMZ host is turned on, it will force the router's WAN connection to be
always on.

DMZ Host for WAN2, or WANS is slightly different with WANL1. Active True IP selection is

available for WANL1 only.

See the following figure.

NAT == DMZ Host Setup

DMZ Host Setup

WAN1 WAN2 WAN3
WAN 2
Enable Private IP
| 0.000
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If you previously have set up WAN Alias for PPPoE or Static or Dynamic IP mode in
WANZ? interface, you will find them in Aux. WAN IP for your selection.

NAT == DMZ Host Setup

DMZ Host Setup
WAN1 WARN2 WAN3

WAN 2
Index Enable Aux. WAN IP Private IP

1. ¥ 10.39.0.10 0.0.0.0
2. O 10,39.0.150 0.0.0.0

[ ok ] [ clear |

Available settings are explained as follows:

Item Description
Enable Check to enable the DMZ Host function.
Private IP Enter the private IP address of the DMZ host, or click

Choose PC to select one.

Choose PC Click this button and then a window will automatically pop
up, as depicted below. The window consists of a list of
private IP addresses of all hosts in your LAN network.
Select one private IP address in the list to be the DMZ host.

Buess EIDE

142.168.1.10
192.168.1.18

When you have selected one private IP from the above
dialog, the IP address will be shown on the screen. Click
OK to save the setting.

After finishing all the settings here, please click OK to save the configuration.
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3.4.3 Open Ports
Open Ports allows you to open a range of ports for the traffic of special applications.

Common application of Open Ports includes P2P application (e.g., BT, KaZaA, Gnutella,
WinMX, eMule and others), Internet Camera etc. Ensure that you keep the application
involved up-to-date to avoid falling victim to any security exploits.

Click Open Ports to open the following page:

NAT == Open Ports

Open Ports Setup | Setto Factory Default |

Index Comment Local IP Address Status
3

|3 [l ol S A
ks = = * ks = = b2 =

g

M

-
—
=
-
=
]
=
]
=
1]
=]
]
=
[
=
W

W

Next ==

Note:The configured ports in the Management weblUls will be used by the router and not be sent to the
local computer defined here.

Available settings are explained as follows:

Item Description

Index Indicate the relative number for the particular entry that you
want to offer service in a local host. You should click the
appropriate index number to edit or clear the corresponding

entry.

Comment Specify the name for the defined network service.

Aux. WAN IP Display the IP alias setting used by such index. If no IP
alias setting exists, such field will not appear.

Local IP Address Display the private IP address of the local host offering the
service.

Status Display the state for the corresponding entry. X or V is to

represent the Inactive or Active state.
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To add or edit port settings, click one index number on the page. The index entry setup page
will pop up. In each index entry, you can specify 10 port ranges for diverse services.

NAT => Open Ports >> Edit Open Ports

Index No. 1
Enable Open Parts
Comment FZ26
Private Ip 10.33.0.11
Protocal Start Port End Port Protocal Start Part End Port
1. TCP v 80 80 2, |- v 0 0
3. | v ] ] 4, |- v 0 ]
S |- v 0 0 6. |- v 0 0
7o |- v 0 0 8. |- v 0 0
9. |- v 0 0 1 v 0 0
[ oK ] [ Clear ] [ Cancel ]

Available settings are explained as follows:

Item Description

Enable Open Ports Check to enable this entry.

Comment Make a name for the defined network application/service.
Private IP Enter the private IP address of the local host or click

Choose PC to select one.

Choose PC - Click this button and, subsequently, a window
having a list of private IP addresses of local hosts will
automatically pop up. Select the appropriate IP address of
the local host in the list.

Protocol Specify the transport layer protocol. It could be TCP, UDP,
or ----- (none) for selection.

Start Port Specify the starting port number of the service offered by
the local host.

End Port Specify the ending port number of the service offered by
the local host.
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After finishing all the settings here, please click OK to save the configuration.

NAT >> Open Ports

Open Ports Setup | Setto Factory Default |
Index Comment Local IP Address Status
1. P226 10.39.0.11 v
2. %
3. ¥
4. "
5. "
6. 1
i %
8. H
9. "
10. "

13 3140 > Next ==

I
I
-
=
=
-
=
]
(=]
~

=

Note:The configured ports in the Management weblUIs will be used by the router and not be sent to the
local computer defined here.

3.4.4 Port Triggering
Port Triggering is a variation of open ports function.
The key difference between "open port" and "port triggering" is:

®  Once the OK button is clicked and the configuration has taken effect, "open port" keeps
the ports opened forever.

® Once the OK button is clicked and the configuration has taken effect, "port triggering"
will only attempt to open the ports once the triggering conditions are met.

®  The duration that these ports are opened depends on the type of protocol used. The
"default" durations are shown below and these duration values can be modified via telnet
commands.

TCP: 86400 sec.
UDP: 180 sec.
IGMP: 10 sec.

TCP WWW: 60 sec.
TCP SYN: 60 sec.

NAT == Port Triggering

Port Triggering | Setto Factory Default |
Index Comment Triggering Protocol Triggering Port Incoming Protocol Incoming Port Status
L X
2 »
3. s
4. X
5. x
6. X
L X
a. %
£ X
10. b

<< 140 | 11-20 Next
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Available settings are explained as follows:

Iltem

Description

Comment

Display the text which memorizes the application of this
rule.

Triggering Protocol

Display the protocol of the triggering packets.

Triggering Port

Display the port of the triggering packets.

Incoming Protocol

Display the protocol for the incoming data of such
triggering profile.

Incoming Port

Display the port for the incoming data of such triggering
profile.

Status

Display if the rule is active or de-active.

Click the index number link to open the configuration page.

NAT == Port Triggering

No. 1

Enable
Service
Comment
Triggering Protocol
Triggering Port
Incoming Protocaol

Incoming Port

User Defined

TCP b
a0

LDP n
1024

Note: The Triggering Port and Incoming Port should be input like this :
123-456,777-789 {legal),123-455,782 {legal), but 123-455-789 (illegal).

0K l [ Clear l [ Cancel

Available settings are explained as follows:

ltem

Description

Enable

Check to enable this entry.

Service

Choose the predefined service to apply for such trigger
profile.

User Defined »
User Defined
Real Flayer
CluickTime
WP

IRC

Al Talk

[

FalTalk
BitTaorrent

Comment

Type the text to memorize the application of this rule.
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Triggering Protocol

Select the protocol (TCP, UDP or TCP/UDP) for such
triggering profile.

Triggering Port

Type the port or port range for such triggering profile.

Incoming Protocol

When the triggering packets received, it is expected the
incoming packets will use the selected protocol. Select the
protocol (TCP, UDP or TCP/UDP) for the incoming data of
such triggering profile.

Incoming Port

Type the port or port range for the incoming packets.

After finishing all the settings here, please click OK to save the configuration.
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3.5 Firewall

3.5.1 Basics for Firewall

While the broadband users demand more bandwidth for multimedia, interactive applications,
or distance learning, security has been always the most concerned. The firewall of the Vigor
router helps to protect your local network against attack from unauthorized outsiders. It also

restricts users in the local network from accessing the Internet. Furthermore, it can filter out

specific packets that trigger the router to build an unwanted outgoing connection.

Firewall Facilities
The users on the LAN are provided with secured protection by the following firewall facilities:
®  User-configurable IP filter (Call Filter/ Data Filter).

®  Stateful Packet Inspection (SPI): tracks packets and denies unsolicited incoming data
®  Selectable Denial of Service (DoS) /Distributed DoS (DDoS) attacks protection

IP Filters

Depending on whether there is an existing Internet connection, or in other words “the WAN
link status is up or down”, the IP filter architecture categorizes traffic into two: Call Filter and
Data Filter.

®  Call Filter - When there is no existing Internet connection, Call Filter is applied to all
traffic, all of which should be outgoing. It will check packets according to the filter rules.
If legal, the packet will pass. Then the router shall “initiate a call” to build the Internet
connection and send the packet to Internet.

® Data Filter - When there is an existing Internet connection, Data Filter is applied to
incoming and outgoing traffic. It will check packets according to the filter rules. If legal,
the packet will pass the router.

The following illustrations are flow charts explaining how router will treat incoming traffic
and outgoing traffic respectively.
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Stateful Packet Inspection (SPI)

Stateful inspection is a firewall architecture that works at the network layer. Unlike legacy
static packet filtering, which examines a packet based on the information in its header, stateful
inspection builds up a state machine to track each connection traversing all interfaces of the
firewall and makes sure they are valid. The stateful firewall of Vigor router not just examine
the header information also monitor the state of the connection.

Denial of Service (DoS) Defense

The DoS Defense functionality helps you to detect and mitigate the DoS attack. The attacks
are usually categorized into two types, the flooding-type attacks and the vulnerability attacks.
The flooding-type attacks will attempt to exhaust all your system's resource while the
vulnerability attacks will try to paralyze the system by offending the vulnerabilities of the
protocol or operation system.

The DoS Defense function enables the Vigor router to inspect every incoming packet based on
the attack signature database. Any malicious packet that might duplicate itself to paralyze the
host in the secure LAN will be strictly blocked and a Syslog message will be sent as warning, if
you set up Syslog server.

Also the Vigor router monitors the traffic. Any abnormal traffic flow violating the pre-defined
parameter, such as the number of thresholds, is identified as an attack and the Vigor router will
activate its defense mechanism to mitigate in a real-time manner.

The below shows the attack types that DoS/DDoS defense function can detect:

1. SYN flood attack 9. SYN fragment

2. UDP flood attack 10. Fraggle attack

3. ICMP flood attack 11. TCP flag scan

4. Port Scan attack 12. Tear drop attack

5. IP options 13. Ping of Death attack
6. Land attack 14. ICMP fragment

7. Smurf attack 15. Unassigned Numbers
8. Trace route

Below shows the menu items for Firewall.

eral Setup
I Setup
Defense
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3.5.2 General Setup

General Setup allows you to adjust settings of IP Filter and common options. Here you can
enable or disable the Call Filter or Data Filter. Under some circumstance, your filter set can
be linked to work in a serial manner. So here you assign the Start Filter Set only. Also you
can configure the Log Flag settings, Apply IP filter to VPN incoming packets, and Accept
incoming fragmented UDP packets.

Click Firewall and click General Setup to open the general setup page.

General Setup Page

Such page allows you to enable / disable Call Filter and Data Filter, determine general rule for
filtering the incoming and outgoing data.

Firewall >> General Setup

General Setup

General Setup Default Rule
Call Filter & Enable Start Filter Set | Sef1  »
) Disable
Data Filter ) Enable Start Filter Set | Sef#2
O Disable

Accept large incoming fragmented UDP or ICMP packets ( for some games, ex,
5]
Enable Strict Security Firewall
Accept routing packet from WAN
O rve O 1Pee

Note: The packets will be filtered with the follow function sequentially:
1. Accept Routing Packet from 'Wan
2. Data Filter Set and Rule in Firewall
3. Default Rule in Firewall

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

Call Filter Check Enable to activate the Call Filter function. Assign a
start filter set for the Call Filter.

Data Filter Check Enable to activate the Data Filter function. Assign a
start filter set for the Data Filter.
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Accept large incoming... | Some on-line games (for example: Half Life) will use lots
of fragmented UDP packets to transfer game data.
Instinctively as a secure firewall, Vigor router will reject
these fragmented packets to prevent attack unless you
enable “Accept large incoming fragmented UDP or
ICMP Packets”. By checking this box, you can play these
kinds of on-line games. If security concern is in higher
priority, you cannot enable “Accept large incoming
fragmented UDP or ICMP Packets”.

Enable Strict Security For the sake of security, the router will execute strict
Firewall security checking for data transmission.

Such feature is enabled in default. All the packets, while
transmitting through Vigor router, will be filtered by
firewall. If the firewall system (e.g., content filter server)
does not make any response (pass or block) for these
packets, then the router’s firewall will block the packets

directly.
Accept routing packet Usually, IPv6 network sessions/traffic from WAN to LAN
from WAN will be blocked by IPv6 firewall to prevent remote client

accessing into the PCs on LAN in default.

IPv6 - Check the box to make the packets (routed from
WAN to LAN) via IPv6 being accepted by such router. It is
effective only for the packets routed but not for packets
translated by NAT.

IPv4 - Check the box to make the incoming packets via

IPv4 being accepted by such router. It is effective only for
the packets routed but not for packets translated by NAT.
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Default Rule Page

Such page allows you to choose filtering profiles including QoS, Load-Balance policy, WCF,
APP Enforcement, URL Content Filter, for data transmission via Vigor router.

Firewall > General Setup

General Setup

General Setup Default Rule

Actions for default rule:
Application Action/Profile Syslog
Filter Pazs |+ O
Sessions Control 0/ (32000 O

uality of Service Mone % O
APP Enforcement MNone v O
URL Content Filter Maone v O
Web Content Filter Mone v O
Advance Setting

[ O ] [ Cancel ]

Available settings are explained as follows:

Item Description

Filter Select Pass or Block for the packets that do not match with
the filter rules.

Filter

Sessions Control The number typed here is the total sessions of the packets
that do not match the filter rule configured in this page. The
default setting is 60000.

Quiality of Service Choose one of the QoS rules to be applied as firewall rule.
For detailed information of setting QoS, please refer to the
related section later.

Mone

Mare

APP Enforcement Select an APP Enforcement profile for global 1M/P2P
application blocking. If there is no profile for you to select,
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please choose [Create New] from the drop down list in this
page to create a new profile. All the hosts in LAN must
follow the standard configured in the APP Enforcement
profile selected here. For detailed information, refer to the
section of APP Enforcement profile setup. For
troubleshooting needs, you can specify to record information
for IM/P2P by checking the Log box. It will be sent to
Syslog server. Please refer to section Syslog/Mail Alert for
more detailed information.

URL Content Filter Select one of the URL Content Filter profile settings
(created in CSM>> URL Content Filter) for applying with
this router. Please set at least one profile for choosing in
CSM>> URL Content Filter web page first. Or choose
[Create New] from the drop down list in this page to create
a new profile. For troubleshooting needs, you can specify to
record information for URL Content Filter by checking
the Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

Web Content Filter Select one of the Web Content Filter profile settings
(created in CSM>> Web Content Filter) for applying with
this router. Please set at least one profile for anti-virus in
CSM>> Web Content Filter web page first. Or choose
[Create New] from the drop down list in this page to create
a new profile. For troubleshooting needs, you can specify to
record information for Web Content Filter by checking the
Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

Advance Setting Click Edit to open the following window. However, it is
strongly recommended to use the default settings here.

Firewall == General Setup

Advance Setting

Codepage ANSI{1252)-Latin | v
Window size: 65535
Session timeout: 1440 Minute

[ ok | [ Clse |

Codepage - This function is used to compare the characters
among different languages. Choose correct codepage can
help the system obtaining correct ASCII after decoding data
from URL and enhance the correctness of URL Content
Filter. The default value for this setting is ANSI 1252 Latin
I. If you do not choose any codepage, no decoding job of
URL will be processed. Please use the drop-down list to
choose a codepage.

If you do not have any idea of choosing suitable codepage,
please open Syslog. From Codepage Information of Setup
dialog, you will see the recommended codepage listed on
the dialog box.

169 Vigor2760 Series User's Guide



Window size — It determines the size of TCP protocol
(0~65535). The more the value is, the better the
performance will be. However, if the network is not stable,
small value will be proper.

Session timeout — Setting timeout for sessions can make
the best utilization of network resources.

After finishing all the settings here, please click OK to save the configuration.
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3.5.3 Filter Setup
Click Firewall and click Filter Setup to open the setup page.

Firewall == Filter Setup

Filter Setup | Setto Factory Default |

Set Comments Set Comments

1. Default Call Filter i.

2. Default Data Filter 8.

3 2

4 10.

=F 1.

6. 12

To edit or add a filter, click on the set number to edit the individual set. The following page
will be shown. Each filter set contains up to 7 rules. Click on the rule number button to edit
each rule. Check Active to enable the rule.

Firewall == Filter Setup == Edit Filter Set

Filter Set 1

Comments : |Default Call Filter

Filter Rule Active Comments Move Up Move Down
Block NetBios Down
0 up Down
[ up Down
L up Down
0 up Down
U up Down
L up

Mext Filter Set |Mone v

[ OK l [ Clear l [ Cancel

Available settings are explained as follows:

Item Description

Filter Rule Click a button numbered (1 ~ 7) to edit the filter rule. Click
the button will open Edit Filter Rule web page. For the
detailed information, refer to the following page.

Active Enable or disable the filter rule.

Comment Enter filter set comments/description. Maximum length is
23—character long.

Move Up/Down Use Up or Down link to move the order of the filter rules.

Next Filter Set Set the link to the next filter set to be executed after the

current filter run. Do not make a loop with many filter sets.
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To edit Filter Rule, click the Filter Rule index button to enter the Filter Rule setup page.

Firewall >> Edit Filter Set >> Edit Filter Rule

Filter Set 1 Rule 1

Check to enable the Filter Rule
Comments: Block MetBios
Index(1-15) in Schedule Setup: s s s
Clelar sessions when schedule [ Enable
[a]H
Direction: LAMRTAP M -= WAk v
Source IP; Ay
Destination IP; Ay
Service Type: TCPIUDP, Port fram 137~139 to any
Fragrnents: Dan't Care W
Application Action/Profile Syslog
Filter: Black Immediately w F
Branch to Other Filter Set:
Sessions Contral 0/ 3az000
MAC Bind IP
Quality of Service
APP Enforcement:
URL Content Filter
Web Content Filter
Advance Setting
[ ok ] [ clear | [ cancel |

Available settings are explained as follows:

Item Description

Check to enable the Filter | Check this box to enable the filter rule.

Rule

Comments Enter filter set comments/description. Maximum length is
14- character long.

Index(1-15) Set PCs on LAN to work at certain time interval only. You

may choose up to 4 schedules out of the 15 schedules
pre-defined in Applications >> Schedule setup. The
default setting of this field is blank and the function will
always work.

Clear sessions when
schedule ON

Check this box to clear the sessions when the above
schedule profiles are applied.

Direction

Set the direction of packet flow. It is for Data Filter only.
For the Call Filter, this setting is not available since Call
Filter is only applied to outgoing traffic.

LANRTAPI - YA v
LANRTAPHM -= WARN

WA -> LANRTAPN
LAN/RTAPH -= LANRTAPN

Note: RT means routing domain for 2nd subnet or other
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LAN.

Source/Destination IP

Click Edit to access into the following dialog to choose the
source/destination IP or IP ranges.

ddress Ed Windo ntern plore |

&) hip 1921681 1 =

IP Address Edit
Address Type
Start IP Address l:l
End IP Address l:l
Subnet Mask I:l
Invert Selection
IP Group
or IP Object
or IP Object
or IP Object
IPv6 Group
or IPv6 Object
or IPv6 Object
or IPv6 Object

To set the IP address manually, please choose Any
Address/Single Address/Range Address/Subnet Address
as the Address Type and type them in this dialog. In
addition, if you want to use the IP range from defined
groups or objects, please choose Group and Objects as the
Address Type.

Group and Objects +

Any Address

single Address
Range Address
Sul:lnet Address

From the IP Group drop down list, choose the one that you
want to apply. Or use the IP Object drop down list to
choose the object that you want.

Service Type

Click Edit to access into the following dialog to choose a
suitable service type.

n L]
2] hit/192.168.0.1 i)

Service Type Edit
Service Type
Protocel TePUDP v [
Source Port _
Destination Port -\m
Service Group
or Service Object
or Service Object
or Service Object

To set the service type manually, please choose User

defined as the Service Type and type them in this dialog. In
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addition, if you want to use the service type from defined
groups or objects, please choose Group and Objects as the
Service Type.

User defined w
User defined
Graup and Objects
Protocol - Specify the protocol(s) which this filter rule will
apply to.

Source/Destination Port —

(=) — when the first and last value are the same, it indicates
one port; when the first and last values are different, it
indicates a range for the port and available for this service
type.

(1=) — when the first and last value are the same, it
indicates all the ports except the port defined here;
when the first and last values are different, it indicates that
all the ports except the range defined here are available for
this service type.

(>) — the port number greater than this value is available.
(<) — the port number less than this value is available for
this profile.

Service Group/Obiject - Use the drop down list to choose
the one that you want.

Fragments

Specify the action for fragmented packets. And it is used for
Data Filter only.

Don’t care -No action will be taken towards fragmented
packets.

Unfragmented -Apply the rule to unfragmented packets.
Fragmented - Apply the rule to fragmented packets.

Too Short - Apply the rule only to packets that are too short
to contain a complete header.

Filter

Specifies the action to be taken when packets match the rule.
Block Immediately - Packets matching the rule will be
dropped immediately.

Pass Immediately - Packets matching the rule will be
passed immediately.

Block If No Further Match - A packet matching the rule,
and that does not match further rules, will be dropped.

Pass If No Further Match - A packet matching the rule,
and that does not match further rules, will be passed
through.

Branch to other Filter Set

If the packet matches the filter rule, the next filter rule will
branch to the specified filter set. Select next filter rule to
branch from the drop-down menu. Be aware that the router
will apply the specified filter rule for ever and will not
return to previous filter rule any more.

Sessions Control

The number typed here is the total sessions of the packets
that do not match the filter rule configured in this page. The
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default setting is 60000.

MAC Bind IP Strict — Make the MAC address and IP address settings
configured in IP Object for Source IP and Destination IP
be bound for applying such filter rule.

No-Strict - no limitation.

Quality of Service Choose one of the QoS rules to be applied as firewall rule.
For detailed information of setting QoS, please refer to the
related section later.

Mone — +

Mare

APP Enforcement Select an APP Enforcement profile for global IM/P2P
application blocking. If there is no profile for you to select,
please choose [Create New] from the drop down list in this
page to create a new profile. All the hosts in LAN must
follow the standard configured in the APP Enforcement
profile selected here. For detailed information, refer to the
section of APP Enforcement profile setup. For
troubleshooting needs, you can specify to record information
for IM/P2P by checking the Log box. It will be sent to
Syslog server. Please refer to section Syslog/Mail Alert for
more detailed information.

URL Content Filter Select one of the URL Content Filter profile settings
(created in CSM>> URL Content Filter) for applying with
this router. Please set at least one profile for choosing in
CSM>> URL Content Filter web page first. Or choose
[Create New] from the drop down list in this page to create
a new profile. For troubleshooting needs, you can specify to
record information for URL Content Filter by checking
the Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

URL Content Filter Select one of the URL Content Filter profile settings
(created in CSM>> URL Content Filter) for applying with
this router. Please set at least one profile for choosing in
CSM>> URL Content Filter web page first. Or choose
[Create New] from the drop down list in this page to create
a new profile. For troubleshooting needs, you can specify to
record information for URL Content Filter by checking
the Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

Web Content Filter Select one of the Web Content Filter profile settings
(created in CSM>> Web Content Filter) for applying with
this router. Please set at least one profile for anti-virus in
CSM>> Web Content Filter web page first. Or choose
[Create New] from the drop down list in this page to create
a new profile. For troubleshooting needs, you can specify to
record information for Web Content Filter by checking the
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Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

Advance Setting

Click Edit to open the following window. However, it is
strongly recommended to use the default settings here.
Firewall => Edit Filter Set => Edit Filter Rule

Filter Set 1 Rule 1
Advance Setting

Codepage ARSI 252)-Latin | A
Window size: 65535

Session Hmeout: 1440 Minute

DrayTek Banner:

Strict Security Checking
C1APP Enforcemnent

[ ok ] [ Close |

Codepage - This function is used to compare the characters
among different languages. Choose correct codepage can
help the system obtaining correct ASCII after decoding data
from URL and enhance the correctness of URL Content
Filter. The default value for this setting is ANSI 1252 Latin
I. If you do not choose any codepage, no decoding job of
URL will be processed. Please use the drop-down list to
choose a codepage.

If you do not have any idea of choosing suitable codepage,
please open Syslog. From Codepage Information of Setup
dialog, you will see the recommended codepage listed on
the dialog box.

Window size — It determines the size of TCP protocol
(0~65535). The more the value is, the better the
performance will be. However, if the network is not stable,
small value will be proper.

Session timeout-Setting timeout for sessions can make the
best utilization of network resources. However, Queue
timeout is configured for TCP protocol only; session
timeout is configured for the data flow which matched with
the firewall rule.

DrayTek Banner — Please uncheck this box and the
following screen will not be shown for the unreachable web
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page. The default setting is Enabled.

The requested Web page has been blocked by Web Content Filter.
Fleass contact your system administrator for further information.

[Powered by Draytek]

Strict Security Checking - All the packets, while
transmitting through Vigor router, will be filtered by
firewall settings configured by Vigor router. When the
resource is inadequate, the packets will be blocked if Strict
Security Checking is enabled. If Strict Security Checking is
not enabled, then the packets will pass through the router.
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Example

As stated before, all the traffic will be separated and arbitrated using on of two IP filters: call
filter or data filter. You may preset 12 call filters and data filters in Filter Setup and even link
them in a serial manner. Each filter set is composed by 7 filter rules, which can be further
defined. After that, in General Setup you may specify one set for call filter and one set for
data filter to execute first.
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3.5.4 DoS Defense

As a sub-functionality of IP Filter/Firewall, there are 15 types of detect/ defense function in
the DoS Defense setup. The DoS Defense functionality is disabled for default.

Click Firewall and click DoS Defense to open the setup page.

Firewall == DoS defense Setup

DoS defense Setup

[] Enahble 5¥M flood defense

[] Block IP options

(] Block Land

(] elock Smurf

(] Block trace route

[ Block S¥M fragment
[ Block Fraggle attack

crackers.

Enable DoS Defense Selact &l

[] Enable UDP flood defense
[] Enahble ICMP flood defense

[] Enahble Port Scan detection

Enahle DoS defense function to prewvent the attacks from hacker or

Threshold 2000 packets [ sec
Timeout 10 sec
Threshald 2000 packets [/ sec
Timeout 10 sec
Threshold 250 packets [ sec
Timeout 10 sec
Threshald 2000 packets [/ sec

[1 Block TCP flag scan

[] Block Tear Drop

[] Block Ping of Death

[ plack ICMP fragment

[ Block unassigned Mumbers

[

ok | [ cClearal | [ cancel |

Available settings are explained as follows:

ltem

Description

Enable Dos Defense

Check the box to activate the DoS Defense Functionality.

Select All

Click this button to select all the items listed below.

Enable SYN flood defense

Check the box to activate the SYN flood defense function.
Once detecting the Threshold of the TCP SYN packets from
the Internet has exceeded the defined value, the Vigor
router will start to randomly discard the subsequent TCP
SYN packets for a period defined in Timeout. The goal for
this is prevent the TCP SYN packets’ attempt to exhaust the
limited-resource of Vigor router.

By default, the threshold and timeout values are set to 2000
packets per second and 10 seconds, respectively. That
means, when 2000 packets per second received, they will be
regarded as “attack event” and the session will be paused
for 10 seconds.

Enable UDP flood defense

Check the box to activate the UDP flood defense function.
Once detecting the Threshold of the UDP packets from the
Internet has exceeded the defined value, the Vigor router
will start to randomly discard the subsequent UDP packets
for a period defined in Timeout.

The default setting for threshold and timeout are 2000
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packets per second and 10 seconds, respectively. That
means, when 2000 packets per second received, they will be
regarded as “attack event” and the session will be paused
for 10 seconds.

Enable ICMP flood
defense

Check the box to activate the ICMP flood defense function.
Similar to the UDP flood defense function, once if the
Threshold of ICMP packets from Internet has exceeded the
defined value, the router will discard the ICMP echo
requests coming from the Internet.

The default setting for threshold and timeout are 250 packets
per second and 10 seconds, respectively. That means, when
250 packets per second received, they will be regarded as
“attack event” and the session will be paused for 10
seconds.

Enable PortScan
detection

Port Scan attacks the Vigor router by sending lots of packets
to many ports in an attempt to find ignorant services would
respond. Check the box to activate the Port Scan detection.
Whenever detecting this malicious exploration behavior by
monitoring the port-scanning Threshold rate, the Vigor
router will send out a warning.

By default, the Vigor router sets the threshold as 2000
packets per second. That means, when 2000 packets per
second received, they will be regarded as “attack event”.

Block IP options

Check the box to activate the Block IP options function.
The Vigor router will ignore any IP packets with IP option
field in the datagram header. The reason for limitation is IP
option appears to be a vulnerability of the security for the
LAN because it will carry significant information, such as
security, TCC (closed user group) parameters, a series of
Internet addresses, routing messages...etc. An eavesdropper
outside might learn the details of your private networks.

Block Land

Check the box to enforce the Vigor router to defense the
Land attacks. The Land attack combines the SYN attack
technology with IP spoofing. A Land attack occurs when an
attacker sends spoofed SYN packets with the identical
source and destination addresses, as well as the port number
to victims.

Block Smurf

Check the box to activate the Block Smurf function. The
Vigor router will ignore any broadcasting ICMP echo
request.

Block trace router

Check the box to enforce the Vigor router not to forward any
trace route packets.

Block SYN fragment

Check the box to activate the Block SYN fragment function.
The Vigor router will drop any packets having SYN flag and
more fragment bit set.

Block Fraggle Attack

Check the box to activate the Block fraggle Attack function.
Any broadcast UDP packets received from the Internet is
blocked.

Activating the DoS/DDoS defense functionality might
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block some legal packets. For example, when you activate
the fraggle attack defense, all broadcast UDP packets
coming from the Internet are blocked. Therefore, the RIP
packets from the Internet might be dropped.

Block TCP flag scan

Check the box to activate the Block TCP flag scan function.
Any TCP packet with anomaly flag setting is dropped. Those
scanning activities include no flag scan, FIN without ACK
scan, SYN FINscan, Xmas scan and full Xmas scan.

Block Tear Drop

Check the box to activate the Block Tear Drop function.
Many machines may crash when receiving ICMP datagrams
(packets) that exceed the maximum length. To avoid this
type of attack, the Vigor router is designed to be capable of
discarding any fragmented ICMP packets with a length
greater than 1024 octets.

Block Ping of Death

Check the box to activate the Block Ping of Death function.
This attack involves the perpetrator sending overlapping
packets to the target hosts so that those target hosts will
hang once they re-construct the packets. The Vigor routers
will block any packets realizing this attacking activity.

Block ICMP Fragment

Check the box to activate the Block ICMP fragment

function. Any ICMP packets with more fragment bit set are
dropped.

Block Unassigned
Numbers

Check the box to activate the Block Unknown Protocol
function. Individual IP packet has a protocol field in the
datagram header to indicate the protocol type running over
the upper layer. However, the protocol types greater than 100
are reserved and undefined at this time. Therefore, the router
should have ability to detect and reject this kind of packets.

Warning Messages

We provide Syslog function for user to retrieve message
from Vigor router. The user, as a Syslog Server, shall receive

the report sending from Vigor router which is a Syslog
Client.

All the warning messages related to DoS Defense will be
sent to user and user can review it through Syslog daemon.
Look for the keyword DoS in the message, followed by a
name to indicate what kind of attacks is detected.

System Maintenance >> SysLog / Mail Alert Setup

SysLog / Mail Alert Setup

SyslLog Access Setup Mail Alert Setup
[FlEnable [“IEnable __Send a test e-mail
Syslog Save to: SMTP Server
Syslog Server SMTP Port 25
[use pisk Mail To
Router Name
Return-Path
Server [P Address
Destination Port 514 L vse ssL
B_S inauon Fo [ authentication
Mail Syslog [JEnable

Username
Enable syslog message:

Firewall Log

VPN Log

User Access Log

WaN Log

Router/DSL information
Note: 1. Mail Syslog cannot be activated unless USE Disk is ticked for "Syslog Save to".

2. Mail Syslog feature sends a Syslog file when its size reaches 1M Bytes.
3. We only support secured SMTP connection on part 465.

Passward
Enable E-Mail Alert:
DoS Attack
IM-P2P
VPN LOG
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3.6 Objects Settings

For IPs in a range and service ports in a limited range usually will be applied in configuring
router’s settings, therefore we can define them with objects and bind them with groups for
using conveniently. Later, we can select that object/group that can apply it. For example, all
the IPs in the same department can be defined with an IP object (a range of IP address).

3.6.1 IP Object
You can set up to 192 sets of IP Objects with different conditions.

Objects Setting => IP Object

IP Object Profiles: | Setto Factory Default |
Index Name Index Name
1 17.
2 18.
3. 19.
4 20.
2. 21.
6. 22,
i 23.
8. 24,
9. 23.
10. 26.
1. 2.
12 28.
13. 29.
14. 30.
13. .
16. 32
<= 1.32 | 3364 | 65.96 | 97128 | 129.160 | 161-192 Mext

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.

To set a new profile, please do the steps listed below:
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1. Click the number (e.g., #1) under Index column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting >> I[P Object

Profile Index : 1
MName:
Interface:
Address Type:

Mac Address:

Start IP Address:

End IP Address:
Subnet Mask:

Invert Selection:

RD Department
Any £

Range Address

192.168.1.59
192.168.1.65

|

[ OK ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description
Name Type a name for this profile. Maximum 15 characters are
allowed.
Interface Choose a proper interface.
W
A
LAMRTAPHN
AN
For example, the Direction setting in Edit Filter Rule will
ask you specify IP or IP range for WAN or LAN or any IP
address. If you choose LAN as the Interface here, and
choose LAN as the direction setting in Edit Filter Rule,
then all the IP addresses specified with LAN interface will
be opened for you to choose in Edit Filter Rule page.
Address Type Determine the address type for the IP address.

Select Single Address if this object contains one IP address
only.

Select Range Address if this object contains several IPs
within a range.

Select Subnet Address if this object contains one subnet
for IP address.

Select Any Address if this object contains any IP address.
Select Mac Address if this object contains Mac address.

Range Address

Any Address
Single Address
Range Address
Subnet Address
Mac Address
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MAC Address Type the MAC address of the network card which will be
controlled.

Start IP Address Type the start IP address for Single Address type.

End IP Address Type the end IP address if the Range Address type is
selected.

Subnet Mask Type the subnet mask if the Subnet Address type is
selected.

Invert Selection If it is checked, all the IP addresses except the ones listed
above will be applied later while it is chosen.

2. After finishing all the settings here, please click OK to save the configuration. Below is
an example of IP objects settings.

Objects Setting == IP Object

IP Ohject Profiles:
Index Name Index

1. RD Department 17.
2 Financial Dept 18.
3. HR Department 19.
4. 20.
5, 21
A 29
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3.6.2 IP Group

This page allows you to bind several IP objects into one IP group.

Objects Setting == IP Group

IP Group Table: | Setto Factory Default |
Index Name Index Name
1 17.
2 13,
3. 19
4. 20.
5. 2.
6. 22,
7. 23
8. 24,
8 25
10. 26,
1. 2.
12 28,
13. 29.
14, 30.
15, 31.
16. 32

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the group profile.

To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.
2. The configuration page will be shown as follows:

Objects Setting >> IP Group

Profile Index : 1

MName: Administration
Interface: Any W
Available [P Objects Selected IP Ohjects
1-RO Department
2-Financial Dept
3-HR Department
Ok ] [ Clear ]| [ Cancel
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Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Interface Choose WAN, LAN or Any to display all the available IP

objects with the specified interface.

Available IP Objects | All the available IP objects with the specified interface
chosen above will be shown in this box.

Selected IP Objects Click >> button to add the selected IP objects in this box.

3. After finishing all the settings here, please click OK to save the configuration.
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3.6.3 IPv6 Object
You can set up to 64 sets of IPv6 Objects with different conditions.

Objects Setting == [PvG Object

PG Object Profiles: | SettoFactory Default |
Index Name Index Name
1 17.
2, 18.
3. 19.
4. 20.
5 2.
5. 22.
L 23.
8 24
8. 25,
10. 26.
. 2.
12, 28.
13. 29.
14, 30.
15, 3.
16. 32,
< 1-32 | 33-64 = Mext ==

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.

To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.
2. The configuration page will be shown as follows:

Objects Setting >* IPvé Object

Profile Index : 1
Mame:
Address Type: Subnet Address v
Mac Address:
Start IP Address:
End IP Address:
Prefix Len:

Invert Selection: L

ok | [ clear | [ cancel

Vigor2760 Series User's Guide 188



Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Address Type Determine the address type for the IPv6 address.

Select Single Address if this object contains one IPv6
address only.

Select Range Address if this object contains several IPv6s
within a range.

Select Subnet Address if this object contains one subnet
for IPv6 address.

Select Any Address if this object contains any IPv6
address.

Select Mac Address if this object contains Mac address.

Fange Address

Any Address
single Address

Range Address
mubnet Address
hac Address
Mac Address Type the MAC address of the network card which will be
controlled.
Start IP Address Type the start IP address for Single Address type.
End IP Address Type the end IP address if the Range Address type is
selected.
Prefix Len Type the number (e.g., 64) for the prefix length of IPv6
address.
Invert Selection If it is checked, all the IPv6 addresses except the ones listed

above will be applied later while it is chosen.

3. After finishing all the settings, please click OK to save the configuration.
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3.6.4 IPv6 Group
This page allows you to bind several IPv6 objects into one IPv6 group.

Objects Setting == IPvG Group

IPvE Group Table: | Set to Factory Default |
Index Name Index Name
1 i7.
2 18,
3 19,
4. 20.
5 21.
5. 22
1. 23.
8. 24,
9 25,
10. 26.
11. 27,
12, 28,
13. 28,
14, 30.
15, 3.
16 32,

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the group profile.

To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.
2. The configuration page will be shown as follows:

Objects Setting >= IPvG Group

Profile Index : 1

Name:

Available IPv6 Objects Selected IPvG Objects

[ oK ] [ Clear ] [ Cancel

Available settings are explained as follows:
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Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Available IPv6 All the available IPv6 objects with the specified interface

Objects chosen above will be shown in this box.

Selected IPv6 Objects | Click >> button to add the selected IPv6 objects in this box.

3. After finishing all the settings, please click OK to save the configuration.

3.6.5 Service Type Object
You can set up to 96 sets of Service Type Objects with different conditions.

Objects Setting »= Service Type Object

Sernvice Type Object Profiles: | Setto Factory Default |
Index Name Index Name
1 ar.
2 12,
3. 19,
4. 20.
5. 21.
i 22,
L 23
8 24.
9 25,
10. 26,
11. 27.
12, 28,
13. 28,
14, 30.
15. 31.
16. 32

Next ==

-
[
[}
w
ca
&
=
=2}
o
=)
=

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.
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To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting =* Service Type Object Setup

Profile Index : 1

MName WWW

Protocol TCP b

Source Port = %1 ~ 65535

Destination Port =¥ [ ~ |65535
[ oK ] [ Clear | [ Cancel

Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Protocol Specify the protocol(s) which this profile will apply to.

TCP hd

Any
ICWP
GMP

UDP
TCPAJDP
Other

Source/Destination Source Port and the Destination Port column are available
Port for TCP/UDP protocol. It can be ignored for other
protocols. The filter rule will filter out any port number.

(=) — when the first and last value are the same, it indicates
one port; when the first and last values are different, it
indicates a range for the port and available for this profile.

(1=) — when the first and last value are the same, it
indicates all the ports except the port defined here;
when the first and last values are different, it indicates that
all the ports except the range defined here are available for
this service type.

(>) — the port number greater than this value is available.

(<) — the port number less than this value is available for
this profile.
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3. After finishing all the settings, please click OK to save the configuration.

Objects Setting >> Service Type Object

Service Type Object Profiles:
Index Hame In
NN 17

SIP

- e |
—

d ([=m |

3.6.6 Service Type Group
This page allows you to bind several service types into one group.

Objects Setting >> Service Type Group

Service Type Group Table: | Setto Factory Default |
Group Hame Group Hame
1 17.
2. 18,
3. 19,
4. 20,
5. 21
[ 22
L 23.
8 24,
9 25.
10. 26.
1. 27.
12, 28,
13. 29,
14, 30.
15, 3.
16 32.

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the group profile.
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To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Group column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting »> Service Type Group Setup

Profile Index : 1

Name: VialP
Available Service Type Objects Selected Service Type Objects
1-www
2-5IP
[ ok | [ clear | [ cancel

Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Available Service All the available service objects that you have added on

Type Objects Objects Setting>>Service Type Object will be shown in
this box.

Selected Service Type | Click >> button to add the selected IP objects in this box.

Objects

3. After finishing all the settings, please click OK to save the configuration.
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3.6.7 Keyword Object

You can set 200 keyword object profiles for choosing as black /white list in CSM >>URL
Web Content Filter Profile.

Objects Setting >»> Keyword Object

Keyword Object Profiles: | Setto Factory Default |
Index Hame Index Hame
1 17.
2 18,
3. 19.
4. 20.
5. 2.
6. 22,
7 23,
8. 2.
5. 25.
10. 26.
n 27
12, 28.
13. 29.
14, 30.
15. 31
16. 32
o 1-32 | 33-64 | 65-96 | 97-128 | 129-160 | 161-192 | 193-200 == Next ==

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.
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To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting >> Keyword Object Setup

Profile Index : 1
MName

Contents

Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with %HEX.
Example:
Contents: backdoo%72 virus keep%20out

Result:
1. backdoor
2. virus
3. keep out

[ OK ] [ Clear ] [ Cancel ]

Available settings are explained as follows:

Item Description

Name Type a name for this profile, e.g., game. Maximum 15
characters are allowed.

Contents Type the content for such profile. For example, type
gambling as Contents. When you browse the webpage, the
page with gambling information will be watched out and be
passed/blocked based on the configuration on Firewall
settings.

3. After finishing all the settings, please click OK to save the configuration.
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3.6.8 Keyword Group

This page allows you to bind several keyword objects into one group. The keyword groups set
here will be chosen as black /white list in CSM >>URL /Web Content Filter Profile.

Objects Setting >>» Keyword Group

Keyword Group Table:
Index Name

l© Jeo [N | [0 B o | |

=
=l

= | = [ = =
S R Eol SR L i

| Setto Factory Default |
Index Mame

=
[

==
Ll

=
=

L3 [La [Ld RO (R JRD[RD[RD (R [RD R [P R
I E = L i B O LR E o S L el =

Available settings are explained as follows:

Item

Description

Set to Factory Default

Clear all profiles.

Index

Display the profile number that you can configure.

Name

Display the name of the group profile.

To set a new profile, please do the steps listed below:

1. Click the number (e.g., #1) under Index column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting »» Keyword Group Setup

Profile Index : 1

Name:

Available Keyword Objects

Selected Keyword ObjectsiMax 16 Objects)

1-Key-1
2-Key-2

ok | [ clear | [ cancel
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Available settings are explained as follows:

ltem

Description

Name

Type a name for this group. Maximum 15 characters are
allowed.

Available Keyword
Objects

You can gather keyword objects from Keyword Object
page within one keyword group. All the available
Keyword objects that you have created will be shown in
this box.

Selected Keyword
Objects

Click button to add the selected Keyword objects
in this box.

3. After finishing all the settings, please click OK to save the configuration.

3.6.9 File Extension Object

This page allows you to set eight profiles which will be applied in CSM>>URL Content
Filter. All the files with the extension names specified in these profiles will be processed

according to the chosen action.

Objects Setting >> File Extension Object

File Extension Object Profiles:
Profile

[ ol [

| Setto Factory Default |
Profile Hame

o ™ = 0

Available settings are explained as follows:

ltem

Description

Set to Factory Default

Clear all profiles.

Index

Display the profile number that you can configure.

Name

Display the name of the object profile.
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To set a new profile, please do the steps listed below:

1. Click the number (e.g., #1) under Profile column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting >> File Extension Object Setup

Profile Inclex: 1

Categories
Image
Select All

Clear All

Video
Select All

Clear All

Audio
Select Al

Clear All

Select Al

Clear All

.
w
=
IIDII II

ActiveX
Select All

Clear All

Comnressinn

Profile Name:

O.bmp [O.dib
.pct O.pex
.asf O.avi

O.qt O .rm

[ .aac O .aiff
O.ra O.ram
[O.class  [O.jad
O .jse O.jsp
1 .alx [.apb
[ .viv O .wrm

O .qif
O.pic

O.mav
IR

O.au
O .vox

O.jar
itk

O.axs

Available settings are explained as follows:

O.jpeg

O .pict

O .mpe
O.3gp

[1.mp3
D SNav

O jav

O.ocx

File Extensions

.jpg
C.png

[J.mpeg
O.3gpp

O0.m4a
O.wma

O.java

O.olb

O.pgz [O.jp2
O .tif [1.tiff

O.mpag  O.mp4
O.3gppz [.3g2

O.md4p [.ogg
.jem [.js
O.ale O.tb

ltem

Description

Profile Name

Type a name for this profile. The maximum length of the
name you can set is 7 characters.

3. Type a name for such profile and check all the items of file extension that will be
processed in the router. Finally, click OK to save this profile.
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3.6.10 SMS/Mail Service Object

SMS Service Object

This page allows you to set ten profiles which will be applied in Application>>SMS/Mail
Alert Service.

Object Settings >= 515 [ Mail Service Object

SMS Provider Mail Server | Set to Factory Default |
Index Profile Name SMS Provider

1. kotsms.com.tw (TW)
2. kotsms.com.tw (TW)
3. kotsms.com.tw (TW)
4, kotsms.com.tw (TW)
5. kotsms.com.tw (TW)
6. kotsms.com.tw (TW)
7. kotsms.com.tw (TW)
8. kotsms.com.tw (TW)
8. Custom 1

10 Custom 2

Each item is explained as follows:

Item Description

Set to Factory Default Clegr all of the settings and return to factory default
settings.

Index Display the profile number that you can configure.

Profile Display the name for such SMS profile.

SMS Provider Display the service provider which offers SMS service.

To set a new profile, please do the steps listed below:

1. Click the SMS Provider tab, and click the number (e.g., #1) under Index column for
configuration in details.

Object Settings == 5M5S [ Mail Service Object

SMS Provider Mail Server
Index Profile Name
1.
2.
3.
4.
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2. The configuration page will be shown as follows:

Object Settings == SM5 / Mail Service Object

Profile Index: 1

Profile Name Line_down

Service Provider kaotsms. com.tw (TW) “

Username line1

Password sane

Quota 10

Sending Interval 3 (seconds)
[ oK ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Profile Name Type a name for such SMS profile. The maximum length of
the name you can set is 31 characters.

Service Provider Use the drop down list to specify the service provider which
offers SMS service.

Username Type a user name that the sender can use to register to
selected SMS provider.

The maximum length of the name you can set is 31
characters.

Password Type a password that the sender can use to register to
selected SMS provider.

The maximum length of the password you can set is 31
characters.

Quota Type the number of the credit that you purchase from the
service provider chosen above.

Note that one credit equals to one SMS text message on the
standard route.

Sending Interval To avoid guota being exhausted soon, type time interval for
sending the SMS.

3. After finishing all the settings here, please click OK to save the configuration.

Object Settings >> SMS5 | Mail Service Object

SMS Provider IMail Server | Setto Factory Default |
Index Profile Name SMS Provider
Line_down kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)

ol [

lrmtarme rom b (T
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Customized SMS Service

Vigor router offers several SMS service provider to offer the SMS service. However, if your
service provider cannot be found from the service provider list, simply use Index 9 and Index
10 to make customized SMS service. The profile name for Index 9 and Index 10 are fixed.

Object Settings => 515 | Mail Service Object

SMS Provider Mail Server | Setto Factory Default |
Index Profile Name SMS Provider
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)

(= -l e B L

Custom 1

=
=

Custom 2

You can click the number (e.g., #9) under Index column for configuration in details.

Object Settings > SMS [ Mail Service Object
Profile Index: 9

Profile Mame

Service Provider

Please contact with vour SMS provide to get the exact URL String

eq:bulksms.vsms.net; 5567 /eapi/submission/send_sms/2/2.07username= = stxtlUsers =
&password===xtPwds£z&msisdn====txtDest= s =&message=s==tutMsg===
Username
Password
Quota 10
Sending Interval 3 (seconds)
[ 0K ] [ Clear ] [ Cancel
Available settings are explained as follows:
Item Description
Profile Name Display the name of this profile. It cannot be modified.
Service Provider Type the website of the service provider.

Type the URL string in the box under the filed of Service
Provider. You have to contact your SMS provider to obtain
the exact URL string.
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Username Type a user name that the sender can use to register to
selected SMS provider.

The maximum length of the name you can set is 31
characters.

Password Type a password that the sender can use to register to
selected SMS provider.

The maximum length of the password you can set is 31

characters.

Quota Type the total number of the messages that the router will
send out.

Sending Interval T